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Abstract: In this article we discuss advantages and disadvantages of two methods
for designing hash functions: a combination of block ciphers and an MDb5-based
construction. We also propose a prototype of a new hash function from a viewpoint
of fast processing using its parallel architecture. This function is particularly fast
on hardware; for example, its throughput is expected to be 1.5Gbps to 2.0Gbps by
a process of 0.5 CMOS gate-array.
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