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2.General Session
2.1 Cryptographer's Panel
Panelist: Dr. Peter Neumann[J SRIO

Dr. Whit Diffied Sun0d
Dr. Taher ElGamald Netscapel
Dr. Burt Kaliskill RSA Labs[
Dr. Silvio MicaliOO MITO
Dr. Hugo KrwczykO IBMO
Dr. Ron Rivestd MITO
Dr. Matt Blazed AT&TO
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2.2 Afternoon Keyvnote:
RSA, IBM and SecureWay
Kathy KincaidO IBMO
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2.3 Modern InfoSecurity Technology:
The Bigger Picture
John AdamsO Security DynamicsO
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2.4 Deploying SET:

Bankcards on the Internet
Glenn Kramer Verifonel
Steve Crocker CyberCash
Robert Chlebowski

O Wells Fargo Bank[
Willman Powar
O Venture ArchitectsO

Panelist:
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2.5 International Trends in

Cryptography

Panelist: Charles WaltonO SPYRUSO
Yanping Hud MOFTECO
David NaccacheO GemplusO
John WankmuellerJ Mastercardd
Hiroyuki Sakubeh NTT Datall
Ken Mukaill MITI Japan{
Keld Poulsen] Kommunedatal
William Powar

O Venture Architects
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2.6 Cryptography and
Information Warfare
Dr.Gerald Kovacich
O Northrop Grumman 0O
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2.7 Cryptography's Future:
Opportunities & Threats
Bruce Schneier
0 Counterpane Systems(]
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3. CRYPTOGRAPHERS' TRACK
3.1 Recent Trends in the design of
Cryptographic Algorithms
Dr.Bart Preneell] Katholieke Univ.O
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3.2 ECDSA : An Enhanced DSA
Don B. JohnsonO CerticomO

OECDSA’0000DDOO0DDOOO0DSAD
ooQ

ODO0O000O00D1000000000000
0o0ooooo

0000ZpOODOOO0ODOOOOOOOOOOO
0000000000000000

key0 O O O bitO 0o
RSA/DSA EC O MIPSD O
512 106 10
768 132 10°
1024 160 10"
2048 211 10”
5120 320 10

poooooood
ogodooboooooobooooboooooon
o0 160bit0 O O O Pohling—HellmanO
0 1024bit0 0 O O MOV-reductiond 00O O
goooood
gdoooooooooooooooooaon
goooooa

4. ANALYSTS' TRACK
4.1 Information Security in
the Enterprise
Walt CurtsO Entegrity SolutionsO
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5. DEVELOPERS' TRACK
5.1 How to Crack a Smartcard
Tom RowleyU National Semiconductor
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6. STANDARD TRACK
6.1 The S/MIME Secure Email Standard
Blake C .Ramsdelld WorldtalkO
Douglas S.ShouppO Deloitte & Touchel
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PKCS#1 | RSA Encryption

PKCS#3 | Diffie-Hellman Key Agreement

PKCS#5 | Password-Based Encryption

PKCS#6 |Extended Certificate Syntax

PKCS#7 | Cryptographic Message Syntax

PKCS#8 | Private-Key Information Syntax

PKCS#9 |Selected Attribute Type

PKCS#10 | Certification Request Syntax

e application/x-pkcs7-mime
ododoooooooouoooooooooo
oooooo
o Enveloped Data
o Signed Data
o Signed & Enveloped Data
OPEMOOOOO
PEMOMIMEO O OO DOOOO PRKCS#70
gooooooooooa

e application/x—pkecs10
NetscapeU OO OQOQOQOOOODOOOOOOO
goono

ogooo
10 http://www.rsa.com/rsa/conf97/

2000000000000 00 Electronic COMmerce
promotion council of JapanO OO0 000000000
gooobooooboog

http://www.ecom.or.jp/

30 Key Predistribution SystemO 00000000000
Jo00o00oo0o0oooooooooO198se0dnd
gooooooooooo

40 Elliptic Curve analog of the Digital Signature Al-
gorithmO 0O 000 00 DSAO

50 Digital Signature AlgorithmO 0000000000
godopooooopooooNISTOOooDooooooooo
000000000000 Federal Information Proc—
essing Standard O FIPS PUB 1860 00000000
goooboooobooooo

60 Electrically Erasable Programmable Read-Only
MemoryO OO DODOODOODODOODOOOROMO

—19980 2040000
OO0o0000D0DODOO0O0—

OODOOOODOOODODODODODONewsletter™
gboobooboobo obboob booooo
obooboboboobooboobooo

goooboobooboobboobooobg
gboooboobooboboboobobobooon
gboobobooboobg

gooooOobOooooooboosbobooon
gbooboobooboboobooboon
OO0O0ICATODO

oo goooood

020 00o0obOooooobooo

O30 Dooooooogog

040 pPKIDODOODOO

s ooopooon
gboooboobooboboboobobobooon
Oo0oooooooDpilogo3oogoooog
obooboboboobooboobooo




