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APIE (Asia Pacific Internet Engineering)
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EBA (Evidence Based Approach)
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CBR(Community Based Research) Framework
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1. Research topics are proposed and defined by the
community in AI® /SOI Asia meetings

2. A research advisory committee composed of voluntary
faculty members of

3. AI3 /SOI Asia develops research plans, which include
descriptions, goals, duration, and deliverables. AI® /
SOI Asia project prepares and sends out a call for
participation for each CBR

4. Partner universities will sign up as a team, and the
research advisory committee will select 2 or 3 teams.

5. Project will start

6. The research advisory committee will periodically

review the research progress in each CBR.
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« CBR1a Dynamic Network (Institut Teknologi
Bandung (ITB), Universiti Sains Malaysia (USM)):
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e CBR3b IoT - Smart Agriculture (USK, UB, USM,
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Community Engagement
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% 2% Partll: Sub-Project Summary
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2.2 EBA
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(UB). Universitas Hasanuddin (UNHAS). Universitas Syiah
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Ao B G 28BN UTze KT ¢ —)V KT —27 Tk,
A YRR T OEHRBE T EMTH S H ) <> 2 M
ZT 4 —)VRIC, TThBFleT—2%2E LICTFHinl6E
IR OE#EZ N, b, BAROMED 5E X, T D
arve 7 Mgk Uiz,

- EBALE O — X BER

HiEa— &, EBBATV Y =7 MBI 2 720D
HBTHO, ZENTE TV AICH DO THEZFE L.
D fEs 7z DUEfiFZ#D S T L 2 HINE ULEBAT 1 —

WIDE 151



WV RT—Z BT B D42 HRICH#E I NS, A
FEEAEL T, PERIE T RAICHE DI VY —F = A
VR EANGET =2 DI PN EREAFIV, )P —
FedIag—var-Try IR EsTer
HigL T3,

RIOA—ZTIE, PENEERDT —)U RTEBAAY v K
DY AW (LET Y ADWEST —RZ DK —>A b —
DESVARVINE DY =i AUNE = 2@ VAN EZE/ AV AVIN /< o)
T &1 LIahd . MBI T ¢ — )V R — 7 & {KBR
TEZEICHAENT VB, 20244F1, HiRD2DD
T4 =V RT = ZmEICH L, fllhD/SAay ba—
AZRML, GF5NTT 10— FXw I ZHIC, FEN
T4 — IV TOZUZRABITIEHTES L5 5a—X
[ (WA ESY aR

SEROFE

20257 HICUSKEMD A > R TICBIF 27 1 —)b
RT—2, S8HIWICHKIRT 4 —IV R — U ZETETH
D, 2025 E & AV AL O HA (B HEERRARF) NDZZIT
AN EIS—= b F—REEMOT I THIHTDOT +—V K
T =7 \OEEDIGEZ FHEL T B, KT, USKEf#
DT 4 —)V FT—27 Tl&, AHiPart D Open Science®d
WO B ZHEES 2T HLRFED TV 2)WkZz T —
X ET B TET, SOI AsiaND > F 2 —EIH DR REM: 2
Ha, £z, 5941y MMz il BR g fi U 72EBALL
I—AZRWRL, 8552007 4 —)V R =7 BhHIC

xif U SOt o R O — A 72 9259 % 3 75 172 3
BB TETH S, LT, 202551 ICIECHULAT T
HESHEEML., 71 EHE/S— M F—RF L LK
M5, EBAY 4 — )V RU— 7 & Tl & U uiiie8E
Ta 75 LORMFICHST B T, BLOERS
LRTWT 5T LOVSIAOHELE HAREE LT, #H
M DT —2 > a3y TOEN, FA RO OB
21D TETH S,

2.3 Community Engagement

* KFHEMoU
KD PR, BEAH T gt d B 2T, 73—
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« AI’/SOI Asia Online Monthly Seminar

SOI Asia/AIBTIE, O3 2 =7 ¢ 2RDOIEHL L &R T 1
Vx 7 bORERIEAE DD, 20214104 &0, B H ik
#&7KIE HI<Monthly Seminar’zOnlinelc THli L TV 5,
W BB B S B IHHscH & &, PEIC K B«
IRERRARHNTOY I F—2E L T 5, 20244
@Online Monthly Seminar®—% 72X 11K,

« 57th AI/SOI Asia Directors Meeting (£ 7+ 7 1 ) E>)
20246 H20H » 521 H IC D 7z H. AI3/SOI Asia
Directors MeetingZ University of San Carlos (USC) &

#1 2024%FEMonthly Seminar—#

No Date Topics

27 Jan 31 Projects update

28 Feb 21 Projects update

29 Mar 27 APIE Camp final presentation

30 Apr 24 CBR presentations

31 May 22 APIE Advanced Camp final presentation

32 Jun 26 Research presentation from CCRC, projects update
33 Jul 31 W3C sharing, research presentation, CBR Proposal discussion
34 Aug 21 Projects update

35 Sep 25 APIE Camp final presentation

36 Nov 27 SOI Asia meeting-showcase plan, INXIGNIA update
37 Dec 18 SOI Asia showcase preparation, projects update

*10 B+t =+ —I& 58th AP/SOI Asia Meeting £ B ofefedh, Fv vtibEkot,
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« 58th AI*/SOI Asia Online Meeting (Online)
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+ APNIC 57 in Bangkok

Representing Asia Pacific's largest international Internet
conference, Asia Pacific Regional Internet Conference on
Operational Technologies (APRICOT) draws many of the
world's best Internet engineers, operators, researchers,
service providers, users and policy communities from
over 50 countries to teach, present, and do their own
human networking. APRICOT 2024 was held from 21
February to 1 March 2024, in Bangkok, Thailand. In
addition to the regular program schedule, the SOI Asia
met with the APNIC Foundation team, CBR-related
meetings with specialists and partners who were also

attending the event.

+ APNIC 58 in Wellington

In the first week of September, SOI Asia representatives
Noriatsu Kudo (APIE program lead) and Marcos Sadao
Maekawa (APNIC Foundation) attended the APNIC
58 conference in Wellington, New Zealand. They
shared SOI Asia and APIE updates with the Asia-Pacific

Internet community and explored new opportunities of

collaboration.

Some of the main keywords from this edition were
multistakeholder governance, resilient internet and
younger generations. Kudo introduced SOI Asia and
presented the APIE program in the AP Star Retreat
and the NexGen BoF sessions. At the AP Star retreat, a
collaborative network of organizations that supports
the growth and stability of the Internet in the region,
participants raised that all the member organizations
should collaborate more and also emphasized the
need to bring and focus on younger generations to the

Internet community.

The NexGen BoF gathered representatives of programs
contributing to building the next generation of
community leaders who will continue carrying out the
APNIC vision of a global, open, and stable Internet. APIE
shared information about one of its online courses,
“Understanding the Internet,” available on the MOOC
platform FutureLearn. Kudo and Marcos also talked to

young participants who were interested in the program.

#3ZE Partlll. CBR- Community Based Research Projects

SOI Asia Part II'CI&CBR Framework® & & THiH 5N T
WAHTRY L MCOWTHIET %,

3.1 (CBR1 - Dynamic Network

This research built a small-scale testbed as in Figure 1

experiments in high speed and programmable networks.
The testbed is located at Institut Teknologi Bandung
(ITB), Indonesia, and Universiti Sains Malaysia (USM)
as well as ITB are the main partners that perform

experiments on this testbed.

ITB has conducted an online workshop on how to use
this testbed for SOI Asia partners in 2024 and another
workshop is planned in February 2025.
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3.2 CBR2- Network Management - Real-time Malicious
TLS Traffic Detection

This research installed a system to malicious traffic

in real-time at five SOI Asia partners: Universitas
Hasanuddin (UNHAS), Universitas Brawijaya (UB),
Universitas Syiah Kuala (USK), Universiti Sains Malaysia
(USM), and Bangladesh University of Engineering and
Technology (BUET). The system monitors traffic at a
university gateway, analyzes the traffic using machine
learning to determine whether a flow is malicious or

benign.

An objective in this research is sharing dataset to
cybersecurity researchers around the world. A challenge
in achieving this is label data, especially the malicious
ones. This research added honeypots on the network to

create properly labeled malicious traffic dataset.
The proposed system works as follows:
@ Capturing Network Traffic

The main tool we use is Suricata with XDP to enable

capturing at fairly high speed. We focus on TLS traffic

noG

with appropriate packet filtering to preserve privacy.

@ Features Extraction

Proposed systems extract important features from flow
records and transform into more ML friendly. Feature
Extraction aims to reduce the number of features in a
dataset by creating new features from the existing ones

(and then discarding the original features).

@ Light-weight ML model for classification

We focus on using XGBoost for the classification
as it is relatively fast and small. A challenge in this
classification is how to fit as many models as possible to
the GPU in the malicious detector for fast and accurate

classification.

3.3 (CBR3a - loT-based transport data collection and
analytics framework using Bluetooth proximity
beacons

We concluded this project as a CBR in 2024 and the

systems are still running to track public buses and
predict the arrival time at the next bus stops, to make it

easier for the passengers to determine when they should
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Figure 1: Dynamic network testbed with experiments by ITB and USM.



be at the bus stop.

The system is installed in three cities: 14 points in
Universiti Sains Malaysia (USM) campus commuter bus,
13 points in a Malang school bus line, and 20 points
in a Banda Aceh public bus line. The system uses BLE
beacons from Estimote and mounts the beacons at
a safe and non-intrusive place on the bus, such as in
Figure 4. The IoT gateway is developed as an Android
phone application, and the phone and power system are
deployed inside a container mounted at a bus stop, such
as Figure 5. The system is now under a testing phase

where users use the mobile application, as in Figure 6.

The next challenge for this research is to discuss with
stakeholders for sustainable operations, in the view that
measuring public transport can be a proxy metric for

traffic in the cities where we installed the system.

3.4 CBR3b - IoT system to classify and predict the
quality of produce in smart agriculture
We concluded the CBR3b project in 2024, where

partners in Indonesia and Malaysia developed a system
to classify and predict the quality of select produce
using computer vision and machine learning. The
produce are guava in East Java (Indonesia); chili in South
Sulawesi (Indonesia); melon, watermelon, and pineapple
in Aceh (Indonesia); and guava and pineapple in Penang

(Malaysia).

This research focuses on the produce classification
to ship the produce with the target quality to the
distributors. Domain experts determine the grade and
this research classifies produce, such as guava (Figure
5). The produce are placed on a sorting machine as in

Figure 6 for the classification.
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Figure 2: A typical malicious traffic detection system architecture installed by partners for CBR2 research.
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The next challenges of this research include how to
properly classify produce according to standards that

are agreed by ASEAN countries.

3.5 CBR4 - Research data platform

This research develops a high-speed and high-capacity
research data platform where all partners in other
Community Based Research (CBR) projects in SOI Asia
can store their research data as well as perform training
for the machine learning systems that they develop. The
main objectives of this project are: 1) to provide a high
speed and high-capacity system for partners to store
and perform training of their research data as well as
for data sharing for Open Science; and 2) to prepare the

network infrastructure for future high speed network

research and development.

Figure 4: An Android [oT gateway is deployed inside a

container box mounted on a bus stop pole in USM.

In this research, we perform research and development

in three works that are closely related to each other.

1. High-speed network infrastructure
Our network is mainly for research and development
and is planned to enable high-speed data transfer with

global REN. Such data transfer includes uncompressed

s

A/

Figure 5: Guava grading testing comparing the classification
result with the label from domain experts.

Figure 6: Sorting machine for large produce such as
pineapples.



video conference, dataset mirroring, and research data
transfer for data store and machine learning. We connect
the our network to WIDE Fujisawa with 100 Gbps to
maximize capacity for future networking research, while

the servers will use 10 or 25 GbE interfaces.

2. Research data store

Research in SOI Asia community uses and produces
data. This system will store the data and sync the data to
cloud services provided by ARENA-PAC. The data store
may use APIs that are compatible with popular cloud
APIs such as S3 and FiWare.

3. Compute resource sharing system

Research in the SOI Asia community uses compute
resources for processes such as machine learning. This
system has 128 cores, 512 GB RAM, and an A6000 GPU
with 48GB memory. This system will be able to handle
GPU intensive processes and CPU intensive processes at

the same time.

Compute

ARENA-PAC
Server

Cloud

Figure 7: Diagram of research data store system
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Figure 8: Compute system runs to two LLM models in parallel
during a testing.

A challenge in operating this system is the GPU
computing resources are limited for research and
applications using LLMs as good models require large
memory. Hence the use of CPU and GPU should be
properly balanced when multiple processes compete for

the resources.

3.6 CBR6 - Deployment of UNTL Connectivity to REN

This work connects the Faculty of Engineering of
National University of Timor-Leste (UNTL) to the
research and education network by deploying a new link
to UNTL engineering campus in Hera, which is located

12 kilometers to the east of UNTL main campus in Dili.

The main objective is to enable UNTL to participate
more in the REN community activities. This 20 Mbps
link started in June 2023 and is due to conclude the

contract after 2 years in 2025.

The Timor Leste government is deploying a submarine
cable which is planned to be ready for service at the
end of 2024. We have conducted a discussion with the
relevant government agency on how to connect UNTL
and TLREN to the global REN. At the same time, we are
also considering using Starlink as the link for UNTL
to connect to global REN after the current contract

concludes.

3.7 (CBR 8 - Non-Terrestrial Network Development
(SARENA-PAC)

This proposal develops non-terrestrial connectivity

at several AI® & SOI Asia partners for research and
education in disruption tolerant networks, for providing
backup connectivity in the event of network disruptions
and emergency situations, as well as providing drop-in
connectivity for related activities outside the campus.

The main objectives of this project are:

1. To provide a non-terrestrial backup connectivity for
network disruptions.

2. To provide a drop-in connectivity for research and

WIDE 157



158 WIDE

education activities outside the campus.
3. To research disruption tolerant networks on LEO

satellite networks.

The activities in this proposal are: 1) deploying LEO
network terminals at several partner sites; 2) developing
and performing experiments on a DTN platform; and
3) developing a network emergency platform and

conducting emergency drills.

We have conducted an emergency network drill in
UNSRAT, Indonesia, in November 2024 with the
assumption that UNSRAT campus is disconnected from
the Internet while it has to keep on premise services
running by connecting to UB, which is an ARENA-PAC

POP in Indonesia.

Disruption Tolerant Network system

The DTN system consists of three components: DTN
Server, DTN Edge, and Client. The DTN Edge continuously
monitors the connectivity using a very low volume traffic
to DTN Servers to understand the disruption patterns and
to determine the optimal connectivity methods. The DTN
Edge informs the Client the optimal connectivity methods.
The Client decides how to make use of the information
from DTN Edge.

Emergency Network System

The Emergency Network System (ENS) connects VPN
Edge located inside the Starlink network to a VPN
Server located in AI® network. The ENS intermittently
disconnects and then reconnects the VPN to test the
readiness of the ENS. The VPN Edge should be able to
connect Partner Devices that are important to restore

the connectivity of the partner network.

3.8 (CBR 10 - Development of AP VPN POPs at ARENA-
PAC (SARENA-PAC)
This proposal develops AI® VPN point of presences at

ARENA-PAC to enable partners to have connectivity to
resources and services provided by ARENA-PAC, such

as cloud, that are available only to ARENA-PAC. This
VPN will be used to access ARENA-PAC services as well
as for research and experiments, mainly in SRv6, traffic

engineering, and IPv6 multiprefix operations.

The activities in this project are: 1) deployment of VPN
servers at ARENA-PAC POPs; and 2) deployment of VPN

clients at partner sites.

This work is in its initial phase, where we start with
SFC and Tokyo, then connect to IDREN in Malang and
PREGINET in Manila. We expect it to be operational in
2025.
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Figure 9: Disruption Tolerant Network System
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