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Abstract

AQUA (Advancing Quantum Architecture) working group
members coauthored the world’s first RFC on Quantum Internet
and established a testbed network focusing on architecture,
protocols and distributed control for data center-scale parallel/
distributed computation and wide-area Quantum Internet. We
released an online course titled "Quantum Internet”, released a
Creative Commons-licensed book Quantum Communications,
and recruited and began developing a new cohort of quantum
native network engineers literate in both quantum and classical
engineering. We continued leadership of the IRTF Quantum
Internet Research Group (QIRG). We continued various

quantum computing research projects.
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1.2.2 Quantum Internet Research Group

The Quantum Internet Research Group (QIRG) is a research
group of the Internet Research Task Force (IRTF). WIDE
Board Member Van Meter is co-chair of QIRG. In Yokohama,
the main theme testbed networks around the world and a
presentation about the network stack used in the Netherlands

testbed:

* Jesse Robbers, Quantum Network Testbed Developments in
NL

¢ Joaquin Chung, Design and Implementation of the Illinois
Express Quantum Metropolitan Area Network

* Shota Nagayama, Quantum Internet Task Force (Japan)

e Carlo Delle Donne, Experimental demonstration of

entanglement delivery using a quantum network stack
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1.4 Protocols & Architecture Advances

We made significant strides in network architecture, working

to make systems more complete and realizable. Here, we

Figure 1: The IETF 116 lab tour at Yokohama National University.



highlight several advances. All show the WIDE emphasis
on practicality in networking, filling in the protocol and
engineering details for ideas that have been proposed either by

ourselves or others.

1.4.1 Internetworking: QRNA

A decade ago, Van Meter, Horsman and Touch defined QRNA,
the Quantum Recursive Network Architecture, as the first
architecture for internetworking of quantum networks. Much
as the classical Internet has routing and forwarding at the
LAN level, network level, and internetwork level, we expect
the Quantum Internet to be a multi-tiered scheme. QRNA
unifies the mechanisms for operational rules for a connection
into a recursive scheme that allows entanglement swapping,
purification, and delivery of entangled states to end nodes and
applications to all proceed in a scalable fashion. QRNA allows
individual networks to operate autonomously and without
sharing information about network internal topology and

operations, much as BGP does for routing in the Internet.
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Figure 2: An important decision is whether to perform recursion
on links or nodes. The “correct” answer depends
on several factors in the design of the network. The
physical set of nodes of course does not change; each
layer is a separate logical view of the network, with
separate addressing. This provides scale and autonomy
to networks, much like the IGP/EGP distinction the
Internet.

A key architectural decision in recursive networking is whether
to recurse on nodes or on links, as shown in Fig. 2. Both forms
are possible, with different tradeoffs, making the appropriate

choice context dependent.

1.4.2 Data Center and Metro/Wide Area Networking

Both the WIDE Project and more broadly the quantum
computing and networking community have recognized the
important differences in the goal, scale and performance

requirements for data centers and wider-area networks.

Data center networks, or system area networks (SANs)
when more tightly coupled, can be used to scale solving a
single problem. This idea formed the basis of Van Meter’s
2006 Ph.D. thesis [50]. Similar systems appeared on the
roadmap published by IBM in 2023*°. Data centers have high
performance demands, but present a clear use case. The current
QITF testbed is primarily aimed at prototyping interconnects

for multicomputer architectures.
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Figure 3: Two-pass connection setup in an individual network.
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Figure 4: Two-pass connection setup in a recursive network.
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In contrast, wide-area networks have many uses, including
cryptographic functions, remote sensing, and blind quantum

computation [30, 48, 51].

1.4.3 Link Multiplexing

Within a network, the use of a single link must be shared
between multiple connections if the network is anything
other than full circuit switched. Thus, we need a multiplexing
scheme. Earlier work by the WIDE Project demonstrated
that statistical multiplexing, akin to packet switching, can be
effective in a quantum network [25]. However, on a link, it is
crucial that the distribution of entanglement be coordinated

properly between the link end points.

Therefore, we have established the concept of a link allocation

policy. The policy is distributed on the classical control channel

(1]
|
l
|
|
|
[Ssee s

for the link via a LINK ALLOCATION UPDATE message
(LAU). Each end of the link transmits an LAU to the opposite
end of the link based on a change in the set of connections
passing through it. After both ends agree on the new policy,
then next step is to activate the policy. This is accomplished
using a BARRIER message, indicating the first sequence
number to be assigned using the new policy. The sequence
message established for link update is shown in Fig. 5, and
the detailed specification is publicly available in our GitHub

repository .

The LAU and Barrier are currently designed for repeaters with
memory at opposite ends of a single channel. In 2024, the
mechanisms will be extended to a switched, multidrop link and

to EPPS-based links with no memory.

Responder 2 Responder 1

Responder 2 Responder 1

Figure 5: The message and event sequence for link allocation update. Note that the entangled photons are illustrated as being transmitted

at different times, but are in fact generated simultaneously. The nodes at each end of the link issue an LAU when triggered by

a change to the set of connections passing through the link, as at events 4 and 5. After the node has accepted an LAU from its

partner, it issues a BARRIER message to negotiate when the new link allocation policy takes effect.

*6  https://github.com/sfcaqua/RuleSetSpec/blob/main/2.1.ConnectionSetupSpec.md



1.4.4 Using Entangled Photon Pair Sources

One important approach to distributing entanglement is to
use a device that emits pairs of entangled photons; when this
device is packaged as a node, it is known as an entangled
photon pair source (EPPS). These nodes are useful both in
data center networks and using satellites [33, 53]. Our testbed
network will use EPPS nodes, and therefore it is critical to
complete the protocol design. One method for utilizing an
EPPS is what is known as a memory-source-memory, or MSM,
link, where photons are distributed from the midpoint of the
link and their entanglement is transferred to memory qubits at
each end, e.g. via Bell state analysis near the memory qubits
(Fig. 6). Our analysis (Fig. 7 shows that performance is limited
by the amount of time that memory qubits are occupied, and
indeed that there are “livelock” conditions in which memories
at the two ends succeed in local operations at disparate points
in the sequence. The system appears to be working, but the
qubit memories are busy with qubit values that are never
successfully entangled with the far end, time out and are
discarded in a sequence that results in no entanglement being

delivered to applications.

1.4.5 All-Photonic Links

As noted, a significant constraint on quantum network
performance is the dwell time of memories, much of it spent
waiting for confirmation of events from elsewhere in the

network. This contrasts significantly with the classical Internet,

where packet forwarding is fire-and-forget, and each node
makes decisions fully independently (based on information
exchanged in the background, such as routing tables). Thus, a
potential system improvement is to utilize photonic states that
allow for similarly independent processing. One such approach
is known as 3G networks, in which full error correcting codes
are applied to photonic states, using many photons and a
wellunderstand code [41]. Another is to use photonic states
known as graph states that are robust against loss, in a form
known as all-photonic quantum repeaters [26]. The initial
proposal for all-photonic repeaters, from NTT, was impractical
for a number of reasons. The group of Prof. Sophia Economou
at Virginia Tech has substantially improved the protocols, but

still with many engineering details left unresolved [31].
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Figure 6: Memory-source-memory (MSM) link architecture. Ideally, this link architecture results in a lower entanglement success probability

but orders of magnitude higher attempt rate due to less need to hold a memory and wait for ACK/NAK over the link latency. Our

analysis details a more complex performance profile.
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Recently, AQUA has worked to resolve some of these
remaining issues [27]. Earlier proposals, for example, required
buffering of photons to reorder transmission or reception, and
while further decisions were being made about the disposition
of following photons (particularly the choice of measurement
basis for the photons, which depends on success or failure of
measurement of prior photons in the graph state). We have
determined how to order the creation of the graph state so
that measurement can be conducted more simply, and how
to effectively work with a small number of memories at the
sources. We have also advanced the termination of connections
at end nodes with memories and interoperability with networks

using different types of links, topics heretofore not addressed.

The overall construction of an all-photonic link is somewhat
similar to an MSM link (Sec. 1.4.4), but is perhaps best
understood as a time-reversed version of the standard memory-
interference-memory (MIM) link. The EPPS is replaced with
a repeater graph state source (RGSS) node, and the BSA is

RuleEngineA ‘ BellStateAnalyzerA ‘

EPPSTimingNotification

replaced with an advanced Bell state analyzer (ABSA). We are

continuing to work on the engineering of these two node types.

1.4.6 Error Management

Quantum networks depend upon two major forms of error
management (error detection and error correction) and a form
of error monitoring for links and end-to-end connections. Error
detection is often done via a technique known as purification,
which, when successful, improves our confidence that the
state we are holding matches our expectation. When an
error is detected, the quantum state is discarded; because the
service of the network is delivering specific, generic entangled
states known as Bell pairs, discarding the state results only
in a performance penalty and does not result in the loss of
important data. Quantum error correction (QEC), on the other
hand, can be used on any quantum state. Its disadvantage
is that it requires more physical resources and higher initial

fidelity.

BellStateAnalyzerB RuleEngineB

EPPSTimingNotification

Call EMIT PHOTONS_MSM(interval)

[Toop) [Until the required numbe;

| par)

PhotonicQubit PhotonicQubit

1 of Bell pairs are created]

Call EMIT_PHOTONS_MSM(interval)

PhotonicQubit PhotonicQubit

Bell state measurement

SingleClickResult (Contains success, correction, qubit)

Call HANDLE CLICK_RESULT(success, correction, qubit)

MSM_RESULT(Contains success, correction, photon_index)

Bell state measurement

SingleClickResult (Contains success, correction, qubit)
—_ s

Call HANDLE CLICK_RESULT(success, correction, qubit)

MSM_RESULT(Contains success, correction, photon_index)

Call HANDLE MSM_RESULT (success, correction, qubit)

o

StopEPPSEmission

Call HANDLE_MSM_RESULT(success, correction, qubit)

<

StopEPPSEmission

RuleEngineA BellStateAnalyzerA ‘

EPPS

BellStateAnalyzerB RuleEngineB

Figure 7: The messaging sequence for MSM (memory-source-memory) link control. Performance here is limited by classical messaging and

by “dwell time” on memories, where memories are locked awaiting another event or condition, or are busy executing actions.



We have investigated combining QEC with purification in the
operation of a single connection. We found that, under certain
circumstances, either alone cannot achieve sufficient end-to-
end fidelity of quantum states, but used correctly together, they
can [44].

A link, and a connection, must be monitored to assess the
fidelity of the quantum states being generated [29]. A common,
but expensive, technique for full characterization of a quantum
state is known as quantum state tomography. In the past, we
have proposed a distributed network protocol for executing
tomography [42]. Now, we propose a mechanism that uses
information gained from the purification process, not for a
complete characterization of the quantum state, but to learn
enough actionable information to make online, real-time

decisions about the next step for each quantum state [37].

1.5 Testbed

As a result of Shota Nagayama being chosen as a Program

Manager for Moonshot Goal 6, QITF has established a laboratory
at KBIC (Kawasaki Business Incubation Center)”. The goal of
this laboratory is to support the development of a large-scale,
fault-tolerant quantum computer. The natural architecture is
a multicomputer, or a data center network. Although most of
the physical elements must still be hand-built, the focus is
on advancing the architecture and engineering of a network,
rather than to test new physical concepts. As such, we are
emphasizing true distributed control and aiming for complete,

online, real-time control systems and protocols.

WIDE members Shota Nagayama, Rodney Van Meter,
Toshihiko Sasaki, Takahiko Satoh, Michal Hajdu sek and
Hiroyuki Ohno and their students are among the contributors
to the testbed. Including Pls, students and staff, this multi-
institutional effort includes about one hundred people.

1.5.1 Physical Implementation

Each node in Fig. 8 is controlled by a RaspberryPi
microcontroller. In contrast to many testbed networks, we

are establishing fully distributed control of the network from

the beginning. Each controller consists of several software

modules:

e CM: the connection manager, responsible for receiving and
negotiating RuleSets that govern each connection;

* RE: the RuleEngine, responsible for determining the next
action for each quantum state;

e RD: the routing daemon, which will run a distributed
variant of Dijkstra’s algorithm similar to OSPF [49];

e HM: the hardware monitor, responsible for monitoring the
link’s performance; and

* RT: the real-time device drivers for controlling hardware.

The physical elements are constructed in an optics laboratory,
on a vibration-suppressing optical table, as shown in Fig. 10.
To generate entangled photon pairs, we use a technique known
as spontaneous parametric down conversion (SPDC), in
which single photons from a strong laser beam are converted
into entangled pairs of photons, with low probability. The
entangled photons each have twice the wavelength (half the
energy) of the input photons. As of the end of 2023, the optical
components are partially in place, but entanglement has not

been demonstrated.

End Node

S

End Node

(@<

End Node

@18

Figure 8: The network diagram for the planned first phase of the

Switching

By,

testbed network. The switching Bell State Analyzer
in the middle includes mechanisms to support timing
alignment of arriving photons. End nodes incorporate
both EPPS devices and measurement stations.

*7  https://qitf.org/en/moonshotnagayama/
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1.5.2 Timing Regimes

Quantum networks that distribute end-to-end entanglement
involve a number of tasks with varying demands on timing
precision and jitter. The design of a quantum network will
involve a layered protocol architecture where different layers
take responsibility for meeting these differing constraints. To
build a robust network, we must understand these constraints;
as part of the Moonshot testbed network we have begun
developing a document detailing them. This section describes
the various timing regimes, from most to least stringent, in
order to assist the process of making key design decisions,
including establishing which protocol layer or network

subsystem is responsible for meeting each constraint.
Summary of timing regimes:

A. interferometric stabilization: need for sub-wavelength

stability is photonic qubit representation-dependent

B. photon wave packet overlap: technologydependent photon

wave packet length, but roughly nanoseconds

C. opening and closing of detector timing windows, detector

recovery time: nanoseconds to microseconds

D. measurement basis selection (if required in BSA):

Quantum Repeater Software Architecture (QRSA)

Connection Routing Daemon

Manager (CM) (RD)
} 4

Rule Engine Hardware
(RE) Monitor (HM)
Classical *_+ LY
Link
NIC Real-Time N|(? [

Controller (RC)
Quantum QNIC
Link J
::::::=@ Mux % Qubits %ﬂ’: Mux @:::

Figure 9: The Quantum Software Repeater Architecture, as

defined for repeater nodes that have memory. This
architecture is being adapted for memoryless nodes for
the current testbed.

performance will constrain entanglement attempt rate

E. optical switch control: switching of trains of wave packets

F. pre-configured event-driven tasks such as timing-triggered
or measurement-triggered execution of quantum circuits:

microseconds

G. urgent but not synchronization-critical tasks (e.g.
execution of classical code that processes RuleSet
messages and selects or creates new quantum circuits for

execution): milliseconds

H. host-side application-level tasks (e.g. postmeasurement

operations): milliseconds

1. background tasks (link tomography calculations, routing

table updates): seconds to minutes

Some of these can only be achieved using high-quality

hardware, while others are software tasks. Detailed analysis of

these regimes will affect core software design in each network

node type.

Figure 10: One of the three optical tables in the QITF laboratory
at KBIC. The optical table top is silver colored, and

each black breadboard holds the components for one
major subsystem, such as a source of entangled photon
pairs.

*8  https://github.com/sfc-aqua/quisp?tab=readme-ov-file



1.6 QulISP

Our quantum Internet simulator, QulSP [46], received

continuing development attention in 2023 “%. In Sec.
1.4.1, we described the year’s developments in quantum
internetworking. These developments were prototyped using
QuliSP, and the results appeared in a SIGCOMM workshop
paper [47]. This workshop was the first SIGCOMM workshop
on quantum networking. In Sec. 1.4.3, we described link-
level multiplexing. This multiplexing is being implemented in
both the testbed network and in QuISP. The implementation
in QulSP is described in the 2024 master’s thesis of Makoto
Nakai.

The EPPS and MSM link are actually implemented in two
forms: the standard form for fixed, fiber-based networks,
by Kento Samuel Soon, and a satellite link version, by
collaborator Paolo Fittipaldi. The former is in the main branch
of QulSP, and can be used in regular networks with some

limitations.

1.7 Quantum Internet Task Force

The Quantum Internet Task Force (QITF) *? is continuing its
technical work on system architecture (including protocol
architecture and design), and is advancing toward an
experimental metropolitan area testbed. We continue to recruit

members for both financial support and technical expertise.

% 2E Society & Education

2.1 "Quantum Internet” online course

As members of the Q-Leap Education project, WIDE members
Michal HajduSek and Rodney Van Meter created the online
course “Quantum Internet”, with videos in both English
and Japanese, and with quizzes included in the learning
management system (LMS). The LMS is open only to learners
from member institutions, but the videos are published on
YouTube * '°. All videos have subtitles in the corresponding

language, in order to improve accessibility.

This course is the third in our series for QLeap Education,
following “Overview of Quantum Communications” (2021)
and “From Classical to Quantum Light” (2022). The videos on
the YouTube channel we have established (Fig. 11) have been
viewed more than 200,000 times to date. The videos have been
viewed in more than 90 countries and territories; the top three

are India, U.S. and Japan (Fig. 12).

The content of the “Quantum Internet” course is as follows:

e [ Errors: Purification and Quantum Error Correction
¢ 1 Error Management Generations

* 1-1 Module overview

e 1-2 Introduction to QuISP

* 1-3 Types of errors

* 1-4 State tomography

* 1-5 Repeater generations

* 2 Purification

¢ 2-1 Detecting X and Z Errors

e 2-2 Multiple purification rounds

¢ 2-3 Scheduling

° 2-4 Reality

e 2-5 Purification demo

* 3 Quantum Error Corrected Repeaters

e 3-1 Introduction to QEC

* 3-2 Repeaters with encoding

* 3-3 3G repeaters

* 3-4 Quiz

e II Hardware

* 4 Flying qubits and stationary memories
* 4-1 Photonic qubit representation

* 4-2 Nitrogen vacancy center in diamond
* 4-3 Jon Trap

* 4-4 Wavelength conversion

* 5 Link Architectures

¢ 5-1 Meet-in-the-middle (MIM)

¢ 5-2 Memory-memory (MM)

¢ 5-3 Memory-source-memory (MSM)

* 5-4 Repeater Graph States (RGS)

*9  https://qitf.org/.
*10  https://www.youtube.com/@QuantumCommEdu/playlists
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* 5-5 Sneakernet

* 6 Types of Network Nodes

¢ 6-1 Classification of network node

* 6-2 End nodes

* 6-3 Repeater nodes

* 6-4 Support nodes - creating and measuring
* 6-5 Support nodes - optical switching
* 6-6 Quiz

e III Networks

e 7 Types of Networks

e 7-1 Organizations and requirements

* 7-2 Topology and Traffic

* 7-3 SAN / multicomputer interconnect

BEy . .
:’{j’; Q-Leap Edu Quantum Communications
‘w 296 subscribers

HOME VIDEOS PLAYLISTS CHANNELS ABOUT
Uploads p PLAY ALL

QursaEsANS Quramasnnas

tep 3: Puttin;
Together

¥ A

Step 3: Putting it,
T er

153 £& o

87 views + 10 months ago

Q-Leap Edu Keio University:
Overview of "Quantum... 110 views + 10 months ago
74 views + 8 months ago cc

cc

15-3 Putting it all together

¢ 7-4 Data center (DC)

¢ 7-5 LAN, MAN, WAN

* 8 Connections

* 8-1 Naming

* 8-2 Rules and RuleSets

* 8-3 Condition and action clauses
* 8-4 Two-pass setup

* 9 Routing and Multiplexing

* 9-1 Routing concepts

* 9-2 Routing Algorithms & Protocols
* 9-3 gDijkstra

* 9-4 Multiplexing concepts

¢ 10 Quantum Recursive Network Architecture

SUBSCRIBE

Qurnwasamnz Qunmmsanns Qurswasenn

2: Integration

152 HEI 2T L DFES

39 views + 10 months ago
ce 98 views + 10 months ago
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Figure 11: The Q-Leap Edu Quantum Communications YouTube channel. Videos are available in both English and in Japanese.

_ss=z,  Channel

Q Q-Leap Edu Quantum Communications <
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Content Traffic source Geography Cities Viewer age

1,200

Sep5-11,2021 Feb 20 - 26,2022
Geography @ Views |-
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Figure 12: Views on the Q-Leap Edu Quantum Communications YouTube channel. The top three countries are India, U.S. and Japan, each

with more than 20,000 views.
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¢ 10-1 Scaling through recursion

* 10-2 Recursive classical networks

 10-3 Recursion in quantum networks

¢ 10-4 RuleSets in QRNA

® 10-5 Quiz

* IV Applications

* 11 Security and Sensing

¢ 11-1 Beyond QKD

 11-2 Secret sharing

 11-3 Experimental secret sharing

 11-4 Byzantine agreement

 11-5 Entangled long-baseline telescopes

¢ 12 Blind Quantum Computation I

¢ 12-1 Classical cloud and quantum computation
¢ 12-2 Quantum cloud

¢ 12-3 Hiding client’s information

¢ 12-4 Client with quantum memories

¢ 13 Blind Quantum Computation 11

¢ 13-1 Measurement-based quantum computation
¢ 13-2 BFK protocol

¢ 13-3 Other protocols

¢ 13-4 Experimental demonstrations

® 13-5 Quiz

* V Testbeds

¢ 14 Important Experimental Steps

¢ 14-1 Loophole-free violation of Bell inequality
¢ 14-2 Three-node entangled network

* 14-3 Entanglement swapping over 143 km

¢ 14-4 Entangled link with trapped ions

¢ 14-5 Entanglement distribution with a satellite
¢ 15 Quantum Internet Task Force (QITF)

¢ 15-1 Quantum Internet Task Force (QITF)

* 15-2 Module summary

¢ 15-3 Quiz

2.2 Quantum Communications Creative Commons-

licensed undergraduate textbook

Based on their online couse “Overview of Quantum

Communications”, Michal HajduSek and Rodney Van

Meter have released their undergraduate textbook Quantum
Communications under a Creative Commons CC-BY-SA
license * ''. The textbook includes exercises, new figures and

improved explanations.

The table of contents of the book is as follows:

e List of Figures

* Contributors

* Preface

» Using This Book

o1 QUANTUM MECHANICS FOR QUANTUM
COMMUNICATION

* Introduction to the first chapter block

e Introduction

¢ 1.1 History of Communication

* 1.2 Analog to digital

¢ 1.3 Bits as building blocks

e 1.4 Quantum communication

e 1.5 Security in the quantum age

* 1.6 Module Overview

¢ 2 Quantum States

¢ 2.1 Qubits

* 2.2 Unitary Operations

* 2.3 Measurement

* 2.4 Probabilities, expectation, variance

* 2.5 Multiple Qubits

* Exercises

* 3 Pure and Mixed States

* 3.1 Noisy world

* 3.2 Outer product

* 3.3 Density matrices

* 3.4 Pure vs mixed states

¢ 3.5 Fidelity

* Exercises

* 4 Entanglement

* 4.1 CHSH Game

* 4.2 Entangled states

* 4.3 Bell states

%11  https://arxiv.org/abs/2311.02367
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* 4.4 Spontaneous parametric downconversion

* 4.5 Entanglement as a resource

* Exercises

* Quiz

e Further reading for chapters 1-4

I FUNDAMENTALS OF OPTICS

e Introduction to the second chapter block

* 5 Coherent Light and Single Photons

* 5.1 Introduction

5.2 Coherent vs incoherent light

* 5.3 Lasers I: Stimulated emission

* 5.4 Lasers II: Population inversion

5.5 Single photons

* Exercises

* 6 Interference

¢ 6.1 Constructive and destructive interference

6.2 Phase and group velocities

¢ 6.3 Interference with single photons

* 6.4 Interference with qubits

* Exercises

* 7 Waveguides

e 7.1 Brief history of guiding light

* 7.2 Light at an interface

* 7.3 Total internal reflection

* 7.4 Optical fibers

* Exercises

* Quiz

e Further reading Chapters 5-7

Il QUANTUM COMMUNICATION PROTOCOLS

e Introduction to the third chapter block

* 8 Teleportation

¢ 8.1 Introduction

* 8.2 Teleportation protocol

* 8.3 No-cloning theorem and Faster-thanlight
communication

* Exercises

* 9 BB84: Single-photon QKD

* 9.1 Three phases of cryptographically secure

communication
* 9.2 Key agreement and use

¢ 9.3 BB84 Protocol

* 9.4 Eavesdropper detection

* 9.5 Existing QKD network testbeds

* Exercises

* 10 E91: Entanglement-based QKD

¢ 10.1 Introduction

¢ 10.2 Basic ingredients

¢ 10.3 Protocol

* Exercises

¢ Quiz

e Further reading for chapters 8-10

IV FUNDAMENTALS OF QUANTUM REPEATERS
e Introduction to the fourth lesson block
¢ 11 Long-distance communication

¢ 11.1 Introduction

* 11.2 Mode dispersion

¢ 11.3 Attenuation

* 11.4 Overcoming losses

¢ 11.5 Quantum challenges

* Exercises

¢ 12 Quantum repeaters

¢ 12.1 The need for repeaters

¢ 12.2 Making link-level entanglement
¢ 12.3 Reaching for distance: Entanglement swapping
* 12.4 Detecting errors: purification

* 12.5 Making a network

* Exercises

* 13 Physical Layer Components

¢ 13.1 Introduction

* 13.2 Bell State Measurements I

¢ 13.3 Bell State Measurements 11

* 13.4 Stationary and flying qubits

* Exercises

¢ Quiz

¢ Further reading chapters 11-13

*V  QUANTUM REPEATER SYSTEMS
* Introduction to the fifth lesson block

¢ 14 Entanglement Revisited

e 14.1 Bipartite entanglement

* 14.2 Multipartite entanglement

¢ 14.3 Clock synchronization

¢ 14 .4 Distributed and blind quantum computation



 Exercises

¢ 15 Quantum Internet

¢ 15.1 Networks of networks

* 15.2 Integration with classical systems
 15.3 Putting it all together

* Quiz

¢ Further reading chapters 14-15

¢ Bibliography

¢ Index

2.3 QIRG activities
QIRG held two face-to-face meetings in 2023, one at IETF

116 in Yokohama and one at IETF 118 in Prague. 120 people
attended in Yokohama and 104 in Prague. The content of the

IETF 116 meeting was described above.

The agenda for the meeting in Prague was as follows:

* Diego Lopez, A multi-plane architecture for the Quantum
Internet, inspired on the lessons learned from QKD
deployments

e Martin Stiemerling, DemoQuanDT: Controlling Quantum
Key Distribution Networks

* Davide Li Calsi and Paul Kohl, The difficulty of Quantum
Cryptography in presence of packet losses

* Marcello Caleffi, Quantum Internet Addressing

* Riccardo Bassoli, Towards the integration of 6G and the

Quantum Internet

QIRG activities will continue in 2024.

2.4 Quantum native network engineers

An important goal of AQUA, including the QITF/Moonshot
testbed, is development and education of the next generation
of quantum network engineers, literate in both quantum

information and classical network/Internet engineering. We

conduct or support the following activities:

* WIDE Camp, WIDE Kenkyuukai and related meetings

e Van Meter’s “Quantum Information Processing” course at
SFC, taught in Japanese for the first in fall 2023 as [ &1
THHLEE )

* Van Meter’s new “Quantum Internet” course at SFC, taught
for the first time in fall 2023

« the AQUA fj}f4¢£2at SFC*'?

* NICT’s Quantum Camp™'?

e participation in Keio Quantum Computing Center (KQCC)

activities such as seminars 1

« the Asia-Pacific Internet Engineering program (APIE)*'®

e the wealth of Internet-oriented classes at SFC, such as
“Internet” (Prof. Osamu Nakamura) and “Network
Architecture” (Prof. Keisuke Uehara)

e the Q-Leap Education video courses available through the
official LMS ™ '® (limited to approved students at member

universities) or on our YouTube channel * 7

(available to
all, of course)

* most importantly, a portion of the effort at KBIC is
known as the [ 5By L T & KK I(“it’s okay to fail”)
testbed; students are encouraged to build portions of the

network even though they have no prior experience with

experimental classical optics, let alone quantum optics.

We are encouraging a very hands-on approach to learning
under the supervision of a large group of QITF/Moonshot
faculty. Students are being exposed to laboratory practices in

several research groups across Japan.

The education of quantum network engineers is not limited
to Japanese students, and so much of the material above is
available in both Japanese and English. The AQUA kenkyuukai
at SFC currently consists of about 35 undergraduates, graduate

students, staff and faculty from four continents: Asia (Japan,

*12  https://aqua.sfc.wide.ad.jp/

%13  https://nqc.nict.go.jp/

*14  https://quantum keio.acjp/

*15  https://apie.soi.asia/

16  https://q-leap.Ims.nii.ac.jp/auth/shibboleth/login.php
*17  https://www.youtube.com/c/QuantumCommEdu
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South Korea, China, Thailand, Indonesia, India, Nepal, Iran,
Singapore), Europe (Slovakia, Poland, Netherlands, Sweden),
Africa (Egypt, Senegal, Eritrea), and North America (United
States, Canada). Some have dual citizenship or were raised
in Japan and speak Japanese with native fluency. English is
the native language of only a few AQUA members, but is the
common language for all. Some Japanese members are initially
less comfortable working in English, but with the support of
the group grow to speak it well. The AQUA group is shown in
Fig. 13.

%3%E Computing

The 2023 AQUA quantum computing effort focused on systems-
oriented tasks as well as algorithms. We expect quantum

software engineering (QSE) to be an important field in the

coming decades, able to take advantage of much that has been

Figure 13: About 2/3 of the AQUA group at SFC.

learned about classical software engineering but with unique
challenges. This field offers a true opportunity for students
and young researchers to establish key directions for the
community and for themselves. Our efforts in QSE and systems
work include progressing on methods and tools for debugging
quantum software, a compiler for fault-tolerant systems, and

error mitigation. Here, we highlight three recent works.

3.1 Debugging

We have been working on how to debug quantum programs for
a couple of years [38]. In 2023, we improved our understanding
of how bugs occur [39] and improved the tools we have
created for debugging Qiskit programs [40]. Most importantly,
we have categorized bugs into three groups (adapted from a

revision of Ref.[40]):

* Amplitude-Permutation (AP) Blocks permute the

amplitudes of quantum states. These circuits mimic the



operation of reversible classical logic within the quantum
realm. Hence, only rearranging the amplitudes associated
with the quantum states without redistributing them or
altering their phases. An example is a quantum adder or
Grover’s oracle. Those blocks are essentially classical
reversible logic [28]. Mathematically, for set of states ; 1>,

an AP block can be defined as
D agli) =D ang)li)-
J J

Where I1(j) is a permutation function. A permutation matrix

(1)

has exactly one 1 in each row and column. An example of a

2- qubit AP block unitary is

(2)

o O RO
o O O
S = O O
o O O

Phase-Modulation (PM) Blocks Quantum circuits that
focus exclusively on altering the phases of quantum states
without changing their amplitudes. The primary function of
these circuits is to introduce phase shifts based on values of
certain qubits. Mathematically, for set of states ; |j>, a PM

block can be defined as
Yoasli)y = Y a3
J J

where f{j) is a function that calculates the phase shift of
a state 6, , f{j) & R. The unitary of a PM block will be a
diagonal matrix D with D; = ™ .

Amplitude-Redistribution (AR) Blocks Unlike the
Amplitude-Permutation Circuits, these circuits redistribute
the amplitudes across various quantum states, thereby
harnessing the full potential of quantum superposition
and entanglement. An example of an AR block is the
Quantum Fourier Transform (QFT). An AR block contains
gates that alter interference patterns and create or destroy

superposition. AR blocks can be represented as

4)

> asliy = 3 ai):

Where a'; =%, U, Here, U is a unitary matrix applied to
the qubits.

3.2 Compilation

Fault-tolerant quantum computation requires new compilation
techniques. An international collaboration has been studying
the use of specialized graph states as intermediate states
in executing a quantum circuit [43]. We have joined this
collaboration, and contributed one stage of the compiler,
focused on mapping graph states onto a particular form of
error correction known as lattice surgery (originally developed
by a collaboration including AQUA members) [32] using the

approach known as the game of surface codes [35].

Our work involved creating (classical) algorithms for a graph
state problem, mapping nodes in the quantum graph state to
specific variable locations within the machine. This work was

published IEEE Quantum Week [36].

3.3 Cosmic Rays

In earlier work, we have participated in an international
collaboration proposing a method using quantum error
correction as a quantum erasure code between nodes, in order
to protect against the loss of data when cosmic rays or local
high-energy radiation impacts a superconducting quantum chip

[52].

That work was a system-level solution to the problem, with a
large penalty in the amount of hardware required. Physicists
have also proposed hardware solutions for reducing the
probabilty of error events, or the range over which such
events propagate. In 2023, we added software to this stable of
techniques, by proposing and analyzing a method for moving
logical qubits around within the machine to avoid “hot” areas

that are affected by the radiation event [45].
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