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5 UnPhishMe

As discussed earlier, most anti-phishing solutions
are only effective on desktop computers due to com-
putational power issues. By considering the unsuit-
ability of those solutions for low-powered mobile de-
vices, we propose and develop an android application
prototype, UnPhishMe, which simulates user authen-
tication procedure through lightweight Java classes
and methods. UnPhishMe intercepts a login page
opened by a user and simulates the login procedure
with fake credentials. Technically, an authentication
attempt to a login webpage with incorrect login cre-
dentials tests the trustworthiness of that page. How-
ever, a user needs to have a prior knowledge and re-
members to do so every time she encounters a sus-
picious page. We believe, in small size devices, this
procedure is tedious when done manually. Our work
addresses these issues by automating the login proce-

dure through android application on mobile devices.

5.1 Scope and Assumptions

Our work focuses on mobile devices that use an
android operating system. However, it is not limited
to android-based devices only, it can be re-developed
for other device operating systems such as iOS (for-
merly iPhone OS). Since our solution depends on
RFC 2616 industrial standard response for client re-
quests, we are limited to legitimate websites that con-
form to that standard. Some web servers, such as
http://www.nike.com, that implement such server
standards for an authentication failure, fit well into

our solution scope. Together with other criteria, it is
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1: Implementation of the standard RFC 2616 for

a failed authentication

easier to deduce a phishing site when it does not be-
have like a legitimate one. The standard information
can be a certain response code equivalent to a client
request such as HT'TP 401 Unauthorized or 403 For-
bidden. To capture this information we customize

and implement several Java classes in UnPhishMe.

5.2 System Model

A big part of this work philosophy is to exploit as
many authentication standard features of the HTTP
protocol as possible. During authentication, if a user
system does not conform to the standard, a 401 unau-
thorized or a 403 forbidden responses can be given.
Most web servers implement web API frameworks
such as AJAX and ASP.NET. Such frameworks make
it easy to build HTTP services that reach a broad
range of clients including browsers and mobile de-
vices. In web API, a web server can throw a proper
exception within an authentication method that re-
turns 401 or 403 to a user who provides wrong login
credentials. Figure 1 shows a 401 response as imple-
mented by https://store.nike.com

Apart from exploiting HT'TP protocol features for
authentication, UnPhishMe also monitors the URL
changes after the authentication attempt. Usually,
the URL exhibited before a user logs into a website
remains the same even after the authentication at-

tempt fails on a legitimate webpage. If a user is suc-
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2: Alternative login pages on Facebook website

cessfully authenticated, it is certainly expected that
the URL will change into a new one. For a malicious
site, the URL always changes even when a user tries
to log in with incorrect credentials. UnPhishMe com-
putes the hashcode of the URL before and after the
authentication attempt to a login page. The com-
puted hashcodes are then compared to determine the
URL or page transition. However, in our conducted
experiment with 40 most popular eCommerce web-
sites as ranked by Alexa, results show that it is not
the same for all cases. In some cases, the URL of a
legitimate webpage keeps changing even after an au-
thentication fails. For example, Facebook page has at
least two login page alternatives as shown in Figure 2.

To make a decision, UnPhishMe checks the URL
hashcode consistency and HTTP response message.
If those conditions are met as expected then the ap-
plication executes. However, the URL consistency
condition cannot be satisfied by a single authentica-
tion event if the URL keeps changing. Our results
indicate that the change frequency that a URL ex-
hibits does not exceed 7. The reason for having these
numbers is the fact that some websites alter their
URL string based on the number of authentication
attempts. Therefore, in order to satisfy the condition
for a page legitimacy, we implement an iteration that
simulates an authentication attempt to the page for
at most 10 times as the highest boundary. When the
URL changing frequency is exhausted and it becomes
consistent, that means one condition is satisfied, then
the application checks the equivalent response code.

The detail description of this work can be shown
in the article [1].
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