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(a) Manual inference (b) PC algorithm (bin size : 60s)
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1 Nov 1 00:01:13 backup sshd[13883]:

2 Nov 1 00:10:01 backup CRON[13914]:

3 Nov 1 00:10:01 backup CRON[13916]: (root| CMD

4 Nov 1 00:10:35 backup sshd[13922]: Connection

5 Nov 1 00:11:05 backup CRON[13914]:

6 Nov 1 00:17:01 backup CRON[13949]:

7 Nov 1 00:17:01 backup CRON[13951]: [root| CMD (
8 Nov 1 00:17:01 backup CRON[13949]:

9 Nov 1 00:19:58 backup sshd[13963]:

10 Nov 1 00:20:01 backup CRON[13966]:

11 Nov 1 00:20:01 backup CRON[13967]

12 Nov 1 00:20:09 backup CRON[13966]:

13 Nov 1 00:25:41 backup sshd[13994]: Invalid user
14 Nov 1 00:25:41 backup sshd[13994]: input_userau

Connection|closed|by[211.99.249.89 |[preauth]

pam unix(cron:session): session opened for user|root by (uid=0)

root/bin/backup-shi.sh)
closed|by|211.99.249,89 |[preauth]

pam_unix(cron:session):
Connection closed by
pam_unix(cron:session):

(root) CMD (/root/bin/backup-playground.sh)
pam_unix(cron:session): sessionfor user|root
00.

from 222.186.
_request: invalid user [preauth]

pam_unix(cron:session): se551on|closed|for user|root
pam_unix(cron:session): session opened for user|root| by (uid=0)

cd / & run-parts_--—report /etc/cron.hourly)
session for user|root

211.99.249.89 |[preauth]

session opened for user|root|by (uid=0)
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Oct 1 00:12:51 backup sshd[6854]: Invalid user vyatta from 41.190.192.158
Oct 1 00:12:51 backup sshd[6854]: input_userauth_request: Invalid user vyatta [preauth]
Oct 1 01:02:55 backup CRON[7069]: pam_unix(cron:session): session closed for user root

6: syslog X vt — DOl

Dec 1 00:05:01 vml.example.com postfix/cleanup[2767]: 7EF561405E3:
message-id=<20151130150501.7EF561405E3@vm1 . example . com>
Dec 1 00:10:01 vml.example.com postfix/cleanup[3247]: 898FD1405E3:
message-id=<20151130151001.898FD1405E3Q@vm1 . example . com>

Dec 1 00:27:27 backup sshd[15406]: Invalid user admin from 222.186.30.174
Dec 1 04:29:58 backup sshd[16287]: Invalid user a from 218.38.12.218
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Word position

(a) sshd * :
* (762 samples)

refused connect from * (b) sshd * :

* preauth (16192 samples)
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Connection closed by
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Algorithm 1 HiFER~X7 ML OB
UPDATEWORDLENGTHVEC-

procedure
TOR(V,, V)
for allv.; € Vo,v, € V(i< 1---|V|) do
if ve; # v; then
Ve,i < Vj
end if
end for

end procedure

Algorithm 2 HiFEX 7 b VDO
procedure UPDATEWORDVECTOR(W ., W)
for all w., € W, w; e W(i<+1---|W,|) do
if w.; # w; then
We,; 4 *
end if

end for

end procedure

2. LR v & — L BED S O PR % G
"9

3. EPHEBESFETICE SR S B T, 17z 7\ by
A BT L WIOEBERS I, A Xy 2 —
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Ins,

Sp = |{wc7i = wi(wc,i S Wc,wi S W)}‘ (3)

W, KOW 358 c E ANA Yy 2= DHEERY |+
N, i lE Ay =Y DR TOHEBO BN EE R T,
WFD D E A v e —2 2 il § 2 B8, HEd
LHEENEORED 202 R ICHERE T2, DLZD

EPFANTER S NABE T, & D b/hSgE, B
BXy 2= BBHFOTEICIIES v LI 5,

Algorithm 3 73O £ 72 1T HTHERK
C 0
procedure FINDORCREATECLUSTER(message)
14 —
TOR(message)

CREATEWORDLENGTHVEC-

W < CREATEWORDVECTOR(message)
Cand + ()
for all [V,,W,] in C do
if SIMILARITY(V,,V,W_, W) > T, then
Cand <+ CandnN [V, W]
end if
end for
if Cand = () then
C+Cn[V,W]
return [V, W]
end if
[Ve, W] + HIGHESTSIMILARITY (Cand)
UPDATEWORDLENGTHVECTOR(V,, V)
UPDATEWORDVECTOR(W,., W)
return [V, W]

end procedure
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SHISO % LenMa bR —ATD T v 7 L — MR
TN ZALTH L0, FERCERINLE TV 7L —
FEUFBERfEIC K> TEL L, £ 2 DBIED b7\ ik
WRERDT—8 Xy MKET S, 5l LenMa D
FARC T, ELT09%, T, L LT3ZHVTVS,

ISHISO I3 "B D 7 v 7L — MERZIRELTE Y., B K
BTEBOT v L= 2HET2NEEZ ML T0 505, ARE
TREBROREART > 7L — b DEPIR DDA THE L TWw3,



Algorithm 4 JEUHEEDFHHL

procedure SIMILARITY(V,, V, W, W)
if |V.| # |V| then

return 0
end if

if W, matches W then

return 1
end if

S. + COSINESIMILARITY(V,, V)

Sp = {we, = wi(we,; € We,w; € W)}

if S, < T, then
return 0

end if

return S,

end procedure

# 1 B R
T—%%v b B ENTT v 7L — M
SHISO! LenMa
Public Securiy Log | 29 26
Sharing Site[13]
WIDE Cloud 1093 1075
iijlab servers 1113 891
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