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(PIX-IE)

[X3.2 DDoSKEEDH

" arogrammable IX
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Interaction (P|)\_|E) !

\__/

The operator has to contact to | v
each ISP, and ask to filter the @’ Q
DDoS packets ... =
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Victim Service
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ARETE, 4.1 ~ A3DFWRTEHICET 5, kR 7z
WET %,

4.1 [EFICEIFBSDNZEFB LINAREE bS5 T 1y
JHEAT —F TV F v DHRR

TE284: &, PIX-IEZ MEHLAIC R L, B T D
EH 2T 2 2 &2 HiE LTz, 4.1, “FR29%FE1H
K TOPIXIEDHE R Z 7R T,
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TOYOSU

DIX-IE
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DIX-IE DIX-IE

Otemachi-2
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DIX-IE DIX-IE
NIHOMBASHI
[¥4.1 PIX-IER#
aEmn GEND D e
DIX-IE
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Software Switch
Totally HAND MADE !! |
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FIHLIE N7 0w ZiilHZEBIL TWa, PIX-IETIE
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*PIX-IERT 7 ¢ Vil 2

+ d4¢(DNS DoS MitigationV 7 b = 77)

+ DORANECO(A L 5 )V RR—ZDoSKHIY 7 b7 . 77)
» Agurim(Multi-Dimensional Flow Aggregation Tool)

INBEY T zT7 D55, EEd32@A—T YV —R

ARP/ND Probe

Ay
<flow entry (pre-installed)>
I | match:
| eth type == ARP, arp opcode == 1
[ action :
[ packet-in

— 599

ISPA PIX-IE DIX-IE ISPB

PIX-IE Controller

<arp request>
dst mac: ff:ff:ff:ff:ff:ff
src mac : AS X's MAC
sender IP : AS X's IP
targetIP: ASY's IP

ARPs and NDPs are proxied by PIX-IE Controller
Only The packets of Registered Partners are proxied.
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Rt T 5Web 1 X T 21— ARARY Y KT A VA
VR T =A%zt 5 L ZHIEL T3, DIXE,
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ML, b T T 0w T ERZENEL TS, —7
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SNMPHEBLL TS T 7 ¢ v ViBEDERIZTTH
HUE. Port StatsDFEBEZ R % T & TIRIFFEMKDOE
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Picking up suspicious flows by SDN
Leading to Mitigation Software (d4c)
Cleaning the contents

NTP queries

DNS transactions

HTTP to malicious servers

Returning normal traffic to
the Internet

Pipeline mechanism is same as the
SDN-IX case.

Suspicious Traffic

PIX-IE
(SDN-IX

Normal Trai?:

( Y/

The
Internet
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