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' PayPal

Account Status Update.
Log in to your paypal as soon as
possible

may

What do | need to do?

® Click here

* Log in to your PayPal account 3s S00N as possible. We may ask you to confirm
information you provided when you created your account 1o make sure you're the
account holder. We'll then ask you to change your password and security questions

Yours sincerely,
PayPal
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O 1: EyeBit 0000000000000

# gooood opooooooono oo oo
1 Yahoo yes JP dmiurdrgs.cher-ish.net, once reported as a phishing site
2 PayPal no EN EV-SSL
3 eBay yes EN signin-ebay.com, similar to legitimate URL signin.ebay.com
4 DMM no JP SSL
5 Amazon yes EN www.importen.se, once reported as a phishing site
6 Bank of America no EN EV-SSL
7 Facebook no JP SSL
8 Square Enix yes JP hiroba.dgx.jp..., similar to legitimate URL hiroba.dqx.jp
9 Twitter yes JP twittelr.com
10 Google no JP SSL
11 Battle.net no EN EV-SSL
12 Sumitomo Mitsui Card yes JP www.smcb.card.com. ..., similar to legitimate URL www.smbc-card.com
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