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Top 15 Signatures

Signature Name Percentage Event Count
ICMP PING 66.95% 156
SNMP request udp 16.31% 38
WEB-PHP Setup.php access 3.86% 9
SNMP public access udp 3.43% 8
ICMP Destination Unreachable Network Unreachable 3.0% 7
ICMP PING NMAP 3.0% 7
SCAN UPNP service discover attempt 1.29% 3
ICMP Destination Unreachable Port Unreachable 0.86% 2
ICMP Echo Reply 0.43% 1
ICMP Destination Unreachable Communication with Destination Ho... 0.43% 1
MS-SQL ping attempt 0.43% 1

Top 10 Source Addresses

Source IP Address Percentage Event Count
203.178.157.172 16.3% 30
184.105.139.67 8.7% 16
204.11.51.59 8.15% 15
218.159.146.126 7.61% 14
12.129.199.100 6.52% 12
64.38.240.2 4.89% 9
12.130.81.230 4.89% 9
74.217.78.143 4.89% 9
74.217.78.144 4.89% 9
64.38.212.35 4.89% 9
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In this experiment, we had tested a developing
networking operating system called PIX (Packet-
based Information Chaining Service) designed
and implemented from scratch. This operating
system implements basic IPv4 and IPv6 rout-
ing and two experimental network functionali-

ties for this experiment: 1) Unicast IPv6 router
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advertisement, and 2) NAT66-like functionality
that force disables IPv6 privacy address exten-
sion. The former has been discussed in IETF
v6ops WG to avoid frequent multicast RA deliv-
ered to mobile devices for battery saving. The
latter is a quite odd functionality that translates
the source address suffix for outgoing packets
and inserts an entry to a translation table for
the reverse translation of the destination ad-
This functionality
enables incident tracking without client address

dress of incoming packets.

logging schemes, and might be useful for oper-
ators. Through this experiment, we confirmed
all the functionalities had been stably working
for three days without any troubles and per-
formance degradation. Currently, the APIs of
PIX are not much sophisticated and requires al-
most same implementation cost as POSIX appli-
cations for these functionalities. We will discuss
and design notable new APIs for network func-

tionalities.
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