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Background	


•  Since	
  1996,	
  the	
  InternetCAR	
  Project	
  have	
  worked	
  on	
  connecJng	
  vehicles	
  
to	
  the	
  Internet	
  and	
  building	
  a	
  communicaJon	
  infrastructure.	
  

•  InternetCAR	
  is	
  not	
  only	
  test	
  bed,	
  “Give	
  and	
  Take”	
  basis	
  helps	
  society,	
  ITS	
  
new	
  applicaJon.	
  
è  Automobile	
  has	
  more	
  than	
  one	
  hundred	
  sensors.	
  
è  If	
  we	
  can	
  collect	
  those	
  data,	
  useful	
  informaJon	
  can	
  be	
  provided.	
  	
  
è  This	
  kind	
  of	
  applicaJon	
  is	
  called	
  as	
  Probe	
  Vehicle/Probe	
  Car/FloaJng	
  

Car	
  system(ＰＶＳ)	
  

•  Frontline	
  base	
  is	
  necessary	
  in	
  emergency	
  situaJon.	
  
è  Automobile	
  can	
  move,	
  has	
  ba^ery,	
  can	
  bring	
  heavy/large	
  

equipments/luggage.	
  
è  “CommunicaJon”	
  is	
  most	
  important	
  capability.	
  
è  InternetCAR	
  become	
  a	
  “final	
  home”	
  in	
  emergency/disaster	
  

situaJon.	
  



What	
  is	
  Probe	
  Vehicle	
  Systems？	


•  Probe	
  Vehicle	
  Systems	
  
–  Collects	
  drivers’	
  behavior	
  and	
  electronics	
  signals	
  which	
  is	
  	
  
normally	
  used	
  for	
  vehicle	
  control.	
  

•  The	
  characterisJc	
  of	
  Probe	
  InformaJon	
  System	
  is	
  the	
  two-­‐
way	
  communicaJon	
  between	
  centers	
  and	
  vehicles.	
  	
  

•  Vehicles	
  	
  not	
  only	
  gains	
  the	
  informaJon	
  from	
  centers	
  but	
  
also	
  provides	
  the	
  informaJon	
  from	
  their	
  own	
  sensors.	
  



Service	
  domain	
  in	
  PVS	
  

•  Various	
  Services,	
  Various	
  Value	
  
–  Driver/Passenger	
  

•  Driving	
  Assist（Safety,	
  RouJng)	
  	
  
–  noJficaJon	
  

»  CongesJon	
  
»  Road	
  construcJon,	
  detours	
  
»  Traffic	
  accident	
  

•  Contents	
  download	
  
–  Music,	
  Movie,	
  group	
  CommunicaJon	
  

•  Toll	
  Management（Toll	
  Gate,	
  Drive-­‐through）	

•  Remote	
  Diagnosis	
  

–  Periodic	
  Maintenance	
  
–  Data	
  is	
  uJlizable	
  Vehicle	
  development	
  

–  Traffic	
  manager/Society	
  
•  Road	
  maintenance	
  
•  Taxi/bus	
  management（locaJon	
  service）	
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１６：００	


Red:  congested 
Orange:  slightly congested 
Light Green:  Normal 
Green:  Smooth 
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１７：００	


Red:  congested 
Orange:  slightly congested 
Light Green:  Normal 
Green:  Smooth 
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１８：００	


Red:  congested 
Orange:  slightly congested 
Light Green:  Normal 
Green:  Smooth 
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１９：００	


Red:  congested 
Orange:  slightly congested 
Light Green:  Normal 
Green:  Smooth 
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２０：００	


Red:  congested 
Orange:  slightly congested 
Light Green:  Normal 
Green:  Smooth 



Probe	
  vehicle	
  systems	
  and	
  personal	
  data	
  

•  Probe	
  data	
  surely	
  contains	
  “LocaJon”	
  and	
  “Jme”	
  of	
  transmi^ed	
  vehicles.	
  
•  It	
  may	
  become	
  personal	
  data	
  where	
  the	
  vehicle	
  “existed”.	
  

–  vehicle	
  has	
  a	
  close	
  relaJon	
  to	
  owner	
  
–  excursion	
  of	
  Automobile	
  as	
  an	
  acJvity	
  history	
  of	
  owner	
  

•  It	
  is	
  necessary	
  to	
  relieve	
  (owner’s)	
  Uneasiness	
  for	
  deploy	
  of	
  probe	
  vehicle	
  
informaJon	
  services.	
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communicaEon	
  plaForm	
  

Probe	
  data	
  auth	
  
info	
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  data	
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  service	
  

TransmiHed	
  Probe	
  Message	
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authority	
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  data	
  auth	
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  data	
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Issues： 
ConnecEon	
  of	
  the	
  personal	
  data	
  and	
  probe	
  data	
  

auth	
  
info	
  

	
  
•  Probe	
  vehicle	
  informaEon	
  service	
  doesn’t	
  need	
  the	
  vehicle	
  idenEficaEon.	
  
•  Personal	
  data	
  might	
  be	
  handled	
  in	
  many	
  different	
  ways	
  in	
  probe	
  vehicle	
  informaEon	
  services.	
  	
  
	
  
•  	
  When	
  collecEng	
  probe	
  data,	
  probe	
  vehicle	
  service	
  oPen	
  uses	
  personal	
  data.	
  

–  unique	
  communicaEon	
  address	
  
–  authenEcaEon	
  informaEon	
  

•  Probe	
  data	
  sender	
  (Vehicle)	
  cannot	
  furnish	
  probe	
  data	
  with	
  complete	
  peace	
  of	
  mind	
  unless	
  
there	
  is	
  a	
  rule	
  to	
  protect	
  their	
  personal	
  data	
  



vehicle	
  

Issues： 
Probe	
  data	
  it	
  is	
  guessed	
  that	
  is	
  personal	
  data	
  

•  All	
  probe	
  data	
  has	
  a	
  Emestamp	
  and	
  a	
  locaEon	
  in	
  probe	
  data.	
  	
  
	
  
•  	
  There	
  is	
  possibility	
  of	
  idenEfying	
  a	
  parEcular	
  vehicle	
  on	
  the	
  basis	
  of	
  the	
  

nature	
  of	
  probe	
  data	
  and	
  where	
  it	
  is	
  collected.	
  	
  
–  When	
  probe	
  data	
  is	
  collected	
  from	
  a	
  vehicle	
  on	
  private	
  property（ex.	
  home）	

–  When	
  probe	
  data	
  is	
  collected	
  from	
  a	
  vehicle	
  driving	
  in	
  an	
  area	
  where	
  the	
  number	
  of	
  

vehicles	
  is	
  not	
  sufficient	
  to	
  avoid	
  idenJficaJon.	
  
	
  

•  IdenEfying	
  a	
  vehicle	
  means	
  the	
  possibility	
  of	
  disclosure	
  of	
  personal	
  data.	
  

data	
  storage	
  

Probe	
  data	
  
(with	
  locaJon	
  	
  
&	
  Jmestamp)	
  

Probe	
  vehicle	
  informaEon	
  service	
  

Map	
  idenJfying	
  	
  
individual	
  houses	
  	
  

IdenJfying	
  	
  
owner’s	
  acJvity	
  
from	
  locaJon	
  

aHacker	
  



Our	
  objecJves	
  

•  Probe	
  vehicle	
  systems	
  should	
  be	
  secure	
  （from	
  aHack)	
  
•  Probe	
  vehicle	
  systems	
  should	
  protect	
  	
  personal	
  data	
  /privacy	
  

•  We	
  need…	
  
–  Balance	
  of	
  Security	
  and	
  Privacy	
  
–  CompaJble	
  method	
  
–  OperaJonal	
  method	
  

•  PDCA	
  cicle	
  
•  Security	
  is	
  a	
  process,	
  not	
  a	
  product	
  (	
  Bruce	
  Schneier)	
  

•  The	
  standard	
  which	
  can	
  clarify	
  the	
  characterisJc	
  of	
  a	
  system	
  
is	
  required.	
  
–  Be	
  measured	
  (privacy/security	
  metrics)	
  



MOTIVATIONS	
  	

•  In	
  order	
  to	
  protect	
  the	
  privacy,	
  a	
  vehicle	
  should	
  not	
  be	
  idenJfied	
  

by	
  the	
  collected	
  data.	
  	
  
•  for	
  a	
  measurement	
  of	
  the	
  link	
  travel	
  Jme,	
  the	
  consecuJve	
  

vehicle	
  data	
  are	
  necessary.	
  	
  
•  Therefore,	
  it	
  is	
  necessary	
  to	
  have	
  three	
  following	
  requirements	
  

for	
  collecJon	
  of	
  probe	
  data	
  in	
  consideraJon	
  of	
  privacy.	
  	
  
	
  
•  	
  R-­‐1:	
  The	
  data	
  sender	
  has	
  can	
  be	
  confirmed	
  without	
  idenEfying	
  

the	
  data	
  sender.	
  	
  
•  	
  R-­‐2:	
  When	
  a	
  data	
  sender	
  sends	
  mulEplex	
  probe	
  data,	
  the	
  right	
  

of	
  the	
  data	
  sender	
  can	
  be	
  stopped	
  by	
  some	
  kind	
  of	
  methods.	
  	
  
•  R-­‐3:	
  The	
  data	
  sender’s	
  sameness	
  is	
  verified	
  within	
  the	
  period	
  

permiHed	
  by	
  the	
  data	
  sender	
  without	
  idenEfying	
  the	
  data	
  
sender.	
  	
  



“Basic	
  principles	
  for	
  personal	
  data	
  protecEon	
  in	
  probe	
  vehicle	
  
informaEon	
  services”（ISO	
  24100）	


•  Basic	
  rules	
  to	
  be	
  observed	
  by	
  service	
  providers	
  who	
  
handle	
  personal	
  data	
  in	
  probe	
  vehicle	
  informaEon	
  
services.	
  	
  
–  This	
  rule	
  is	
  aimed	
  at	
  protecEng	
  the	
  personal	
  data	
  of	
  
probe	
  data	
  senders.	
  

•  The	
  definiEon	
  of	
  the	
  Basic	
  principles	
  in	
  alignment	
  
with	
  the	
  framework	
  of	
  the	
  OECD	
  guideline	
  for	
  
personal	
  data	
  protecEon.	
  
–  the	
  OECD	
  Council	
  in	
  1980	
  concerning	
  guidelines	
  governing	
  the	
  

protecJon	
  of	
  privacy	
  and	
  trans-­‐border	
  flows	
  of	
  personal	
  data	
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Approach：Anonymous	
  AuthenJcaJon	


•  Anonymity	
  &	
  Traceability	
  
–  For	
  privacy	
  protecJon,	
  one	
  soluJon	
  is	
  to	
  use	
  a	
  kind	
  of	
  random	
  code.	
  
–  The	
  driver’s	
  privacy	
  is	
  protected	
  using	
  random	
  code,	
  therefore	
  could	
  not	
  be	
  “traced”.	
  	
  
–  the	
  driver	
  could	
  never	
  be	
  traced,	
  even	
  if	
  it	
  is	
  required.	
  	
  
–  	
  As	
  a	
  method	
  to	
  saJsfy	
  “Traceability”,	
  there	
  is	
  a	
  proposed	
  an	
  Anonymous	
  AuthenJcaJon	
  

scheme	
  such	
  as	
  various	
  anonymous	
  credenJal	
  schemes	
  based	
  on	
  cryptography.	
  	
  

•  “Unlinkability”	
  is	
  perfect	
  privacy	
  protecJon	
  for	
  drivers	
  
–  The	
  Probe	
  Vehicle	
  System	
  needs	
  consecuJve	
  data	
  group	
  for	
  high	
  quality	
  service,	
  especially	
  

measurement	
  of	
  the	
  link	
  travel	
  Jme.	
  	
  
–  On	
  the	
  other	
  hand,	
  usual	
  anonymous	
  authenJcaJon	
  protocols	
  tend	
  to	
  consume	
  both	
  

heavily	
  for	
  the	
  Probe	
  Vehicle	
  System,	
  because	
  the	
  computaJonal	
  and	
  network	
  resource	
  on	
  
vehicle	
  are	
  limited.	
  	
  

–  The	
  anonymity	
  has	
  been	
  achieved	
  by	
  empirical	
  methods	
  based	
  on	
  the	
  senses	
  and	
  the	
  
people.	
  	
  

•  Anonymous	
  AuthenJcaJon	
  Scheme	
  for	
  Probe	
  Vehicle	
  Systems	
  
–  When	
  the	
  user	
  is	
  authenJcated	
  by	
  anonymous	
  authenJcaJon	
  to	
  the	
  service	
  

provider,	
  the	
  user	
  and	
  the	
  service	
  provider	
  share	
  a	
  common	
  one-­‐Jme	
  key	
  for	
  
these	
  transacJons.	
  Our	
  scheme	
  allows	
  also	
  that	
  a	
  user	
  and	
  a	
  service	
  provider	
  are	
  
able	
  to	
  choose	
  to	
  permit	
  linking	
  of	
  transacJons	
  during	
  a	
  limited	
  period	
  or	
  the	
  
number	
  of	
  Jmes.	
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Over	
  View	


　　　　　　　　　highway	


Send	
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Probe 	

Certification Authority	


vehicle	
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  SoluJon:	
  
Anonymous	
  AuthenJcaJon	
  Scheme	




20	
  

VerificaJon	
  &	
  EvaluaJon	

•  Verify	
  testbed	


–  5,000	
  vehicle	
  emulator/	
  Vehicle	
  send	
  a	
  probe	
  data	
  each	
  1sec	

•  Processing	
  cost	


–  CPU	
  uJlizaJon	
  changed	
  in	
  the	
  place	
  where	
  the	
  period	
  that	
  had	
  Linkability	
  was	
  
set	
  at	
  210	
  seconds	
  exceeding	
  90	
  percent,	
  and	
  connected	
  error	
  from	
  the	
  vehicle	
  
to	
  the	
  Probe	
  CerJficaJon	
  Authority	
  server	
  happened	
  frequently.	


–  it	
  is	
  thought	
  that	
  it	
  is	
  one	
  index	
  in	
  the	
  actual	
  experiment	
  environment	
  because	
  
it	
  assumes	
  the	
  probe	
  data	
  of	
  per	
  second	
  is	
  sent	
  from	
  the	
  vehicle	
  for	
  300	
  
seconds	
  when	
  the	
  token	
  processing	
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Conclusion	


•  proposed	
  a	
  new	
  anonymous	
  authenJcaJon	
  scheme	
  for	
  developing	
  
the	
  Probe	
  Vehicle	
  System	
  considering	
  the	
  privacy.	
  	
  

•  designed	
  and	
  implemented	
  the	
  proposal	
  scheme	
  to	
  evaluate	
  the	
  
effecJveness,	
  and	
  evaluated	
  the	
  proposed	
  scheme	
  by	
  the	
  
experiment	
  in	
  the	
  environment	
  of	
  5,000	
  scales	
  with	
  a	
  probe	
  vehicle	
  
simulator.	
  	
  

•  As	
  a	
  result,	
  it	
  was	
  able	
  to	
  be	
  confirmed	
  to	
  achieve	
  the	
  collecJon	
  of	
  
the	
  probe	
  data	
  by	
  which	
  the	
  proposed	
  scheme	
  parJally	
  had	
  
Linkability	
  while	
  protecJng	
  privacy,	
  and	
  showed	
  that	
  proposed	
  
scheme	
  is	
  efficient	
  enough	
  for	
  real	
  deploy.	
  	


•  As	
  a	
  future	
  work,	
  it	
  is	
  necessary	
  to	
  examine	
  the	
  following	
  parts.	

–  OpJmizaJon	
  of	
  token	
  update	
  processing	

–  DecentralizaJon/DistribuJon	
  of	
  the	
  Probe	
  CerJficaJon	
  Authority	
  funcJon	
  



Thank　you	
  for	
  your	
  kind	
  a^enJon	



