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Algorithm 1 0000000 O00D0OOCOODOOOO
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SoftList«+ 00000000 O0OOOOO
nvd < NVD O XML OOO
for all entry in nvd do
if SoftList is < vuln : vulnerable — so ftware —
list > then
cve < vuln : cve —id >
cwe < vuln : cwe — id >
end if
end for
cwe +— CWEO XML OOO
for all entry in cwe do
if cwe is < CWE —ID > then
capec << CAPEC — ID >
end if
end for
capec +~—CAPECO XML O OO
for all entry in capec do
if capec is < CAPEC — ID > then
return entry
end if

end for
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# | Rank Program Vendor CVEs
1 | Mozilla Firefox Mozilla Foundation 96
2 | Apple Safari Apple 84
3 | Sun Java JRE Sun(Oracle) 70
4 | Google Chrome Google 70
5 | Adobe Reader Adobe 69
6 | Adobe Acrobat Adobe 69
7 | Adobe Flash Player | Adobe 51
8 | Adobe AIR Adobe 51
9 | Internet Explorer Microsoft 49
10 | Apple iTunes Apple 48
11 | Excel Viewer Microsoft 37
12 | Mozilla Thunderbird | Mozilla Foundation 36
13 | Excel Microsoft 30
14 | Visual Studio Microsoft 15
15 | .NET Framework Microsoft 13
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cpe:/a:adobe:adobe_air 3.0.0.4080
cpe:/a:google:chrome 15.0.874.121
cpe:/a:adobe:acrobat_reader 10.1.1
cpe:/a:apple:itunes 10.5.1.42
cpe:/a:apple:safari 5.0.1
cpe:/a:microsoft:internet_explorer 9.0.8112.16421
cpe:/a:mozilla:firefox 6.0
cpe:/a:mozilla:thunderbird 8.0
cpe:/a:adobe:flash_player 10,3,183,5
cpe:/a:microsoft:excel_viewer 12.0.6612.1000
cpe:/a:microsoft:excel 12.0.6612.1000
cpe:/a:sun:jre 1.6.0.29-b110

060000000000

CVE-2011-0160,cpe:/a:apple:safari:5.0.1
CVE-2011-0161,cpe:/a:apple:safari:5.0.1
CVE-2011-0163,cpe:/a:apple:safari:5.0.1
CVE-2011-0166,cpe:/a:apple:safari:5.0.1
CVE-2011-0167,cpe:/a:apple:safari:5.0.1
CVE-2011-0169,cpe:/a:apple:safari:5.0.1
CVE-2011-0214,cpe:/a:apple:safari:5.0.1
CVE-2011-0215,cpe:/a:apple:safari:5.0.1
CVE-2011-0216,cpe:/a:apple:safari:5.0.1
CVE-2011-0217,cpe:/a:apple:safari:5.0.1
CVE-2011-0218,cpe:/a:apple:safari:5.0.1
CVE-2011-0219,cpe:/a:apple:safari:5.0.1
CVE-2011-0221,cpe:/a:apple:safari:5.0.1
CVE-2011-0222,cpe:/a:apple:safari:5.0.1
CVE-2011-0223,cpe:/a:apple:safari:5.0.1
CVE-2011-0225,cpe:/a:apple:safari:5.0.1
CVE-2011-0232,cpe:/a:apple:safari:5.0.1
CVE-2011-0233,cpe:/a:apple:safari:5.0.1
CVE-2011-0234,cpe:/a:apple:safari:5.0.1
CVE-2011-0235,cpe:/a:apple:safari:5.0.1
CVE-2011-0237,cpe:/a:apple:safari:5.0.1
CVE-2011-0238,cpe:/a:apple:safari:5.0.1
CVE-2011-0240,cpe:/a:apple:safari:5.0.1
CVE-2011-0241,cpe:/a:apple:safari:5.0.1
CVE-2011-0242,cpe:/a:apple:safari:5.0.1
CVE-2011-0244,cpe:/a:apple:safari:5.0.1
CVE-2011-0253,cpe:/a:apple:safari:5.0.1
CVE-2011-0254,cpe:/a:apple:safari:5.0.1
CVE-2011-0255,cpe:/a:apple:safari:5.0.1
CVE-2011-1288,cpe:/a:apple:safari:5.0.1
CVE-2011-1295,cpe: /a:apple:safari:5.0.1
CVE-2011-1453,cpe:/a:apple:safari:5.0.1
CVE-2011-1457,cpe:/a:apple:safari:5.0.1
CVE-2011-1462,cpe:/a:apple:safari:5.0.1
CVE-2011-1774,cpe:/a:apple:safari:5.0.1
CVE-2011-1797,cpe:/a:apple:safari:5.0.1
CVE-2011-2372,cpe:/a:mozilla:firefox:6.0
CVE-2011-2995,cpe:/a:mozilla:firefox:6.0
CVE-2011-2997 cpe: /a:mozilla:firefox:6.0
CVE-2011-3000,cpe:/a:mozilla:firefox:6.0
CVE-2011-3001,cpe:/a:mozilla:firefox:6.0
CVE-2011-3002,cpe:/a:mozilla:firefox:6.0
CVE-2011-3003,cpe:/a:mozilla:firefox:6.0
CVE-2011-3004,cpe:/a:mozilla:firefox:6.0
CVE-2011-3005,cpe:/a:mozilla:firefox:6.0
— snip —

o7 CvEOOODO

119,Improper Restriction of Operations within the Bounds of a Memory Buffer
20,Improper Input Validation

200,Information Exposure

22,Improper Limitation of a Pathname to a Restricted Directory ("Path Traversal’)
79,Improper Neutralization of Input During Web Page Generation (’Cross-site Scripting’)
94,Improper Control of Generation of Code (’Code Injection’)

08 CcwEOOOO
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10,Buffer Overflow via Environment Variables

100,0verflow Buffers

101,Server Side Include (SSI) Injection

104,Cross Zone Scripting

106,Cross Site Scripting through Log Files

108,Command Line Execution through SQL Injection
109,0bject Relational Mapping Injection

110,SQL Injection through SOAP Parameter Tampering
13,Subverting Environment Variable Values

139,Relative Path Traversal

14,Client-side Injection-induced Buffer Overflow
171,Variable Manipulation

18,Embedding Scripts in Nonscript Elements

19,Embedding Scripts within Scripts

198,Cross-Site Scripting in Error Pages

199,Cross-Site Scripting Using Alternate Syntax
209,Cross-Site Scripting Using MIME Type Mismatch
22,Exploiting Trust in Client (aka Make the Client Invisible)
23,File System Function Injection, Content Based

24,Filter Failure through Buffer Overflow

243,Cross-Site Scripting in Attributes

244,Cross-Site Scripting via Encoded URI Schemes
245,Cross-Site Scripting Using Doubled Characters, e.g. %3C%3Cscript
246,Cross-Site Scripting Using Flash

247,Cross-Site Scripting with Masking through Invalid Characters in Identifiers
28,Fuzzing

281,Analytic Attacks

3,Using Leading ’Ghost’ Character Sequences to Bypass Input Filters
31,Accessing/Intercepting/Modifying HTTP Cookies
32,Embedding Scripts in HTTP Query Strings

35,Leverage Executable Code in Nonexecutable Files

42 MIME Conversion

43,Exploiting Multiple Input Interpretation Layers
44,0verflow Binary Resource File

45,Buffer Overflow via Symbolic Links

46,0verflow Variables and Tags

47,Buffer Overflow via Parameter Expansion

52,Embedding NULL Bytes

53,Postfix, Null Terminate, and Backslash

59,Session Credential Falsification through Prediction
60,Reusing Session IDs (aka Session Replay)

63,Simple Script Injection

64,Using Slashes and URL Encoding Combined to Bypass Validation Logic
66,SQL Injection

67,String Format Overflow in syslog()

— snip —
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