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% 4E Benchmarking Anomaly Detectors: A Sys-
tematic Methodology using Real Internet
Traffic

4.1 Introduction

Anomalies in Internet traffic penalize legit-
imate users from accessing optimal network
resources. High-speed backbone traffic is par-
ticularly degraded, but analyzing such traffic is
a complicated task due to the amount of data,
the lack of payload data, the asymmetric routing
and the use of sampling techniques. Consequently,
anomaly detection has received a lot of attention
in the last decade, and numerous detectors have
been proposed.

In previous works, we proposed two tools to
diagnose and detect anomalous traffic:

e A visualization tool has been proposed to



display, explore, and understand network
traffic focusing on anomalies[57]. It dis-
plays traffic on different temporal and spatial
(address and port) scales and lets users nav-
igate network data by using a simple inter-
face. Different graphical representations are
used to highlight anomalies quickly, and tex-
tual packet information about corresponding
plotted points are provided. The proposed
tool provides good support for understand-
ing Internet traffic behavior and for manu-
ally evaluating the effectiveness of anomaly
detection method. The tool directly reads
dump files and uses no intermediate database
in daily operations. Also, several exam-
ples emphasizing specific patterns for various
anomalies have been identified.

Moreover, we proposed an anomaly detection
method that uses a pattern recognition tech-
nique to identify anomalies in pictures rep-
resenting traffic[56, 58]. The main advan-
tage of this method is its ability to detect
attacks involving mice flows. We evaluated
the effectiveness of this method by analyz-
ing six years of Internet traffic collected from
a trans-Pacific link. We showed several exam-
ples of detected anomalies and compared our
results with those of two other methods. The
comparison indicated that the only anomalies
detected by the proposed method are mainly
malicious traffic with a few packets.
Moreover, we investigated the relationship
between the parameter set of the proposed
method and the traffic characteristics[55].
This analysis highlighted that constantly
achieving a high detection rate requires
continuous adjustments to the parameters
according to the traffic fluctuations. There-
fore, an adaptive time interval mechanism
was proposed to enhance the robustness of the
detection method to traffic variations. This
adaptive anomaly detection method was eval-
uated by comparing it to three other anomaly

detectors using four years of real backbone

W I D E

traffic. The evaluation revealed that the pro-
posed adaptive detection method was con-
stantly outperforming the other methods in
terms of the true positive and false positive

rate.

4.1.1 Motivation

While designing the proposed tools, how-
ever, we faced significant difficulties in rigorously
validating their efficiency. Indeed, evaluating
anomaly detectors is challenging due to a lack
of ground truth data and a rigorous methodol-
ogy. Distinct evaluation methodologies are com-
monly admitted by the research community but
they suffer from several drawbacks. Let us clas-
sify evaluations methodologies into two categories;
those applied to real Internet traffic/anomalies
and those applied to simulated traffic/anomalies.

With real anomalies, researchers evaluate
anomaly detectors by manually checking the
reported alarms[25, 41, 105], or by compar-
ing them to those reported by other anomaly
detectors[55, 105].  Sometimes researchers also
construct ground truth data by manually inspect-
ing the analyzed traffic[13]. However, these eval-
uations are hardly comparable, trustworthy, or
reproducible, as they require significant human
intervention and traffic traces are usually inacces-
sible due to privacy issues. Moreover, a common
shortcoming of these evaluation methodologies is
the omission of the false negative rate of the detec-
tor, in spite of the fact that this metric is a par-
ticularly good indicator for emphasizing the num-
ber of missed anomalies and the sensitivity of the
detector to different kinds of anomalies.

Simulating anomalies is also a common way to
evaluate an anomaly detector[140, 153]. In this
case, the parameters of anomalies are tunable (e.g.
intensity and time duration), helping researchers
to measure the sensitivity of their detectors to
particular kinds of anomalies. However, simulat-
ing traffic as diverse as it is on the Internet is
notoriously difficult[52], especially for anomalous

traffic. Consequently, the evaluation of a detector
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with simulated anomalies is restricted to certain
kinds of anomaly, and thus, is insufficient for mea-

suring the detector performance[150].

4.1.2 Goal

Ideally, an anomaly detector has to be evalu-
ated using ground truth data containing real and
nonspecific traffic where a wide range of anomalies
is located. This ground truth data should be pub-
licly available to allow all researchers to access the
same data set and compare their results. Further-
more, the data set should follow the evolution of
the Internet traffic to include traffic from emerg-
ing applications and anomalies. There is, how-
ever, currently a lack of such crucial ground truth
data, and therefore, designing it is our ambitious
goal.

Our goal is to locate anomalies in the traffic
from the MAWI archive[32], and make it avail-
able to researchers so that they can refer to it
while evaluating their anomaly detection meth-
ods. The main advantages of the MAWTI archive
are that it is updated daily and it currently con-
tains more than nine years of real publicly avail-
able Internet traffic data. However, manually
labeling anomalies in such a large data set is cer-
tainly impractical, and therefore, the challenge we
face is to accurately locate anomalies in an auto-
mated and therefore unsupervised manner. The
numerous anomaly detectors that have recently
been proposed in literature are the main support
that will help us reach our goal. Therefore, we are
selecting diverse anomaly detectors and combin-
ing their results to accurately locate anomalies in
the MAWTI archive. The synergy between detec-
tors with different theoretical backgrounds allows
a more accurate level of detection to be achieved.
However, a key issue in combining such diverse
detectors is that they report different granulari-
ties of the traffic that are difficult to rigorously
compare.

Our main contribution is twofold. Firstly, we
establish a reliable methodology, which is based

on graph and community mining, that compares
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and combines the results from any anomaly detec-
tors. The proposed method outperforms the com-
bined detectors, and enables us to precisely locate
twice more anomalies than the most accurate
detector from our experiments. Secondly, we pro-
vide our results in the form of benchmark data
representing an overview of the state of the art
in anomaly detection. The database currently
stands as more than nine years of traffic and it is
growing along with the MAWI archive. Further-
more, our approach permits the enhancement of
the database over time by integrating the results
from emerging anomaly detectors. Thus, the pro-
posed database is consistently updated with new
traffic and anomaly detectors, and it is a valu-
able tool to assist researchers designing anomaly

detectors.

4.2 Related work

Providing ground truth data to evaluate
anomaly detectors is a challenge that has been
addressed several times in the past. For exam-
ple, the DARPA Intrusion Detection Evaluation
Program[106] has been a great effort to pro-
vide labeled traffic to evaluate intrusion detec-
tion systems (IDS). It has been extensively stud-
ied, mainly through the KDD Cup 1999 data
(KDD’99), and has been a profitable support for
researchers. The main distinctions between this
work and ours are the size of the network mea-
sured and the detectors to be evaluated. The
DARPA Intrusion Detection Evaluation Program
focuses on the evaluation of IDS and provides
labeled LAN traffic where the packet payload is
available and flows are complete. Whereas our
work focuses on the evaluation of backbone traffic
anomaly detectors and we provide labeled back-
bone traffic where the packet payload is not avail-
able, and the flows are incomplete and asymmet-
ric. Furthermore, several critical drawbacks of the
KDD’99 have been reported[125]. For example,
the traffic data was captured in 1998 thus it con-
tains no traffic from recent applications or anoma-

lies. Therefore, this data must be carefully used



as it is not representative of real traffic[171] and
does not contain recent anomalies.

We are conscious of the shortcomings of previ-
ous works and we have designed our data set to
overcome such issues.

Our approach takes advantage of combination
strategies in order to merge the results from sev-
eral detectors. Although the combination of clas-
sifiers is a hot topic in the clustering commu-
nity[101], only a few works have been conducted
in the field of network anomaly detection. For
example, Shanbhag and Wolf[160] have studied
the combination of five rate-based detectors to
accurately identify the real-time variance in traffic
volume. They analyzed seven different combina-
tion strategies and emphasize that the best strat-
egy improves the accuracy of the overall detec-
tors. Our goal differs from theirs as they aim
at detecting anomalies in real time by running
several detectors in parallel. Thus, they restrict
their study to a particular kind of computationally
efficient anomaly detector (rate-based detector),
whereas our approach takes advantage of diverse
anomaly detectors.

Another recent study on the combination of
anomaly detectors was conducted by Ashfaq
et al.[8]. They propose a new combination strat-
egy that takes into account the accuracy of the
detectors; first, the accuracy of each detector is
evaluated on a training data set, and then, the
results of the detectors are combined regarding
their accuracy. Their results emphasized the ben-
efit of taking into account the detectors accu-
racies when combining them. Nevertheless, we
avoid such methods as they involve a training
step that increases the necessity of human inter-
vention. Our approach focuses on unsupervised
anomaly detectors that are combined with unsu-

pervised combination strategies.

4.3 Proposed method

The method proposed in this article consists of
four main steps that are executed for each traffic

trace:

W I D E

1) Several anomaly detectors analyze the traffic
and all reported alarms are collected.

2) The similarities between the reported alarms
are uncovered using a similarity estimator
that groups similar alarms into communities.

3) Each community is investigated and classi-
fied by the combiner. Namely, the combiner
decides if the community has to be reported
or ignored depending on the overall outputs
of the detectors.

4) The anomalies are located in the traffic.

4.3.1 Similarity estimator

Since the benefit of combining detectors relies
on the diversity among the detectors ensemble,
we combine various anomaly detectors based on
different theoretical backgrounds. Nevertheless,
these different anomaly detectors are inherently
reporting traffic at different granularities (e.g.
flow, host, or packet) that are difficult to sys-
tematically compare. For example, if a detec-
tor reports one alarm A; that is an host, IPx,
and another detector reports two alarms, Bi
and By, that are flows, (IPx, 80, IPy,1234) and
(IPx, 80, IPz,2345). Then, A; is equivalent
to By and B2, however, one cannot state that the
three alarms are the same as B1 and B> are obvi-
ously reporting distinct traffic. Therefore, a rig-
orous method precisely measuring the similarities
of these three alarms is required.

The role of the similarity estimator presented in
this section is to uncover the relations between the
outputs of any kinds of anomaly detector. First, it
reads the alarms reported by the detectors and the
original traffic, and it extracts the traffic described
by each alarm. Second, it constructs a graph that
highlights the alarm similarities based on the traf-
fic they have in common. Finally, similar alarms
are identified by finding communities (i.e. dense
connected components) in the graph. The follow-
ing sections provide more detail on the mecha-
nisms of the similarity estimator. The readers also

referred to [53, 54] for more explanations.
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4.3.1.1 Traffic extractor

The traffic extractor (called oracle in [54])
retrieves the traffic described by each alarm. Let
an alarm be a set of traffic features that designates
a particular set of flows identified by the detector,
then, the traffic extractor records the association

between the alarm and these flows.

4.3.1.2 Graph generator

The graph generator uses the traffic retrieved
by the traffic extractor to build an undirected
graph highlighting the similarities among all the
alarms reported by the detectors. A node in this
graph stands for an alarm, and there is an edge
between two nodes if their associated traffic inter-
sects. In addition, an edge is weighted with a sim-
ilarity measure that quantifies the traffic inter-
section of the two alarms it connects. There-
fore, the similarity measure enables to discrim-
inate edges connecting dissimilar alarms having
an irrelevant number of flows in common. We
selected three similarity measures for our experi-
ments, the Jaccard index, the Simpson index and
a constant function. Since the Simpson index out-
performed the two other metrics, and due to page
limitation, only the Simpson index is discussed in

this article. The Simpson index is defined as
S(E1, Ez) = |Ex N Ea|/min(|E1], [E2|)

where FE; is the traffic associated with alarm .
This metric ranges [0, 1], where 0 means that the
two traffic do not intersect, thus, the two alarms
are dissimilar. Whereas, 1 means that they are

identical or that one is included in the other.

4.3.1.3 Community mining

The weighted and undirected graph produced
by the graph generator highlights the alarm sim-
ilarities but identical alarms are left undeter-
mined. Nevertheless, identical alarms are dis-
tinguishable in the graph as a set of strongly
connected nodes, which is also called a commu-
nity. Identifying the communities in a graph is

a problem that has been extensively studied in
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the past[59]. Although numerous community min-
ing algorithms have been proposed, our inter-
est focuses on those designed for sparse graph
since the generated graphs have disconnected
nodes (e.g. a false positive alarm reported by
one detector). In our experiments we selected
a method based on the modularity; the Louvain
algorithm[22]. This algorithm has the advantage
of locally identifying the communities, thus allow-
ing us to identify groups of a few alarms. Further-
more, this algorithm performs a fast and accurate

analysis of the graph[59].

4.3.2 Combiner

The similarity estimator clusters similar alarms
into communities, that is, each community rep-
resents distinct traffic reported by the detec-
tors. The role of the proposed combiner is to
decide whether each community corresponds to
an anomalous traffic or not. Therefore, the com-
biner classifies the communities into two cate-
gories, accepted and rejected, respectively stand-
ing for the communities reported as anomalous or
those ignored. The class of a community is deter-
mined by a combination strategy like those pre-
viously studied with machine learning or pattern

classifiers[101].

4.3.2.1 Background: combining detectors

A combination strategy is generally categorized
as a detector selection or an output fusion. On
the one hand, detector selection consists of select-
ing the detector that is the most suitable for
classifying an element (i.e. a community in our
case) and makes the same decisions as the single
selected detector. Since each element is analyzed
by only one detector, this approach is usually
a good candidate for performing a quick analysis.
However, selecting an appropriate detector is in
practice challenging. In particular, the sensitivity
of detectors to traffic in network anomaly detec-
tion is misunderstood and prevents us from apply-
ing such techniques. On the other hand, output

fusion makes no assumption on the detectors as it



inspects the results of all the detectors. The out-
put of a detector is assimilated to a vote for a cer-
tain class, and the combination strategy refers to
a voting procedure.

In order to emphasize the advantages of com-
bining detectors with output fusion let us review
perhaps the oldest and best-known strategy, the
majority vote. It is a basic, but still powerful way,
where the final decision is the simple majority of
the detectors outputs (i.e. more than 50 percent
of the outputs). The probability of making the
correct decision with the majority vote depends
on the probability of each detector for providing

the correct output, that is:

Pl = 3 (i)wu—m“m

m=[L/2]+1
where L is the number of detectors and p is
their accuracy. The result, also known as the
Condorcet Jury Theorem, is as follows; if p > 0.5,
then Pp,qj (L) is monotonically increasing in L and
Prgj(L) — 1 as L — co. If p < 0.5, then Pyuq;(L)
is monotonically decreasing in L and Py,q; (L) — 0
as L — oo. If p=0.5, then P (L) = 0.5 for
any L. This theorem highlights the benefit of com-
bining reasonable detectors (i.e. with an accuracy

p > 0.5) over the use of a single detector.

4.3.2.2 Application to traffic anomaly
detection

The output of an anomaly detector is a binary
value that reports the traffic as anomalous or
not. In this article, the candidate traffic are
those described by the communities, and a detec-
tor votes to report the communities containing at
least one of its alarms. Although this is sufficient
enough to compute the majority vote, this binary
value is too coarse to perform an accurate com-
bination. Furthermore, the votes of the detectors
may significantly vary with their parameter tun-
ings. To prevent these difficulties our approach
scores the confidence of the detector for each vote.

Running a detector with several parameter

sets and measuring the variances of its output

W I D E
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Fig. 4.1. Example of community c., composed
of five alarms. Assuming that the
input of the similarity estimator, X,
consists of the output of three detec-
tors X = A, B, C' with three different
parameter sets ¢ = 0, 1, 2, then the
confidence scores are: pa(ces) = 0.66,

vB(Cez) = 1.0 and @c(cez) = 0.0.

quantifies its parameter sensitivity to vote for
a community. Hereafter we refer to a certain
detector with a specific parameter set as a con-
figuration. The outputs of all the configurations
are merged with the similarity estimator and the
variance in the outputs is computed by inspect-
ing each community. We define the confidence

score ¢ of a detector d for a community c as:

wa(c) = pa(c)/Ta

where Ty is the total number of configurations
with the detector d and ¢g4(c) is the number
of these configurations that reports at least one
alarm belonging to the community c¢. The confi-
dence score is a continuous value that ranges [0, 1],
0 representing that the detector ignores the com-
munity whereas 1 means that every configurations
with the detector identify the community. For
example, Fig. 4.1 is a community c.; composed
of five alarms. Assuming that the input of the
similarity estimator, X;, consists of the output of
nine configurations corresponding to three detec-
tors X = A, B, C with three different parameter
sets i =0, 1, 2, then the confidence scores for this
community are: @a(ces) = 0.66, @p(ces) = 1.0
and pc(ces) = 0.0.

4.3.2.3 Combination strategies

Average, Minimum, & Maximum In this
section we present three simple combination
strategies that differently aggregate the confi-

dence scores of each community with a metric u.
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They classify a community ¢ as accepted only if
its aggregated value u(c) > 0.5.

Aggregating the confidences score of a commu-
nity by averaging them allows us to take into
account the decisions from all the detectors. For-
mally, for a community ¢ and using L detectors,
the average is defined as: p(c) = + SF pile). In
the example shown in Fig. 4.1 the average of all
the confidence scores equals 5/9, and thus, this
combination strategy classifies the community cey
as accepted.

A pessimistic decision is to classify a community
as accepted only if all the detectors support this
decision. Consequently, the ratio of false positive
is substantially reduced at the cost of an increase
in the ratio of true negative. This strategy con-
sists in selecting the minimum confidence score.
Formally, the decision made for the community c
depends on its minimum confidence score, defined
as: p(c) = min;{yi(c)}. In the example shown in
Fig. 4.1, the minimum of all the confidence scores
is 0, and thus, this combination strategy classifies
the community c., as rejected.

Contrarily, an optimistic decision is to classify
a community as accepted only if at least one detec-
tor supports this decision. Consequently, the ratio
of true positive is substantially increased, but so
is the ratio of false positive. This strategy con-
sists in selecting the maximum confidence score.
Formally, the decision made for the community c
depends on its maximum confidence score, defined
as: u(c) = max;{p:(c)}. In the example shown in
Fig. 4.1, the maximum of all the confidence scores
is 1, and thus, this combination strategy classifies

the community c., as accepted.

Correspondence analysis: SCANN Corre-
spondence analysis[17] is a multivariate statisti-
cal technique for analyzing multiway tables. It
represents a data set in a lower-dimensional space
based on singular value decomposition. Although
its role is similar to the principal component anal-
ysis one, correspondence analysis is designed for

categorical data.
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Using correspondence analysis, Merz[127] pro-
poses an unsupervised combination strategy
called SCANN. This method stores all the deci-
sions of the detectors in a table, so that each
entry is a vector representing the decision of all
detectors for a certain community. This table
is reduced with correspondence analysis, thereby,
the entries are then smaller vectors containing
only the main features characterizing the detec-
tors decisions. The benefit of this reduced table
is to take into account only significant decisions.
For instance, a particularly irrelevant detector is
one constantly making the same decision; in the
first table built by SCANN this detector decisions
are constant values that are then ignored in the
reduced table because they do not help for dis-
criminating the communities.

Thus, the reduced table contains the charac-
teristics of each community in a low-dimensional
space. SCANN projects onto this low-dimensional
space two reference points which are two represen-
tative communities unanimously elected by the
detectors as accepted or rejected. At the end,
the class of each community is determined by
the closest representative community in the low-
dimensional space.

However, since correspondence analysis is
designed for categorical data, SCANN is unable
to deal with the confidence scores previously pro-
posed. Therefore, in order to still take advantage
of different parameter tunings our implementation
of SCANN consider the different configurations

outputs (binary values) as its input.

4.4 Evaluation

4.4.1 Data set

The traffic we are labeling is from the
MAWTI (Measurement and Analysis on the WIDE
Internet) archive samplepoints B and F[32]. This
archive contains daily traces representing 15 min-
utes of traffic captured from a trans-Pacific link
between Japan and the United States. The data
is publicly available as packet payloads are omit-

ted and IP addresses are anonymized. MAWI



started in January 2001, and thus, currently con-
tains more than 9 years of traffic. Since 2001, the
link has been updated three times, originally it
was an 18 Mbps CAR on a 100 Mbps link, but it
was updated to a full 100 Mbps link in 2006,/07 /01
and is currently a 150 Mbps link since June 2007.
MAWT has enabled researchers to study Internet
traffic characteristics[24, 66, 96], anomaly detec-
tors[41, 55], and traffic classifiers[99].

4.4.2 Anomaly detectors

We implemented four unsupervised anomaly
detectors based on distinct statistical-analysis
techniques. As they report traffic at different
granularities, the proposed similarity estimator is
necessary to compare their results. The confi-
dence score for each detector is obtained by tun-
ing them with three different parameter sets that
correspond to an arbitrarily optimal, sensitive and
conservative setting. Thus, in our experiments the
input of the proposed method consists in 12 out-
puts standing for all the configurations (4 detec-
tors using 3 parameter tunings). The main ideas
of the four detectors are as follows.

(1) Principal component analysis (PCA) is an
unsupervised technique highlighting the main fea-
tures of the data. This is perhaps the most stud-
ied technique for anomaly detection in backbone
traffic. It was first applied by Lakhina et al.[105],
and it has received much attention in the last few
years[151, 153]. The key idea underlying a PCA-
based anomaly detector is the extraction of the
main features defining a normal traffic behavior
using PCA, then the distinct traffic is reported
as anomalous. An inherent problem with PCA-
based detectors is the retrieval of the original traf-
fic features of the anomalous traffic[151]. In our
experiments we overcame this difficulty by using
random projection techniques (sketches)[95, 105].
This approach enables our PCA-based detector
to report the source IP address of the identified
anomalous traffic.

(2) Dewaele et al. introduced an anomaly

detection method based on sketching and

W I D E

multi-resolution gamma modeling[41]. In a nut-
shell, the traffic is split into sketches and modeled
using Gamma distribution. Traffic that is distant
from an adaptively computed reference is reported
as anomalous. The sketches are computed twice;
the traffic is hashed on source addresses and des-
tination addresses. Thus, this method reports
source or destination IP addresses.

(3) The Hough transform is a pattern recogni-
tion technique that allows for the identification
of a specific shape in a picture. This technique
has been applied to several domains including
anomaly detection of backbone traffic[55]. The
approach proposed in [55] consists of first, moni-
toring the traffic in a 2-D scatter plot where the
anomalous traffic appears as “lines”, and second,
identifies the anomalies with the Hough trans-
form. The original data is retrieved from the
identified plots, and the alarms reported by this
method are aggregated sets of flows.

(4) The work presented in [25] detected the
prominent changes in traffic by applying the
Kullback-Leibler (KL) divergence to several kinds
of histograms that monitor distinct traffic fea-
tures.  Furthermore, association rule mining
allows for the extraction of the sets of traffic fea-
tures that describes the anomalies detected by the
histograms. Thus, the alarms reported by this
anomaly detector are association rules, namely
4-tuples (source and destination IP addresses,
source and destination port numbers) where ele-

ments can be omitted.

4.4.3 Attack ratio

In this work, measuring the accuracy of the four
combination strategies is a contradictory task due
to the lack of ground truth data. We bypass this
issue by inspecting the results of the combiner
with the heuristics of Table 4.1.

The heuristics label the communities reported
by the similarity estimator into three groups:
“Attack”, “Special”, and “Unknown”. Since a rel-
evant combination strategy is presumed to report

the largest proportion of the communities labeled

51

P ROJETCT

BoHO

N A NN —\J 7 &




a n n u a r e p o rt

0

0 1

PROUJETCT 2

E

@E5E v bT7—U b3 T v UREHEROINE & BRI

Table 4.1. Heuristics labeling the traffic corresponding to a community into three categories

(“Attack”, “Special”, and “Unknown”). These are originated from the anomalies pre-

viously reported[24, 55] and the manual inspection of MAWI.

Label | Category | Details

Attack Sasser Traffic on ports 1023 /tcp, 5554 /tcp or 9898 /tcp
Attack RPC Traffic on port 135/tcp

Attack SMB Traffic on port 445 /tcp

Attack Ping High ICMP traffic

Attack | Other attacks | Traffic with more than 7 packets and: SYN, RST or FIN flag > 50%
Or, http, ftp, ssh, dns traffic with SYN flag > 30%

Attack NetBIOS

Traffic on ports 137 /udp or 139/tcp

Special Http

Traffic on ports 80/tcp and 8080/tcp with less than 30% of SYN flag

30% of SYN flag

Special duns, ftp, ssh | Traffic on ports 20/tcp, 21/tcp, 22/tcp or 53/tcp&udp with less than

Unknown Unknown Traffic that does not match other heuristics

8 T 8 T 8 T
average average Hough ——

7 maximum 1 7 maximum -1 7 Gamma .

6 minimum. ------- _ 6 kA minimum. ------- n 6 KL ------- J
SCANN oo ["i\ SCANN v PCA e

5 5 I 5
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3 3 3 [heti

2 2 fo \\ 2 4 \ =

4 1 e 4 Vo--: Nl e

0 L 0 [ T ——

0 010203040506 070809 1

0 010203 04 0506 07 08 09 1

0 010203040506 070809 1

Attack ratio Attack ratio Accuracy

(a) PDF of attack ratio for (b) PDF of attack ratio for (c¢) PDF of attack ratio for

accepted communities (large
probability for high attack
ratio is better)

rejected communities (large
probability for low attack
ratio is better)

detectors (large probability
for high attack ratio is bet-
ter)

Fig. 4.2. PDF of attack ratio for four combination strategies and four detectors evaluated on 9 years.

“Attack”, we define the attack ratio as the
amount of communities labeled “Attack” divided
by the total number of identified communities.
The combination strategies are expected to also
report numerous communities labeled “Special”
or “Unknown”, thus low attack ratio, as the pro-
posed heuristics might label incorrectly several
kinds of anomalies. Nevertheless, the attack ratio
is a reliable indicator that helps us to identify the
best combination strategy; i.e. the one accepting
the highest ratio of communities labeled “Attack”
(Fig. 4.2(a) and 4.3(a)) and rejecting the lowest
ratio of communities labeled “Attack” (Fig. 4.2(b)
and 4.3(b)).
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is better)

Fig. 4.3. Attack ratio of four combining strate-
gies for nine years of MAWTI traffic.



4.4.4 Results
4.4.41 Comparison of combining strategies

This section evaluates the ability of the four
combination strategies to label communities. The
analyzed communities are produced by the simi-
larity estimator with the alarms reported by the
four detectors on nine years of MAWTI traffic and
using unidirectional flow as traffic granularity.
These communities are classified by the combina-
tion strategies into two classes (i.e. accepted and
rejected) and the attack ratio of both classes are
computed for each day of the analyzed traffic. The
results are presented in the form of probability
density functions and time-based curves (Fig. 4.2
and 4.3).

Regarding accepted communities, the best
combination strategy is SCANN as it features
the largest probability for highest attack ratio
(Fig. 4.2(a)). Nevertheless, the best combination
strategy regarding rejected communities is the
maximum because it is the one with the largest
probability for lowest attack ratio (Fig. 4.2(a)).
Since the prominent variance between the attack
ratio probability of the accepted communities and
the one of the rejected communities highlights the
best combination strategy, our experiments sup-
port SCANN as the best strategy for discrimi-
nating the communities representing anomalous
traffic.

The probability density functions of the four
anomaly detectors attack ratio emphasizes that
all detectors, except the KL-based one, have an
average attack ratio that is inferior to SCANN
(Fig. 4.2(c)). Although the KL-based detector
attack ratio is close to that of SCANN, the thor-
ough investigation of the SCANN output in Sec-
tion 4.4.4.2 asserts that SCANN detected twice
more traffic than the KL-based detector.

The time evolution of the attack ratio for each
combination strategy is depicted in Figures 4.3(a)
and 4.3(b). Although the SCANN algorithm is
not constantly outperforming the other combi-
nation strategies, it never has the worst attack

ratio. The low attack ratio of both the accepted

W I D E

and rejected communities from 2007 is due to the
simple heuristics listed in Table 4.1 that misla-
beled the numerous elephant flows from peer-to-
peer traffic and other anomalies using random
ports.  Still, between 2007 and 2010, the effi-
ciency of SCANN is noticeable as its attack ratio
for accepted communities was 2 to 3 times higher
than the one for rejected communities.

However, the increase in the attack ratio
for rejected communities from 2003 to 2005
(Fig. 4.3(b)) highlights the particular traffic that
is missed by the combination strategies. The
release of the Blaster worm in August 2003 fol-
lowed by the release of the Sasser worm in May
2004 were two of the main events reported during
this time period. These two worms have substan-
tially affected the main characteristics of the traf-
fic and the four detectors were differently affected
by this variance in traffic. The detectors reported
numerous alarms that were not related to those of
the other detectors, and consequently, the com-
biner failed in distinguishing several anomalous
traffic. Nevertheless, this shortcoming of the com-
biner is inherently diminished by the combination
of more detectors thus increasing the intersection
of their outputs. Furthermore, we observed that
selecting a single detector to analyze this traf-
fic was also challenging, as the attack ratio of
each detector critically fluctuated during this time

period.

4.4.4.2 Inspecting the SCANN output

A manual inspection of the SCANN output
reveals that several accepted communities contain
only alarms from a single detector. Therefore, for
the nine years of analyzed traffic, 8 accepted com-
munities were identified by only the PCA-based
detector, 325 accepted communities were iden-
tified by only the Gamma-based detector, 2467
accepted communities were identified by only the
Hough-based detector, and 352 accepted com-
munities were identified by only the KL-based
detector. Meaning that 82% of the communities

reported exclusively by the KL-based detector are
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Fig. 4.4. Breakdown of communities accepted

by SCANN and labeled “Attack” by

heuristics.

accepted by SCANN. These communities high-
light the advantage of SCANN over the average
combination strategy. Whereas the average com-
bination strategy inherently rejects all the com-
munities reported by a single detector, SCANN
performs a finer analysis that emphasizes the out-
put from accurate detectors and allows for the
acceptance of small communities identified exclu-
sively by these detectors. Indeed, the SCANN
algorithm factorizes the detectors decisions by dis-
regarding the unnecessary ones, thus, SCANN
ignores the output of the detectors that are mak-
ing irrelevant decisions and emphasizes the other
results. For example, in our experiments the
PCA-based detector output was mainly separated
from the outputs of the other detectors. Conse-
quently, SCANN frequently disregarded the PCA-
based detector and accepted only 8 of the numer-
ous communities exclusively identified by this
detector. Conversely, the Hough-based detector
reports more relevant alarms as many are related
to those from other detectors, and thus, SCANN
selects 2467 communities reported by only this
detector.

In our experiments the best detector was the
KL-based one (Fig. 4.2(c)). Almost all the alarms
from this detector were related to another alarm
and are accepted by SCANN. However, about
50% of the communities accepted by SCANN
and labeled “Attack” are not identified by the
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KL-based detector (Fig. 4.4). These communi-
ties are mainly reported by the three other detec-
tors and they highlight the high false negative rate
(i.e. anomalies missed) of the KL-based detector

(Fig. 4.4).

4.4.5 MAWILab

The proposed method assists us in labeling the
traffic from the MAWTI archive. In accordance
with our evaluation, we labeled the traffic using
the SCANN combination strategy.

Our labeling of the MAWTI traffic is pub-
licly available in the form of a database named
MAWILab[122]. This database assists researchers
in measuring the detection rate of their anomaly
detector. The results of the emerging detec-
tors can be accurately compared to the labels of
MAWILab by using a similarity estimator like the

one presented in this work.

4.5 Discussion and future work

In addition to its accurate detection, the pro-
posed method has several advantages that are pre-
sented in this section.

The graph-based similarity estimator proposed
in Section 4.3.1 is a valuable support for system-
atically benchmarking a detector against other
detectors that report traffic at a different gran-
ularity. Indeed, by clustering diverse detectors
alarms into communities, it allows the automated
inspection of numerous detectors outputs in a rig-
Orous manner.

Also, the community rules obtained from the
rule mining algorithm consist of concise descrip-
tions of the traffic identified by the numer-
ous alarms being merged into the communi-
ties. Therefore, an anomalous traffic reported by
numerous similar alarms is annotated with a sin-
gle label. Thus, the number of labels assigned to
the MAWT archive is significantly inferior to the
number of alarms reported by the four detectors,
and the labels are intelligible to humans.

Following the expansion of the MAWTI archive,
MAWILab is updated daily to track the latest



trends in Internet traffic and upcoming anoma-
lies. Furthermore, we will also take into account
the results from emerging anomaly detectors, to
improve the quality and variety of the labels over
time. Indeed, by including new results from
upcoming detectors the overlaps of the detec-
tors outputs are emphasized and the accuracy of
SCANN is improved. Therefore, MAWILab is
constantly enhanced and represents a reference
data set over time. In order to ease the evolu-
tion of MAWILab, we are planning to establish
a collaborative system allowing researchers to eas-
ily contribute by submitting their anomaly detec-
tor or results.

We emphasize that our implementation has
the advantage of handling manual annotations or
annotations from traffic classifiers[99]. Indeed, the
similarity estimator is able to deal with any traf-
fic annotations[54] containing at least two time-
stamps and one traffic feature. This significant
ability of our approach allows us to label traffic
with an exhaustive taxonomy. For instance, by
adding in the method input the annotations from
a traffic classifier, our similarity estimator aggre-
gates similar alarms and corresponding annota-
tions in the same community. Afterwards, the
combiner classifies the communities by ignoring
the annotations, but the accepted communities
are still reported with the extra information pro-
vided by the annotation.

The goal of this work is to locate traffic anoma-
lies off-line, so we assume no constraint is placed
on the execution time of our approach. Never-
theless, our experiments revealed that the cur-
rent implementation requires only a few minutes
to combine alarms with a 15-minute traffic trace,
thus enabling for a real time analysis. However,
the study of concurrently running anomaly detec-
tors in real time is left for future work.

Furthermore, we are also interested in studying
the sensitivities of the anomaly detectors to esti-
mate the best candidates to combine and to eval-
uate the combination strategies based on detector

selection.

W I D E

4.6 Conclusions

We proposed a methodology that locates net-
work traffic anomalies in the MAWI archive by
comparing and combining the results from four
anomaly detectors. Owur approach consists of
two main steps; first, a graph-based similarity
estimator systematically uncovers the relations
between the alarms reported by the detectors, sec-
ond, a combiner classifies the similar alarms using
a combination strategy. We evaluated the effec-
tiveness of both steps using different traffic aggre-
gations and combination strategies. Our experi-
ments emphasized the benefit of combining detec-
tors with SCANN, a strategy based on dimension-
ality reduction, as it ignored irrelevant alarms and
detected twice more anomalous traffic than the
more accurate combined detector.

The established methodology allows us to accu-
rately detect anomalies in the MAWI archive
and precisely assign concise labels. Our results
are updated daily using the MAWI archive and
are publicly available[122] to assist researchers
in benchmarking their detectors. We encourage
researchers to contribute to our system by sub-
mitting to us their results or detectors, so we can

maintain a reliable labeling of the MAWTI archive.
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