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A Comparative Evaluation of Traceability
in CJK Internet

In this paper, we evaluate the traceability in
IP traceback systems (IP-TBSs) by deployment
simulation. In general, the traceability of attack
sources or attack paths is expected to improve
with the number of autonomous systems (ASes)
participate in such systems. However, since there
are various types of AS, such as core AS and
leaf AS, the traceability would be affected by the
types of network topology and/or the deployment
scenario. Herein, we employ 3 types of emu-
lated Internet topologies that resemble the inter-
AS topology in China, Japan, and South Korea.
We use 4 types of deployment scenarios to esti-
mate the traceability of attack sources and attack
paths. On the basis of the obtained results, we
discuss the deployment scenario in each network
region and demonstrate our scenario used in the

field test conducted in the fiscal year 2009.
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Php-Syslog-NG 2.9.1 Unstable [ cdukes ] 16-Jun-2006 16:00 EST aturday December 05th
Network Syslog Manitor ol
Logout Search Config Help  About I
Use this [ink to reference this query directiy: QUERY
SEVERITY LEGEND |
ARCHTO SEARCH DEBUG  INFO  NOTICE  WARNING |NERROEN "crir IS IS |
SELECT * FROM logs WHERE msg like %found% ORDER BY seq DESC LIMIT 100
hosT ___JFAciLITyTiME [MEssacE]
fujisawa locals  07:16:02 TC: (pid=14233) [info] ClientTrace Result AS=2500: depth 0 found (hash = hash bulk = aade90fa2d1e27c5,aboc11df5|
ipth1 locale 07:16:02
iptb1 locals  (07:16:02
iptb1 locals  07:16:02
kotemachi locals 07:16:02
notemachil locals  07:16:02
iptb1 locals  [07:16:02 ITM: (pid=2612) [info] BTM-Notemachi2:Trace Result BTH: not found a8164fecca7791f6
fujisawa locals  07:16:02 14225) [info] Trace Result BTM: found [found/total] = [4/5]
notemachi2 locale 07:16:02 BTM2: (pid=5510) [info] Trace Result BTM: not found a8164fecc97791f6
notemachi2 locals  07:16:02 TC: (pid=5518) [info] ClientTrace Result A5=2500: depth 0 notfound (hash = hash bulk = 644c81f7716a569b,0b4933f:
kotemachi  locals  07:16:02 BTM2: (pid=31957) [info] Trace Result BTM: not found 4e829ceba640e361
iptb1 locals  07:16:02 ITM: (pid=2612) [info] BTM-Notemachil:Trace Result BTM: not found 4e829ceba640e361
notemachil locale 07:16:02 BTM2: (pid=1133) [info] Trace Result BTM: not found 4e829ceba640e361
iptbt locals  07:16:02 ITM: (pid=2612) [info] BTM-Fujisawa:Trace Result BTM: not found 4e829ceba640e361
fujisawa locals  07:16:02 BTM2: (pid=14225) [info] Trace Result BTM: not found 4e829ceba640e361
iptb1 locale 07:16:02 612) [info] BTM-Kotemachi:Trace Result BTM: not found 4e829ceba640e361
iptb1 locale  07:16:02 : 612) [info] BTM-Notemac| race Result BTM: not found 4e829ceba640e361
notemachi2 locals  07:16:02 BTM2: (pid=5510) [info] Trace Result BTM: not found 4e829ceba640e361
notemachil locals  07:16:01 =1141) [info] ClientTrace Result AS=2500: depth 0 found (hash = hash bulk = 3de09e6c0ad47edf,4e8b2a5eca
ipth1 localé  07:16:01 612) [info] BTM-Notemachit:Trace Result BTM: found [found/total] = [3/5]
kotemachi  locals  07:16:01 BTM2: (pid=31957) [info] Trace Result BTM: not found beb31556135fd8f5
notemachil locals  07:16:01 BTM2: (pid=1133) [info] Trace Result BTM: found [found/total] = [3/5]
iptb1 locals  [07:16:01 ITM: (pid=2612) [info] BTM-Fujisawa:Trace Result BTM: not found beb31556135fd8f5
iptb1 locale 07:16:01 ITM: (pid=2612) [info] BTM-Notemachi2:Trace Result BTM: not found beb31556135fd8f5
iptb1 Iocals  (07:16:01 ITM: (pid=2612) [info] BTM-Kotemachi:Trace Result BTM: not found beb31556135fd8f5
fujisawa locals  07:16:01 BTM2: (pid=14225) [info] Trace Result BTM: not found beb31556135fd8f5
notemachi2 locals  07:16:01 BTM2: (pid=5510) [info] Trace Result BTM: not found beb31556135fd8fs
kotemachi| localc modtins TC: (pid=31963) [info] ClientTrace Result AS=2500: depth 0 notfound (hash = hash bulk =
6dsecfafcoff6f0df04090ca36980474,25deBc3045609668c212cc1098e27f31,038e3bbe74ef62a7531472bbfbc97dce, 7f4
kotemachi  locals  07:15:52 BTM2: (pid=31957) [info] Trace Result BTM: not found fbe2b1f5fc55af6d29569b8da7c88363
iptb1 locals  07:15:52 ITM: (pid=2612) [info] BTM-Fujisawa:Trace Result BTM: not found fbe2b1fSfc55af6d29569b8da7 88363
fujisawa localé  07:15:52 BTM2: (pid=14225) [info] Trace Result BTM: not found 55af6d 7cB8363 o
v

Php-Syslog-NG 2.9.1 Unstable [ cdukes ] 16-Jun-2006 16:00 EST
k Syslog Monitor

Logout Search Config Help  About

Use this fink to reference this query directly: QUERY

BACK TO SEARCH SEVERITY LEGEND
Number of Entries Found: 11 DEBUG INFO NOTICE WARNING ERROR CRIT | EMERG |

SELECT SQL_CALC_FOUMD_ROWS * FROM logs WHERE msg like '%B4585efe94e40813°

[se0  JHost  [raciLiTY[DATE TIME [MESSAGE]
- locals- 2009-12-07 TC: (pid=14928) [info] trace target hash 84585efe94e4e813 ether 00:16:9¢:7c:b0:00->00:0e:39:e3:34:00
B L ip 114.36.176.166->203.178.133.3 proto tcp cap_time 06:07:15
local6-  2009-12-07
infe  06:07:17
local6-  2008°12-07
info  06:07:17
o locals-  2009-12-07 BTM2: (pid=14915) [info] Trace Result BTM: found B4585efe94ede813 00:16:9c:7c:b0:00-
platcoaipotemachit i 0&r0ded >00:0e:39:3:34:00 06:07:15 ASN: 2914 Direction: INCOMING
locals-  2008-12-07
info  06:07:17
localg-  2008-12-07
info  06:07:17
g locale-  2009:12-07 ITM: (pid
A bt info  06:07:17 >00:0e:
localg-  2009-12-07
info  06:07:17
locale-  2008-12-07
info  08:07:17
localg-  2008-12-07
info  06:07:17
locale-  2009-12-07
info  06:07:17

543908335 notemachil TC: (pid=14928) [info] Trace Start: [84585efe94e4e813]

543908356 ipth1 ITM: (pid=2807) [info] BTM-Kotemachi:Trace Result BTM: not found 84585efe94e4e813

543908364 notemachi2 BTM2: (pid=5859) [info] Trace Result BTM: not found B4585efe94ed4e813

543903368 fujisawa BTM2: (pid=24855) [info] Trace Result BTM: not found 84585efe94e4e813

07) [info] BTM-Notemachil:Trace Result BTM: found 84585efe94e4e813 00:16:9c:7c:b0:00-
:e3:34:00 06:07:15 ASN: 2914 Direction: INCOMING

543908374 iptb1

™ (pi ) [info] BTM hi2iTrace Result BTM: not found 84585efe94e4e813

543908377 ipth1 ITM: (pid=2807) [info] BTM-Fujisawa:Trace Result BTM: not found 84585efe94e4e813

543308330 kotemachi BTM2: (pid=23294) [info] Trace Result BTM: not found 84585efe94e4eB13

543308392 notemachil TC: (pid=14928) [info] ClientTrace Result AS=2500: depth 0 found (hash = 84585efe94e4e813)
Result Page: [1]

Executed in 0.503444910049 seconds

04.5. IPOO0O0OOODOOOOOOOODOOOOOODO

gbooobooooobbooboooboooboooboo gooooooobooooooooooboboboooa
goooooo450000400000000O 00000 MACOOOOO 00:16:9¢:7¢c:b0:00 0 0
00o0ooooooooooooo AS29140000 oowilbEOoOoOoooooooooooooooo
000000000 INCOMINGODOODOOAS2914 0 00:0e:39:e3:34:000 00 000000O000O0OO

147

OwdOe

OO0O00oOOoOooOooOoOoOooOoOoOd ge




report

P R OJETZCT 2 0 0 9 a nnu a

E

D

e OO0 IPOUOOOOOCOCOOOOOODOOOO

OO0 MACOOOOO ASOODOOOOOODOOO
ooooooooooooboOoOoOoooIXoooo
O0000O00o0oO0o0ooOoooOoAsSOoOOO
0000000 ASOO0OO0O00oOoOooooooo
obooooobooooooooocboooooboooboo
ooo

ooooooopooTrcoooooo pCcboOnO
goooooTcoOoooOoOOoOoOOOOOOO
O000D000000DoeSODOOO0DOOOO DoS
oooooo0opo0ooooooooTCOOOOOO
ooooooboooooooooooooooboo
ooooooooooooobooobooooooboooo
ooooooooboooooooobooooooo

gs50 00004

2009000 Traceback 00000000000
ooIpO0O0O0OO0OO0O0OO0OOCOOOOOOCOOOO
gboooboooboobooboooobooooooboo
gboboobooboooboobooboobooooa
0000000000oooooooooIsp 150
poooooooowlbEQOOOOOOOOOO
00 ASOODOOOOOO0O0O0O00000000O0
ooooooooonooooooooboobooooo
gbooobooooboooooboooo

gboooooboooooboooobooboooo
gbobooboooboooooobooboooboooobog
gbooobooobooboooobooboooooboo
ooooooooIpobOboOoOooOooboboOonn
gboboobooboooboooboooobooobooo
gooao

20100000000000000000 WIDE
gboboobooboooooboooobooooo
gobooboooboooon

148



