(] XIII [

SCTP U0 DCCP U
ooyt






130
SCTPOUOUO DCCPOUOOUODOODO

010 good

sCTpOOOOO0O0O0OOOOOOOOOOOO
000000000SCTPO Stream Control Trans-
mission Protocol[l] DCCP] Datagram Congestion
Control Protocold 00 O0OOOOOOOOODODO
gobgobooobooboboobooboboboo
eWIDEOOOODOOOOOOO0O0O
e SCTP Profiling Module DO 0000
e SCTP O Mobile IPv6 000 0OOOOOODO
goboboobooo
e SCTP O ADD-IPO0OOOODOOOOODOO
good
goooboooboboobooboboo

020 wbeEOOoOooooooood

210000000000000

SCTpO0O00OdO00OO0OODOODOOOODOOOO
J000oOoOoOooDO 2000000 SCTPO Session
Control Stream Protocold [236) 00000000
J00oooooouoooooooooo osoon
OosCTpO0O0O0O0OOOOOUOOODOOOOOOnO

gboooboooboboobooboobobooobo
gsCTpOOO0O0OOOOOOODOODOOOOOODO
gooboobobobobobobobob2o0060
3000090oooooo WIbEODODDOGOOoOO
googoooo

1000000 20060 30000000000
J00oooooooooogg scrpoooooOO
gooboooboobooboboooobooooo
goboooobooboboobooboboo
googo

gooooooooooooooooooooo
ooooooooooooooooooooooo
O ADD-IPOOOOOOOOOO

gooooooooooooooooooooo
Oo00O0O00 “Cumulative ASCONF” 00000
0000 [235)00000700000000000
ooooIETF-e6 000000000

goboogsooooooooooooooooon
ol1oooooooooooooboooooooo
oooo

gooooz2o060 90000000 WIDEDODO
o000 2000000000SCTPOOOOOO
ooooooboooooooooooboooooooon

2200000

WIbEOOOOODOODOOOoDOoobOoobooooo
gooosCTpOOO0OOODOODOODOOO

SCTpOOO0DOOO0ODOOO0ODOOODOOODOOO
gooooobobbobooooooboboboood
SCTpO0O0000O0O0OOOOOOOOODOODOOODO
goooooboboobooooooobooboood
oo scCTpOO0OODOOOOOOoOooOOoOg SCTP
oopooosooooooo screoooooog
0o0ooooo socKsoooooo screpood
0ooooooooo soCcKksooooooood
oooosoCckKsonoooooooooooood
SCTpOO000IPOOOOOOOOOOOODODO
0o0pooOoSsCcTpOOODOOOOOSCTPLbOO
FreeBSDOMac OS XOLinux 0 0 0 0 O OWindows
gooooobobobooooooooboboboood
goooooboboooooooono

000000 FreeBSD6OOOOOOOoOoOoOoOO
SCTpOOO0DOOO0ODOOOOOOSCTPOOODO
0ooooo TCceO0DO0OO0OOOOOOOOOOO
ooooosocKSOooooooooo

gooDooooooo sCcTpOOOOO0OOOO
oopoooooooooooooscTpOoOOOO
goooooooooooooooboobooood
gooooono

157

P ROJETCT

00000000 DDA 00O 4I)s Onoe

s




t

reepor

P R OJETZCT 2 0 0 6 a nnu a

E

D

e [0 130 SCTPUOODCCPUOOOOOOOO

over TCP

over SCTP

0 2.1.

2300000000

gooooooooooooooboooooooo
ooooooooooooooooboooooooo
goooooboooooooooooboooooooo
ooooooooooooooooboooooooo
oooooo

231 SCTPOODOODOOOOOSCTPLibOOODO

SCTPODOOOOODOMOOSCTPLibO O Verl.0.X
oo0 Verl3.X0O0ODO 2000000000000
OJO0OSCTPLbOOOOIOOOOOODODOO Michel
Tuexen 0 Mac OS X OOO SCTPODODOOO
goooooooobooooobobooooooono
Verl.0.XOOOOWindows OO OOOO OSOO0O
O00OOADD-IPOOO0O0OOOOOOOOVerl.3.X
O0OO0OADD-IPOOOOOOODOOODOOUNIX
ooSOo0o0pooooDoooooooooooon

Oooooooooooooobobooooobo
000 OS100 WindowsOO O OO SCTPlLibOO
J0000o00o00obOOobOOoboOoogdVerl.0.xoo
0000000 0ADD-IPOODOOOODOO2006 0
00 WIDEODOOOMI

O000O0OFreeBSDOO SCTPOOOOOOOO
O0OOADD-IPOOO AUTHOOOOOOOOO
oooooooooon SCTPlibO AUTHO OO
goooooboboboboooooobooboood
OO0000IETF-66 00000000 OCumulative
ASCONFO2400000000002006 000
WIDEOOODO M

232 00000000000000O00
SCTP OO HeartBeat 00000 ASCONF OO
goo0doooooooooooooooooooo

158

SCTP SOCKSH—/3

&—Asctp1.camp.wide.ad.jp)

i BT
= ﬁ
TCP

(BRI ZL)

SENOC HIZZRE)

oooo

joo0oo0o0ooooooooo0ooooooooo
joo0oo0o0ooooooooo0ooooooooo
pobobobobooooboobobboboog
joo0oo0o0ooooooooo0ooooooooo
poooooobobobobbooooooooo
ooooOoogscrrib0doooOoOoOooooOO
gooooooosuonoooooooooooooo
poooooobobobbboooooooobooog
pobobooboboboooboobobobooog
pobobooboboboooboobobobooog
Oo0poooosCTrPlibOODOODDODOOOOOOODOO
00o0oo00o0oooo0ooDoooogOASCONF
oboboboooboobobobobooooong
pooooooboobobbooooooooooog
pooooooboobobbooooooooooog
pooooooboobobbooooooooooog
HeartBeart 0 0 000 00O OHeartBeat ACK O
0ooooooooboboboooooooooo

233 00000000000
gbobooboobooooboobooboooooon
goooooboooooooboIpOOO0OOOODO
gooooooopooooscreibooOonooonO
gboooboooboobooooobooobooobooo
oo0o0o0ooo0oooo LANO PHSOOOOD
oo0oooo0ooo0oooo0ooOn pHSODO
gbooooooobooooboo
gboboobooboooobobooboooboooo
gboooooobooboooooobooobooooo
gboooboooobooboooooo

234 0000000000000
Windows 0000 LANOOODOOOOOOO
0oOoo0ooo0ooooooOooOo LANODOOOD



gooooooooooooooboooooooo
gooooooooooooooboooooooo
gooooooooooooooboooooooo
gooooooooooooooboooooooo
ooooooooooooOooooscTrliboOO
OLANOOOOOOOOO0OO0OO0OOO0ooooo
gooooooooooooooboooooooo
gooooooooooooooboooooooo
gooooooooooooobooooooooobo

2350000000000000000000O
ASCONFOOOOOOOOOOOOOOOOO0OO0
goooooooooooooobooOoooooo
goooooooooooooobooOoooooo
gooooooooooooobobooooooooboo
ooooooooooooooooboooooo
gooooooooooooooboooooooo
gooooooocooooooo

2360000000 O0ODOOODOOODOOOOO
goooo
ubobobodobooboboooboobooooo
gbobooboooooo

2.4 Cumulative ASCONF 000
goooooooooobbobooooood
ADD-IPO00OO0O0O000OO0DODODO 100 ASCONF
goooooobobobobooooooboooood
goooooobobobobooooooboooood
goboboboboooooboooooobooboa
O ASCONFOOOODODODOOODOOOODOOO
0ooooooooono ASCONF-ACKOOOO
goooooobobobobbooooooboooood
0ooooooooooooonOo ASCONFOOO
gooooooboboobooooo
goooooboboboboooooooboooood
0000000000 00OASCONFOOOOOOQO
FloodingO OO OOOOOOOODOOOOOODO
gooooooooobooooooooooood
0oooooooooooooooon ASCONF
0ooooooo ASCONFOOODOODOOODOOO
00o0oDooooDo [312]0
e[1000 ASCONFOOOOOODOOO ASCONF
0ooooooooooooooo ASCONF

OO0O0000O0BundleDODOOOOOO
eJ00 ASCONFUOOOOOODOOUDOOO
gooooooobooo
00000 Internet-Draft “Cumulative ASCONF
chunk transmission extension”[136] 00 0000
gooobooobooboobobooboobooooog
goooo
gooz2o060 90000000 WIDEDODODO
god20000000oooooboooooogooo
opooosocKSOooooooooooooooo
gooboooooooobooooooobbooboooo
00000 ADD-IPO0OO0OOOOOO Internet-
Draft 00 00O 0O O“Stream Control Transmission
Protocol (SCTP) Dynamic Address”[237] O OO
gooobooon

2500000

SCTpOOO0OIPOOOOOOOOOOOOOO
gboboobooolobobooboooooooooboa
gdooooooobobbboodooououoooooa
gbobooboobooooboobooobooooa
gbobooboobooooboobooobooooo
O0O0O0D [310,311J0000000000O SCTP
gbobooboobooooboobooobooooa
gbobooboobooooboobooobooooa
good

26000

SCTpOOOD0ODOOO0ODOOODO 20000000
gooooobobooboooooooboobooood
00 “Cumulative-ASCONF” OO0 O00O0O0OO
gooooooobboooooboboooooobo
IETFO000000000000O00O0000O0000OO0
gooooobobobobooooooobobobooood
gooooscTpooooooOoOooooooOoon

0 30 SCTP Profiling Module D O O 00O

Abstract

Nowadays, it is not rare that a mobile node

equips multiple interfaces such as FEthernet,
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802.11b, mobile phones and WiMAX. A node
with multiple interfaces has the possibility to
utilize the multiple network accesses for robust
and efficient communication. However, TCP can
handle only a single IP address per connection.
Hence, applications that uses TCP can not utilize
multiple network access fully. The Stream Control
Transmission Protocol (SCTP) is a new transport
protocol which is receiving attention as the suc-
cessor of TCP. One of the advanced features of
SCTP is multi-homing, which allows an endpoint
to have more than one IP address for switchovers
to be transparent to higher layers. In this docu-
ment, we focus on issues in SCTP multi-homing
and propose a new framework that enhances this
feature to realize smooth switchover. By esti-
mating the condition of each networks, such as
delay or loss-rate, our framework enables SCTP
to use the best address that meets users’ require-
ments. Since our framework will be useful for
delay-sensitive or loss-rate sensitive applications
in multi-homed environments, it will be suitable

for applications in mobile environments.

3.1 SCTP Multihoming and Switchover
3.1.1 Multihoming Mechanism in SCTP

A host with multiple network interfaces can be
assigned multiple IP addresses on an IP network.
These kinds of hosts are referred to as “multi-
homed” hosts[21]. Multi-homing is a technique
used to increase the reliability of the network con-
nection in multi-homed environments. The con-
cept of multi-homing is simple. If the reachability
of one IP address is lost, other IP addresses will be
used to maintain network connectivity of the host.
However, applications which use TCP cannot ben-
efit by this technique. This is because a TCP
endpoint can only support a single IP address
per connection. Hence, when a host decides to
change the IP address in use, all TCP connec-
tions on the hosts will be terminated and have
to be reconnected. This will cause extra over-
head to applications and network traffic since it

might force some applications to start over. On
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the contrary, a SCTP endpoint can support mul-
tiple IP addresses per association. This feature
allows SCTP to change the IP address for com-

munication without terminating.

3.1.2 Switchover Mechanism in SCTP

As mentioned above, an SCTP application on
a multi-homed host can increase the stability of
communication by utilizing multiple IP addresses
on the host. During association setup, each
SCTP endpoint exchanges the list of available
IP addresses on the host. Each endpoint selects
a pair of destination and source addresses from
the address list and defines it as the primary
path. SCTP sends all data through this pri-
mary path for normal data transmission. If SCTP
fails to receive an acknowledgment for a data
packet before the retransmission timeout (RTO),
it increases error count by one and retransmits
the data packet to another destination address
in the peer’s list. If the sender SCTP receives
an acknowledgment for the retransmitted packet,
further data is transmitted to the primary path
again.

To verify the reachability of the peer, SCTP
transmits heartbeat packets to all destination
addresses which include addresses marked inac-
tive. The heartbeat packets are special pack-
ets which are transmitted at constant intervals.
If an address acknowledges the heartbeat, it is
assumed that the address is reachable. Otherwise,
error count for the address is increased until it
exceeds the threshold and the address is marked
inactive. The default value of the error count,
Path.Maz. Retrans is 5, as recommended in the

RFC[236].

3.1.3 Issues in SCTP Switchover

First issue in SCTP switchover is that the fail-
ing over process takes time. A sender tries to
retransmit a data packet 5 times until it considers
the primary path to be inactive and switchover to
another path. This is because Path.Maz. Retrans

is set to 5 as recommended. The retransmission



timeout is doubled each time a timeout occurs.
Thus, it takes over 30 seconds from first packet
lost to the time that the primary path is marked
inactive and another path is chosen as the new
primary destination. Since only several packets
have been transmitted during switchover process,
this is critical for communication performance.
We might be able to improve this behavior
by reducing Path.Max.Retrans to a lower value,
such as 3. In this case, the switchover time will
be reduced to about 7 seconds, which might be
better but still causes great performance degra-
dation. Further reduction of Path.Max.Retrans
might introduce a ping-pong effect where the
address used switches from one to another too
frequently that it might cause problems. The
second issue is that switchover is triggered only
when reachability of the path is completely lost. If
the primary destination does not fail completely,
but it becomes limited due to certain factors (for
example an increase in delay or a decrease in
bandwidth), SCTP does not recognize this change

and continues to use the primary destination.

3.2 Profiling Framework for SCTP

To solve the problems presented in the previous
subsection, we propose the SCTP function that
measures the characteristic of all possible paths
and ranks the paths based on these measurements.
The SCTP specification provides a special chunk
type called heartbeat used for checking the reach-
ability of the available destination addresses. Our
proposal uses this heartbeat chunk to measure the
characteristic of the destination. We also provide
a special API that allows applications to specify
preferable characteristics for its path. Our scheme
tries to provide the best path for applications
based on the rank of the paths. For example, if an
application specifies small delay preference, our
scheme always chooses the path with the small-
est delay for the primary path. Since our scheme
allows SCTP to switchover to another destina-
tion address without waiting for multiple time-

outs, it can improve communication performance

W I D E

drastically when some errors occur on the primary
path. Since sending heartbeat chunks conforms to
SCTP specifications, our proposal does not vio-
late the SCTP standard. In addition, our pro-
posal does not require any modification on data

receiver side.

3.3 Implementation

We implemented our scheme in the SCTP refer-
ence implementation on FreeBSD5.4. We use the
SCTP code from the SCTP Kernel Implementa-
tion for FreeBSD[214].

Figure 3.1 presents a graphical overview of the
architecture for our implementation. The main
part of our implementation is the Profiling Frame-
work that provides the necessary functionality to
the SCTP stack in the kernel. The Profiler Mod-
ules implements different algorithms to measure
the characteristic of the path and can be used to
offer different switchover services to user applica-
tions. Since the Profiler Modules are implemented
as loadable kernel modules, system administrators
or users can load or unload these modules for their
own purpose. Applications that want to use our
Profiling Framework can specify a preferred pol-
icy through APIs. The Profiler Modules which are
specified in applications should be loaded before

the applications are executed.

Application

SCTP

o
i gt gt 885 | T e
lsctpﬁprofiIerﬁregisterﬁmodﬂk [ module_function()

1p [ module1_hb_callback() }

““name: module 1
function()
hb_callback()

=Profiling Framework=

P

Fig. 3.1. Architecture of the Profiling Frame-
work for SCTP
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3.3.1 Profiling Framework

The Profiling Framework is the function that
manages all Profiler Modules and associates
them with user applications. When the Pro-
filer Modules are loaded, the Profiling Frame-
work registers the modules and starts to main-
tain the status of the modules. When a mod-
ule is used by applications, the Profiling Frame-
work invokes the functions in the module
accordingly. To register or unregister Pro-
filer Modules, the Profiling Framework supports
two functions: sctp_profiler_register_module() and
sctp_profiler_unregister_module(). These two func-
tions are called from the Profiler Modules when

they are loaded or unloaded.

3.3.2 Profiler Modules

As stated above, each SCTP Profiler Module
implements different algorithms to measure the
characteristic of the path and provides its own
switchover service to applications. The SCTP
Profiler Modules are implemented as loadable ker-
nel modules so that they can be unloaded when
they are not needed. A loadable kernel module is
easier to develop and debug than a built-in imple-
mentation in the kernel.

Each Profiler Module needs to register three
types of information: name, function, hb_callback
to the Profiling Framework when it is loaded. The
name type is the unique identifier of the module.
This identifier is used for applications to specify
the modules which they want to use. The function
type is the pointer to the function in the mod-
ule which is invoked periodically from the Profiler
Framework. The function type manages heart-
beat packets transmission based on its algorithm
and calculates measurement results and switches
the primary destination when it is necessary. The
hb_callback type is also a pointer to the function in
the module which is invoked from Profiler Frame-
work whenever a heartbeat acknowledgment (HB
ACK) arrives. It is used to update the mea-
surement results by analyzing information in HB
ACKs.
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3.3.3 API

Application programmers can choose their pre-
ferred profiler function through an API. For this
purpose, we define a special structure: struct
sctp_profiler_opt. This structure is used for
a setsockopt() or getsockopt() call with the special
optname: SCTP_PROFILER_OPT. Figure 3.2
shows the definition of the sctp_profiler_opt struc-
ture. The sprof-modulename is the name of the
module that is to be used. This value should be
one of the module names registered in the Profil-
ing Framework. The sprof-assoc_id is the identi-
fier of the SCTP association which should be asso-
ciated with the module. If this value is set to 0,
it means that this module should be used as the
default for all new associations. The sprof-interval
specifies the interval that the function in the mod-
ule is called. If this value is set to 0, the module
will use a pre-defined default value for the interval.
If this value is set to —1, it means that the mod-
ule should be deactivated for the specified associ-
ation. Figure 3.3 shows an example usage of the
Profiler Framework. In this example, we specify
the use of the RTT profiler modules which will
be explained later. This module will be applied

to all new associations, since sprof-assoc_id is set

struct sctp_profiler_opt {
sctp_assoc_t sprof_assoc_id;
char sprof_modulename [256] ;
u_int32_t sprof_interval;

Fig. 3.2. sctp_profiler_opt structure

e N

struct sctp_profiler_opt opts;

opts.sprof_assoc_id = 0;

strcpy (opts.sprof_modulename,
‘‘profiler_rtt’’);

opts.sprof_interval = 1000;

setsockopt (sockd, IPPROTO_SCTP,
SCTP_PROFILER_OPT, &opts, sizeof (opts));

o
Fig. 3.3. An example of an RTT profiler

module



to 0. The measurement interval is set to 1000

millisecond.

3.4 Conclusion and Future Work

In this document, we discussed the issues in
the switchover mechanism in SCTP and proposed
a new framework that enhances this feature for
performance improvement. We provide handy
APIs so that existing SCTP applications can uti-
lize our framework by just adding a few lines of
code. We have developed simple Profiler Mod-
ules: m_lossprob and m_rtt and examined that our
modules enable applications to switch the primary
path immediately without waiting for consecu-
tive timeouts. To evaluate our method, we con-
ducted various tests in our experimental networks
and confirmed that our modules can switchover
to alternate path within 2 seconds while original
SCTP takes over 30 seconds for switchover. Our
framework will be especially useful especially for
mobile nodes that equip multiple wireless inter-
faces. Although the network condition of wire-
less networks changes frequently, our framework
can hide it by choosing the best path among the
available paths. Hence, delay-sensitive or loss-
rate sensitive applications can benefit from our
framework. As future work, we plan to develop
a streaming application for mobile devices based
on our framework and evaluate the performance

of our system.

040 SCTPO MobilelPv6 DODOOOOOOO
ooooooooooboogo

4.1 Introduction

Mobility support is the key feature to realize all
IP mobile networks. Many mobility technologies
have already been introduced and standardized
at the Internet Engineering Task Force (IETF).
Mobile IPv6[112] is a mobility protocols which
enables a mobile node to roam between sub-

networks without any session break. However,

during handover, the small break can be observed
because the mobile node must update its binding
to newly acquired care-of address. To do so, the
mobile node sends a binding update to its home
agent and may also transmits binding updates
to correspondent nodes. Before completion of
binding updates, the mobile node cannot commu-
nicate with any nodes. The latency depends on
round trip time between a mobile node and either
a home agent or a correspondent node. This
handover latency must be minimized so that users
and applications are unaware of roaming period.

It is expected that several new services will
be built on all IP mobile networks, such as 4G
cell phones, vehicle communications (Intelligent
Transport System) and Personal Area Network.
Real-time applications such as VoIP and stream-
ing are sensitive to even small session break.
Although it is required that the handover latency
must be minimized, Mobile IPv6 does not provide
optimized scheme for smooth handover. Thus,
several researches are introduced to minimize the
handover latency by extending Mobile IPv6 pro-
tocol such as FMIP. FMIP will be useful when
a mobile node equips with single wireless inter-
face. However, a mobile node now has many wire-
less interfaces to access the Internet and can han-
dle multiple interfaces simultaneously. There are
also some proposals to manage multiple interfaces
and IP addresses on Mobile IPv6[265]. While han-
dover operation is proceeded, one of active inter-
face can accommodate traffic on behalf of roam-
ing interface. In addition, a mobile node may
utilize multiple interfaces simultaneously for load
balancing and bandwidth aggregation. In future,
it is obvious that these technologies are operated
on all IP mobile networks, but the modifications
required by these technology are spread to every-
where in Mobile IPv6: a mobile node, a corre-
spondent node, and a home agent.

We investigate the use of Stream Control Trans-
mission Protocol (SCTP)[236] to achieve low han-
dover latency on regular Mobile IPv6. SCTP

is capable of handling multiple addresses for
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a session and has a feature of failover mechanism
when one of address is failed. The home address
is used for correspondent nodes to identify the
mobile node all the time. Our scheme is designed
not to modify existing protocols at all. Only oper-
ations of a mobile node are newly defined between

SCTP and Mobile IPv6.

4.2 Mobile IPv6 and SCTP
In this section, we briefly describe Mobile IPv6
and SCTP.

4.2.1 Mobile IPv6

Mobile IPv6 allows a mobile node to be
addressed by a home address all the time even
though the mobile node changes its point of
attachment to the Internet. When the mobile
node is attached to a new network, the mobile
node sends a binding update to its home agent,
a router on the mobile node’s home link. A bind-
ing update describes the relation between the
home address and an IP address associated with
the mobile node while it is on the visiting link,
called care-of address. When a correspondent
node sends a packet to the home address of the
mobile node, the home agent receives the packet
by normal routing in the Internet. Since the
home agent has the binding for mobile node, the
home agent can forward the packet to the current
mobile node’s care-of address by the bi-directional

tunnel. After the mobile node receives the

Home Agent

Binding
Home Address —> CoA

N
Binding Update *.

é Mobile Node
-

Correspondent Nodes
Binding
Home Address —> CoA

Fig. 4.1. Mobile IPv6
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tunneled packet, the mobile node sends a bind-
ing update, causing the correspondent node to
cache the mobile node’s binding into its binding
cache database. Consequently, the correspondent
node routes packets directly to the mobile node’s
care-of address according to the registered binding

cache.

422 SCTP
Stream  Control  Transmission  Protocol
(SCTP)[236] is a newly defined transport pro-
tocol. The feature of SCTP is message oriented
reliable transmission while TCP is byte-oriented.
The message oriented transmission is suitable
for telephony applications which often required
rigid timing. TCP provides reliable transmission,
but the rigid timing is hard to make because
of strict TCP packets’ sequence management.
In addition, TCP does not provide redundancy
of transmission when an IP address becomes
invalid, while SCTP supports multihomed IP
communication. The mobile SCTP is introduced
to support seamless mobility by using SCTP mul-
tihomed IP support feature[200]. The advantage
of mobile SCTP is that no modification is needed
in networks, while Mobile IPv6 requires a home
agent to provide mobility support. However,
the mobile SCTP does not provide reachability
assurance because of address changes. To support
correspondent node initiated communication,
another mechanism such as Dynamic DNS is

needed to reach the mobile node.

4.3 System Overview

Figure 4.2 shows our system overview. A mobile
node has multiple interfaces in order to access the
Internet permanently. This configuration is quite
common these days even for small terminals like
mobile phones. The mobile node obtains multiple
IP addresses at the visiting network at each inter-
face. It also run Mobile IPv6 and manage a home
address as its unique identifier. The mobile node
selects one of IP address as a care-of address of

Mobile IPv6 to send a binding update. Once the
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Fig. 4.2. System Overview

mobile node completes binding registration, it can
start SCTP session at the home address. The
home address becomes a primary address in the
SCTP session. During the communication, the
mobile node notifies the IP addresses other than
the care-of address as secondary IP addresses to
correspondent nodes (Figure 4.2-a).

The secondary IP addresses will be used only
when the primary IP address becomes invalid due
to handover. This failover is conducted by SCTP
(Figure 4.2-b). After all the binding updates are
completed, the mobile node notifies correspondent
node to let the home address be a primary address
again. Then, the communication is now back
to the primary address which is home address
(Figure 4.2-c). Note that our scheme assumes that
the mobile node always uses only one of inter-
face for communication. This limitation is from
SCTP specification, because SCTP uses multi-
ple addresses management feature only for redun-
dancy purpose.

The possible issue of SCTP is that the
failover operation takes certain time. The SCTP
specification[236] stated that the failover will
be begun when the retransmission timeout is
occurred Path.MAX.Retrans times which default
value is 5. If the initial timeout value is set to
1 sec, the average time for the SCTP failover
procedure is about 30 seconds which is too slow.
However, this can be optimized to tune SCTP

parameters and to use other layer information

such as link status events to start SCTP failover

process.

4.4 Evaluation

The advantage of our scheme compared to other
smooth handover mechanisms are listed below.

e When the fail over is occurred, the trigger of
flow redirection is done by SCTP. Since IP
does not have such capability in original, it is
more natural to handle it in transport layer.

e Eind nodes do not need to extend Mobile IPv6
and SCTP, while most of related work extend
Mobile IPv6.

e During the movement procedures, a mobile
node can send and receive packets at one of
active interface. Once it finishes binding reg-
istrations, the traffic is redirected to the home
address.

We developed Mobile IPv6 stack on BSD oper-
ating system, called SHISA. Since BSD supports
SCTP in the kernel, SHISA is used to evaluate our
scheme. We conduct experiment running Mobile
IPv6 and SCTP at the same time and investigate
how this scheme is effective for smooth handover.
The handover latency is compared among our
scheme, original Mobile IPv6, and multiple care-of

address registration ([265]).

4.5 Conclusion

This document presents a smooth handover

scheme for Mobile IPv6 by using SCTP failover
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mechanism. The scheme does not require any
modification to existing protocols, though it may
need some parameter tuning to enhance smooth
handover. There are several mechanisms to mini-
mize handover latency, but most of proposals need
certain amount of modification to end nodes and
home agents. From the view of short period,
modification to protocols on a number of nodes
are not realistic work on the Internet. Therefore,
our scheme can be useful to achieve low handover

latency to non-modified end nodes.
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