0 VIO

Linux 0 0 00O IPv6/IPsec
Joooobobod






W I D E

060
Linux 0000 IPv6/IPsec0 00000000

010 usAGcGiObOooooooooog

20 2006000000

USAGIOOOOO0OO0OLInuxOOOOO00OO00O
Ipv6OOOO0OO0OO0OO0O0O0OO0OOOOODODOOOOO
gooooooooooo wibEODOOOOOOO
ooooo0oo0oooooooo0o0o0oon

USAGIOOOOO0OOO0O0O00O0OOLIinux O IPv6
gooooIpve00OO0OO0O0OOOOOOOOO
oooooooOooooooooOoooooooon
oooooooOooooooooOoooooooon
gobooooooooboboooIpve00OoOoOO
000000000000 TAHIODOOOOOOoO
oooooooooooo

USAGI 0000000000000 00000
oooooooooooooooOoooooooon
ooooooooooooooooooooooon
oooo0ooooooooooooooooooo
000000o0oo00o0o000o000onod Linux
ooooooooooooooooooooooon
ooooooooooooooooooooooon
ooooooooooooooooooooooon
oooooopooooooooo

206000060000000000 180000
goooooooooooooooooooooo
goopbz20060000 OSSOOO0OOOOOOO
ooooooooooooooooooooooo
USAGIODOOOO0OO0OoODOOO0oooooooooo
gooooo

o0o0000ooooo0oooooooooog
0000 <nttp://www.linux-ipv6.org>0 000
ooooo

21IPv6 Mobility 00000000

21100

USAGIODOOODO0D00020030000000
000000000 Linuk00000000000
0000 Mobile IPvé 000000000000
000000000 Linux0O0000 240000
Mobile IPv6 0 0 0 DO MIPLOO 00000000
000000000000000000Linux000
0000000000000000 Linux00OD00
026000000000000000000000
00000000000000000OMobile IPv6
00000000000000000000000
00000000000000000000000
000000000 Linux0O0000 240000
000000000000 MIPL20000D00
200500 00 OMobile IPv6 00000 [6, 112] 0
00000 MIPL2000000000000000
0000 TAHIOOOOOOOOOOO0O0O0000
00000000000000000000000
ooooo

212200600000

2050 00000MIPL20000000000
gbobooboobooooboobooobooooa
gboogoz2o0c0b000obooobooboobd
00000 LinxdO0Oooooooooooooon
ooooooooooooooooooOoMIPLO
gbobooboobooooboobooobooooa
gboboobooboooobooboooboooog
oooooooooo0o00 Linx0O0OO0DODDO
goboooooooooooooobooooooboooo
gboboobooboooobooboooboooog
goooooobooobooooooooobooboboooogoa
gboboobooboooobooboooboooog

65

P ROJETCT

000000000 98q[/9Ad] DO OO Xnur] Dol e




t

reepor

P R OJETZCT 2 0 0 6 a nnu a

E

D

e 60 LinuxOUOOO IPv6/IPsec0000000ODOO

obooooobooboooooooooboooooooo
Ubbd Linnxddoooooooooooooo
oooooobooboooooooooboooooooo
oboooooooooooobooooooooboooboo
oooooobooboooooooooboooooooo
Linux 0000000 MobileIPv6 O OO0O0O0O00O
obooooobooboooooooooboooooooo

213 Linux-2.6 00000000000
Linux-2.6 00000000 O Linus Torvalds O
00000 LinuxO0OOOO0oooooooooo
Mobile IPv6[6, 112) 00 IPv6 000000000
000000000 00oo0o0o00LInux0O00O
00000000oooOo0ooooooooooo
gogooooooo
MIPL2 00000000000 OOOOOOO
gooooobbbobooooooboboood
godboodbodboobooboobooboono
gooooobbbobooooooboboood
gooooobbbobooooooboboood
gooobooboooboooboMIPL200000
goooooboboboboooooooboobooood
goooooboboooooo
(H)ObO0o0O0oDOoDoO0oO0OoDOooDOooOOooOOoOo
gooooooood
(2)0000000000
(30000000000 0ODO0OODOD
(4)0000000000O0oOo0oOoUOooUoo
00000000 net-26 000000000
gooooooooog

2.1.3.1 Mobile IPv6 OO OO0 OO0

021 00Lnux00000000O0O MIPL2O
goooooobooooooooboboooooono
XFRMUOMobile IPv60IPsecl] Neighbor Discovery
ONDMOOOOoODDDOOOODODDbOoOoOoooo
goopooogIipv6 000 8O000DDDOOOO
gooooobobobobooooooboboboood
000000 O0mMmoOOobOOoDOOooOoooooooono
goobooboooooobobooobooboooon
gooooobooooooooooboobooood
0o0o00O0o0bOOo0bOOoDoOooDmoobooo
gooooobooooooooooboobooood
gooooobooooooooooboobooood

66

oo0oooooO0o0oooooooOooooooo
00000o0oooOoCOOOCNODHAOMNDOOD
00 Correspondent Noded Home Agent[] Mobile
NodeOODOOODO

2132 XFRMOOOO
USAGIOOOOOO0OOOXFRMOOO IPsec

000000000 (1500000000000

gooooooboooooo210010000

2.1.3.2.1 XFRMOOOOOOOOO XFRMO
ODpolicyIstate 000000000000 O0OOO
XFRM state 0 00 OO0 IPsec SADO Security
Association Databased 00000000000
IPsec SADOOOOOOOOOOOOOOOODO
000000SPH Security Parameter Index00 O
gopoo0ooobooOoO XFRM state OO oo
poobobboobobobooboboboobo
000000000000 00Mobile IPv6 O state
poboooboboobobbobooboobo
IPsecO00000000OO0O0OOOOOOSPIOOO
0000000000 MobileIPv6OOOOOODO
poboooboboobobbobooboobo
pobooobooboboooboon
XFRM policy 0 00 00O IPsec SPDO Security
Policy Databased 00000000000
Mobile IPv6 00000000 IPsec SPDO OO
goo0oobo00obDoob0ooOoO0obOO0OXEFRM
policyUODOOOOO0OOOOCO OO OMobile IPv6
J000oooodoono XFRM policyUOODOOD
pobogobobooboboboboobooobo
Oo000 XFRM policyOOOODOOODOODOO
O00OO0O0OOXFRM policyOODOOQOOOOOO
0213300

2.1.3.2.2 Mobile IPv6 0 00000000000
XFRMOOOstate 00000000000000
00000000 IPsec 00 0AH[119]0ESP[120]0
IPComp[215] 0 XFRMO O DOOOOOO0O000O0O
0000D0D00000D0000000000000
Mobile IPv6 00 0000000000000000
000000000000000 XFRMOOOO
00000000000000000000000
00000000000000MmMO 2100 210
22000



W I D E P ROJETCT

021 00oO0o0oo0ooOod

#|ooo #0000 #|o0oo0 EBSD oo oooo ooooo
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1 XFRM 1 XFRM 1 HAO /RT2 new required |CN HA MN (00000
2 | XFRM state use source address hash | new required | CN HA MN goooo
3 | XFRM bulk operation support new required | HA MN
find IPsec header place to insert it .
4 with HAO/RT?2 new required | (CN) HA MN (00000
5 | XFRM state inbound for mip6 exthdrs | new required | (CN) HA MN |0 0000
6 u'pdate XFRM state last used fix optional | CN ooooo
timestamp
decide a device by source address of .
7 IPv6 hoador new optional | (HA) MN goooo
8 |use mode as type even it was a flag new required |CN HA MN |00000
g |use acquire even inbound for RO new optional | MN ooooo
trigger
10 | XFRM debug new optional goooo
11 | Source address support for state id fix required |CN HA MN |00000
12 | non-fragment protocol support new required |CN HA MN |00000
13 | Sub policy support new required |CN HA MN |00000
2 MIP6 1 HAO 1 | HAO sending new required | MN ooooo
2 |HAO + ah6 sending new required | MN goooo
3 | HAO receiving new required | CN HA ooooo
4 | BE report new required |CN HA oooog
5 | TLV parser new optional |CN HA MN |00000
2 RT2 1 | RT2 sending new required | CN HA ooooo
2 | RT2 receiving new required | MN ooooao
3 MH 1 | MH handling new required |CN HA MN |00000
2 | MH sending new required |[CN HA MN |00000
3 | MH receiving new required |CN HA MN 00000
4 10MP6 |1 |Swap HAO address before sending  |,,., | equired |ON HA MN  |00000
ICMP6 error
Swap RT2 address before sending .
2 ICMP6 orror new required | MN gooog
Swap RT address with segment left .
3 field when receiving ICMP6 error new optional | ON
5 — 1 | mip6 debug new optional | CN HA MN
3 IPsec 1 MIGRATE |1 |PF_KEY MIGRATE new required | HA MN
2 | MIGRATE extension new optional | HA MN
2 Misc 1 | SP selector ifindex new required | HA MN
2 |IPsec + TCP fix required | (CN) HA MN
3 | UDP6 outbound flowi fix fix unknown
4 |IPsec6 + RT sending fix required | (CN) HA ooooo
. . Dooooooo
5 | IPComp and generic tunnel fix required ooooo
. . 0Dooooooo
6 | Inbound block policy fix required ooooo
7 allqw to match wild-card user id at fix optional ooooo
policy selector
4  neighbor |1 proxy 1 | proxy entry carries flag new required | HA ooooo
2 | dump all proxy entry new optional | HA
3 dop’t do proxy forwarding when fix required | HA ooooo
unicast ND
don’t do proxy forwarding to .
4 link-local destination new required | HA 0= = oy
5 don’.t update nei‘ghbor cache when NA fix required | HA ooooo
destined to proxied entry
6 | proxy NDP sysctl new optional | HA ooooo
2 — 1 | fix ndisc_flow_init to use ifindex fix unknown | (MN) ooooo
3 — 1 | fix fl6_merge_options fix required | CN HA ooooo
4 RA 1 EbAe it as a default router in receiving fix required | MN ooooo
2 | Use it as a prefix in receiving RA fix required | MN ooooo
5 address |1 flag 1 | HoA flag new required | MN ooooag
2 | never do DAD for HoA new required | MN ooooo
2 lifetime 1 | change address lifetime from user-land | new required | MN ooooo
3 prefix 1 | add prefix info from user-land new required | MN
6 S?i‘;;{rce 1 = 1 | source address selection: USAGI arch | new required | MN ooooao
address - on:
selection |2 — 1 fs}s{urce address selection: SUBTREE new required | MN g g g g g ooo
3 HoA 1 |source address selection: HoA support | new required | MN ooooag
. multiple multiple table or rule for policy . gooooooo
7 routing 1 table 1 routing new required | HA MN ooooo
2 SUBTREE |1 |SUBTREE fix for policy routing fix unknown | HA MN g g g g g boa
3 — 1 |removing netlink_skb_parms fix unknown ooooo
- 3 gooooooo
4 anycast 1 |anycast routing fix unknown | HA ooooon
8 ipv6 1 cmsg 1 |ipv6 cmsg 2292 fix in receiving fix required | MN g g g g g Doa
2 — 1 | more optimized inet6_skb_parm fix optional 0ooooo
3 ipv6 tunnel |1 |ipv6 tunnel fix fix unknown | HA MN
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table A
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table B
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0 2.2. IPv6 Routing Table
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pim6sd O 000 Opim6stat 00000000
pim6sd 000000000000 pim6stat O O
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Multicast Interface Table

Mif  PhyIF Local-Address/Prefixlen Scope Flags

0 ethl fe80::250:4ff:feb7:481d/64 3 DR PIN QRY
2001:200:1b0:1000:250: 4£f : feb7:481d/64 0
Timers: PIM hello = 0:25, MLD query = 0:25
possible MLD version =1 2

1 eth2 £e80::2c0:9fff:feed:358¢c/64 4 DR QRY NO-NBR
2001:200: ££££::2/64 0
Timers: PIM hello = 0:25, MLD query = 0:25
possible MLD version =1 2

2 eth3 £e80::213:ceff:fe45:afa2/64 5 PIM QRY
2001:200:0:8410:213: ceff : fedb:afa2/64 0
Timers: PIM hello = 0:25, MLD query = 0:25
possible MLD version = 1

3 lo ::1/128 0 DISABLED
Timers: PIM hello = 0:00, MLD query = 0:00
possible MLD version = 1

4 regist feB0::250:4ff:feb7:481d/64 3 REGISTER
Timers: PIM hello = 0:00, MLD query = 0:00
possible MLD version = 1

Multicast Routing Table
Source Group RP-addr Flags
(,%,8P)

Number of Groups: 0
Number of Cache MIRRORs: 0

RP-Set
Current BSR address: 2001:200:ffff::2 Prio: 0 Timeout: 2
RP-address (Upstrean) /Group prefix Prio Hold Age
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TAHI automatic running system
[Lastest Results]
+ Kernel Version

o 2.6 15-ref-gits
= Results

Phase-1 Self-Test Chost) Fesults [ here ] Diff [ here]
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Phase-2 Core Self-Test (router) Fesults [ here ] | Diff [ here]
Phage-2 IPsec Self-Test (End-Mode) Fesults [ here ] |Diff [ here ]
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(Host)
® [Pv6 Ready Logo Phase-2 Conformance Test
(Router)
® [Psec for IPv6 Ready Logo Phase-2 Confor-
mance Test (End-node)
® [Psec for IPv6 Ready Logo Phase-2 Confor-
mance Test (Security Gateway)
® [Pv6 Conformance Test For IPv6 IPsec
® Conformance Test For IPv4 IPsec

® Test Suite for IPv6 Ready Logo Phase-2



W I D E

g Diff Woeval — Mozilla Firefox

ZrHE RRE FTA fBEhE  Yebw-dE w-ud ANTH
<::| - I_:’:J - @ 3 @ | http:/ /testlab.linux-ipviore Aahi-autorun1 /26.15-ref (2 v‘ © & “GL |
~
Index 2.6.14 ||2.6.15-rc6 |(2.6.15-rc6-gjtl (2.6.15-rc6-gitd

[nitislizing the NUT
Initialization (please ignore)
5 Test for ICMPwE Specification (RFC 2463)
5.1.1 Transroitting Echo Requests
Transmitting Echo Requests PASE PASS PASS PASS
5.1.2 Replying to Echo Requests
A Fequest sent to Link-Local address PASS PARS PASE PASE
B.Feguest zent to global address Fall PARE PAZE PAZE
C Request sent to toulticast address PASS PASS PAZS PASS
5.1.3 Destination Unreachable Message Generation
C.Part Unreachable - Link-Local Address PASS PASS FPASS PASS
D.Port Unreachable - Global Address PASS PAZS FPARS PAZS
5.1.6 Erroneous Header Field (Parameter Problem Generation)
--- Fragment Test Preparation PASS PABS PASS PASE
Erroneous Payload PAZS PARE PASE PASE
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