I 0

Jdoooooodo 1P O






W I D E

20
gooooboooo 1P O

010 good

TACAODOODOOOOOOOOOPCOOOOO
oooooooooooooooO0ooooooon
oooooooooooooooO0ooooooon
oooooooooooooooO0ooooooon
gobgoboooboobobooboobboboo
oooooooooooooooO0ooooooon
gobgoboooboobobooboobboboo
PAJ Process AutomationTIBATJ Building Automa-
tion[] FAO Factory Automation0 0000000
goobogooboboooboobda

O0OO0O0IETFOOODOOIPsecOOODOODO
000000 KINKOOOOODDOOOD [208]0
KINKOODODOO Kerberos' OO OO 000000
gobooooboobobooboboboboo
gobgooboooboooo

oooo0ir00b0b070oooooooooon
000 WIDE Memo O OO OOODOOOOODOO
J0000000000000 KerberosOOODO
00000000000000 [293, 294, 295, 296,
297, 298, 314]0

00D 00O0OKerberos O cross-realm 0 0000
gooboooboboboooboooobooobooo
goboooobooboboobooboboo
00bOo000ooDoo0oOobDObKerberosdd O
goooooooobooobooon Kerberos O
Ob0bo00OrealmO0000O0ODOOODOODOO
0000000000 KerberosOOOOQOOOO
gobooooboobobooboobobooo
ggoog

OO0O00OOIETFODOOO0O 20000000000
1) 0000000000 Kerberos O cross-realm
goboooobooboboobooboboo

OoooooooooUooOoo2)ooooooog
0000 Kerberos 00 000000000O0O0O
ooooo

020 0000000

2.1 Kerberos [0 cross-realm 0[O

000000 KerberosO cross-realm [0 0 0 0O 00
goooooooooooobo00d00ogaETE
Kerberos WG O OOOOOO [209)0000000
00000000 0OKerberos WG OOO charter O
DDDDDDQDDDDD[QOQ}DDDDDDDDD
gooooobobooboooood

2.1.1 Kerberos 0O OO0
Kerberos[171] 0 0 00 000 O 0 0O Key Distri-
bution Center00 0 0000000000 DOOOO
OO0Kerberos 00O OOOOODOOO0OOO KDCO
000000000 realmMIOOO0O0OO0DOODOOO
Oprincipal00 0000000000 O0DOOOOOO
000ooopooooodooo Kbcoooooo
Jdoooo Xooooooo ADoDooo Yo
000000000000 0ooobOooOoooanD 2.1

K,

KX KY
X@A < > KDC@A < >Ye@A
AS_REQ
sname=KDC@A
AS_REP
sname=KDC@A
(TGT, I, S,k

TGS _REQ
sname=Y@ A
{TGT,}K,, AUTH}S,

TGS _REP
sname=Y@ A

x AP_REQ
{TICKET,}K,, {AUTH)S,,
AP_REP Sxr
{AUTH}S,
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1 Kerberos is a trademark of the Massachusetts Institute of Technology (MIT).
2 http://www3.ietf.org/proceedings/06nov/slides/krb-wg-1.pdf

21

P ROJETCT

Og=O0000000O0 Owdge




t

reepor

P R OJETZCT 2 0 0 6 a nnu a

E

D

e 20 OOOODOOOOOIPDO

000mMmOO0OoXO ASO Authentication Servicel
0000000000OrGT! Ticket Granting TicketO
000000000X0O TGY Ticket ServicedO O
J0000oOoQooOoOoOoOoOoDoDDO TICKETxy O
000000000XOd ARD APplication00 0 OO
000o0ooOoyUODoDooOoooooookbCecOO
00o0o00ooooooooooo

2.1.2 Kerberos 0 cross-realm 0

0o0o0o0o0oooooooooooooooon
0000000000000000KerberosO OO
gooKbcOOOOoOoOoOoooDooOoOoOooooo
00000000oo0oooo2220000 0000
00000000ooooOooooooooooon
0000doogogoodddeceross-realm TGT OO
o0oooo TGTOoOoOO0o0O0OOooooOoooo
godoooobbbobooooooboboboood
goo230000™

i devices

Ty g ™ ,o AT~ \
| @ H ' |
H X é Traversing Iy @ 1
H devices H ; , '@ devices 1
‘o o ; ® o,
i L \ ' 00 |
™.

0 2.2. Cross-realm 0000 KDCOODO

inter-realm relationshige~~"-===22 7 S
KD H
Cross-realm TGT,g @ H

Cross-realm TG Ty

Cross-realm TG Ty

TICKET,y

device Y of
realm E

0 2.3. Cross-realm 00000000

Exchanging KINK
with TICKET,,

2130000000000nD0

0000 PAD Process Automationd00 00000
gooobooboooboooooboobo 3gobooo
goooboboo 2400d00ob0bobbooooo
Ethernet 0 IPO0O0O0O0O0O0O0OOODODOOODODOO

-m Information network (|P)ex1Gbps

Human S —
L]
Interface Control network. (IP)
Controller Controller

...... Field )
devices i ex. 32kbsp/ine,
10devices/lin

m ....................................

Field bus
(non IP)

024. PAOODOOOOO

FF] FOUNDATION FieldbusfH1®0 PROFIBUS*
O0OO0IECe178494| 0 0000000000000
Jo0000ooobO0o000bDoODODbO0O0032k bps
00000000000 Og100msecddoong
ooooooooobbooooooooooog
00000 PAODOODOODOOODO
CSPC[263] O O CNOOCUO China National Off-
shore Oil Corporationd O Shall Petrochemicals
Company Limited 0 000000003.4km? 00
0Oo0obDOoobOooboOooboooooooooono
0O0o00ob0oOo2s50000009000000000
JO000D0DODLANDOOODDDOOOOOOOoooon
gOol200000ooooo3coodnoooooonog
gooOeooooobooooooboooooooono
2x10°000000000000000000000
NAND Nederlandse Aarodolie Maatschappij[167]
0 Shell 0 ExxonMobile 0 00000000000
00oo0ooooo »s%oo00oooooooo
gooboooobobooobobobooooo 2.6
000MmM8e3km?> 00000000 26000000
gobogooboooooboboboboooboobo
gooosoo0 10000 000O000O0DO0ODODDOO
gooobooobobooooboobooobooboboo
0000 WANOODOOOODOODOoooooooo
oO°000o000o0o0ooonooonooooon
00000ooobo00oooon KerberosO OO
gobooobooooboboboboooboobo
Jo00oo0o00000o0DDO00dKerberosd OO0
gooooooooobooo
1.000000000000DOOO00OooO I1IPO
goboooboobooobobooobooboo
2000000000000 DO0o0obOobobOon
goooooIlpO0oODOOO

3 FOUNDATION Fieldbus is a registered trademark of the Fieldbus Foundation.
4  PROFIBUS is a registered trademark of PROFIBUS International.
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Control center #1

Dm]

==

I #2 / #3

LAN
Sub system #1

Sub system #9

Control network

Control network
Controller| --------- | Controllerl Controller| --------- | Controllerl
@
=8 o0 5 |
Qs
L o
°
H_I
FD segments
\

_

- 3 control centers
- 9 sub systems

-200000tags
(=2x105 logical identities)

Based on http://www. process-
worldwide.com/fachartikel/pw_fa
chartikel_2699276.html

- 120 controllers
- 3000field device segments
- 16000 field devices

o 2.5.

CSPC[263]

D Administration site
—

Py

WAN (private)
Cluster #1 Cluster #26
Control network \ Control network
Controller #1 | ------ | Controller #10 | | Controller #1 | ----- | Controller #10 |

500-1000 fleld devices

g Bé .....

Based on
http://www. mikrocentrum.nl/Files Page/
3462/Presentatie%20C3-1.pdf

- Covered area: 863 km?
- Number of tags: 10° tags
(means 10° logical identities)

0 2.6. NAM|89]
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Issues in Kerberos cross-realm operations

Intermediary KDCs

TGS-1/1 TGS-1/2 TGS-1/3

| oSt/ |
2 2
L |

\

*Remote KDC
=L (TGSR)

iy

HomeKDC
(TesH) )’

Remote service

Client (C)

€--=-=-= » Direct trust : symmetric keys shared beween KDCs

Issues

Definitions

Key Distribution Center (KDC) :
* Shares keys with clients, services, other KDCs
* Has two components : AS, TGS
Ticket Granting Ticket (TGT) :
* Obtained by clients from the AS
* Allows clients to communicate with TGS
Service Ticket (ST) :

* Obtained by clients (who have a TGT) from the TGS
* Allows clients to communicate with an application svc

Performance
Client involved in too many exchanges
-> Not adapted for small d
Reliability
If any Intermediary KDC is down
-> Client can’t authenticate

Security
If any Intermediary KDC is corrupted
-> Client/server communication unsafe

Operations
1:C ->TGS-H : Give me TGT for TGS-R
TGS-H ->C: TGT for TGS-I/1

2,3:C ->TGS-l/n : Give me TGT for TGS-R
TGS-l/n ->C: TGT for TGS-l/n+1

4:C ->TGS-/3 : Give me TGT for TGS-R
TGS-I/3 ->C: TGT for TGS-R

5:C ->TGS-R: Give me ST for SVC-R
TGS-R->C: ST for SVC-R

6 : C authenticates with SVC-R

o 2.9.

Issues in Kerberos cross-realm operations

Our approach : XTGSP, the inter-TGS Kerberos cross-realm protocol

No Intermediary KDCs

Home KDC Remote KDC
(TGS-H) (2) XTGSP-REQ (TGS-R)
J— 3) XTGSP-REP i
3 L
i LIN
() Remote service
(SVCR)

™)
®)

Concept

* No Intermediary KDCs

* Home KDC comunicates with remote
KDC to build a ST for the client

Public-Key cryptography to establish
Inter-realm trust

} Client requests an ST for SVC-R from
its home KDC

Client (C)

draft-zrelli-xkdcp-00

draft-sak: krb. 01

P!
draft-zrelli-krb-xtgsp-00

Advantages

Operations

-

N

PN

3]

: C -> TGS-H : Give me ST for SVC-R

: TGS-H -> TGS-R : Give me a ST for my
client C to access your service SVC-R.

: TGS-R -> TGS-H : Here is a ST

:C->TGS-H : ST for SVC-R

: C authenticates with SVC-R

Cross-realm processing
delegated to KDCs

No intermediary KDCs

» Less load on small devices

» Better reliability, better security

0 2.10. XTGSOOOOO
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