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The network mobility technology in the Inter-
net area has been discussed for a long time and
the specification has been finally published as

RFC3963 from IETF. We had created an actual

mobile network which contains a few hundreds of

nodes to prove the technology works in a real envi-
ronment. We confirmed that the technology works
well basically however, we faced a long service dis-
ruption while moving. In this paper, we discuss
the detailed configuration of the mobile network

and the problem faced during the operation.

Purpose of this demonstration

The NEMO Basic Support (NEMO), which is
specified as RFC3963[47], adds a mobility func-
tion to IPv6 routers. With the function, an entire
IPv6 network served by a mobile router, which is
a router with a NEMO function, can be a mobile
network. The nodes inside the mobile network
can use static IPv6 addresses which never change
regardless of the attachment point of the mobile
router.

One of possible applications of this technology
is to provide a network in moving entities, such as
buses, trains, airplanes, etc. Those moving enti-
ties may connect various network access points
depending on its location. The address assigned

to a mobile router from the router of each access



point will differ depending on each access point,
since IPv6 addresses are usually assigned based
on the network topology. The NEMO technology
hides the address change of the mobile router and
provides seamless access to the Internet from the
nodes inside the mobile network.

In this demonstration, we accommodated
the entire temporarily created network for the
WIDE[308] 2005 autumn meeting under a mobile
router and tried to prove the technology. The
mobile router changed its point of attachment
from time to time, providing seamless access to
the nodes in the meeting network. The number of
attendees of the meeting was almost 250 and most
of them used their laptop computers to connect to
the meeting network. We can think this network
as a kind of moving entities which carries many
people who are connected to the inside network
and it is a realistic example of transportation sys-

tem, like a train.

Overview of NEMO Basic Support

NEMO is an extension of Mobile IPv6[146],
which is a protocol that adds a mobility func-
tion to an IPv6 node. While Mobile IPv6 focuses
on an IPv6 node, NEMO focuses IPv6 networks.
The NEMO protocol is quite similar to the Mobile
IPv6 protocol. A router which supports NEMO
is called a mobile router (MR). An MR has
a static IPv6 address which is called a home
address (HoA). An HoA is used to identify an
MR. We can access an MR by specifying its HoA
at any time. An MR also has IPv6 network(s) to
serve static networks. We call such a network as
a mobile network. An HoA never change even if
an MR changes its point of attachment. An MR
sends a message which binds its HoA and a care-of
address (CoA) to its home agent (HA) whenever
it changes its CoA. A CoA is an address that an
MR acquires on the network to which the MR cur-
rently connects. An HA is a special node which
maintains the binding information of an MR. An
HA keeps the latest binding information to track
the location of an MR. During the exchange

W I D E

procedure of binding information, an HA and an
MR also exchange the information of mobile net-
works that the MR is serving. Such information
may be pre-configured on the both nodes, or pig-
gybacked on a exchange message, or exchanged
using dynamic routing protocols. After exchang-
ing the information, an HA and an MR create an
IPv6 over IPv6 tunnel between them. All traf-
fic received by an MR from the nodes inside its
mobile networks will be sent to the tunnel and
forwarded by the HA. Also, all traffic destined to
mobile networks are routed to the HA by the rout-
ing mechanism and forwarded to the MR using the
tunnel connection. The network prefixes of mobile
networks that an MR is serving never change even
if the MR changes its point of attachment. There-
fore, all IPv6 nodes which are connected to the
mobile networks of the MR can have static IPv6

addresses.

Network topology

Figure 2.3 depicts the topology we used. The
network created at the meeting site has a net-
work 2001:200:0:ff:: /64, which is a mobile net-
work. The MR provided the mobile network to
users who participated in the meeting. The home
address of the MR was 2001:200:0:fffe::4649,/64
and the MR connected to two different networks
while the meeting was being held. One net-
work was extended from the WIDE Nara NOC
(Network Operation Center), which is located
at Nara prefecture, Japan. The network pre-
fix was 2001:200:0:8fF::/64. The other network
was extended from the WIDE K2 NOC, which is
located at Kanagawa prefecture, Japan. The net-
work prefix was 2001:200:0:80bb::/64. The MR
acquired two different IPv6 addresses as CoAs
based on its attached network. Each time the MR,
changed its CoA, the MR sent a message to its HA
to notify that the current attachment point had
been changed. The HA was located at the WIDE
Fujisawa NOC which is located at Kanagawa pre-
fecture. The address was 2001:200:0:fffe::1000.

The routing information for the mobile network
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Fig. 2.3. The network topology of the demonstration

(2001:200:0:fFfF:: /64) was advertised from the HA
so that all traffic to the mobile network was routed
to the HA. The HA forwards all traffic des-
tined to the mobile network to the tunnel interface
between the HA and the MR. On the other hand,
all traffic generated from the IPv6 nodes inside
the mobile network are forwarded by the MR to
the HA using the tunnel connection.

The IPv6 connections between two WIDE
NOCs and Access Routers were created using
IPv6 over IPv4 tunnels, because we could not get
native IPv6 connection services at the meeting
place.

The physical network topology is shown in
figure 2.4. The dotted objects mean that they
are parts of IPv4 network. The IPv4 connections
to the meeting place were provided by two differ-
ent ISPs, ISP-1 and ISP-2. These two ISPs and
WIDE are inter-connected at one of the Internet
Exchange Points in Japan. The tunnel connec-
tions which were used to create two IPv6 net-
works were created over the two IPv4 ISP con-
nections respectively. We chose this configuration
because we wanted to use different ISPs over those
two tunnels as much as possible. If we only used
one ISP service to get IPv4 access and created
two IPv6 over IPv4 tunnels over the one single

IPv4 ISP connection, the most part of the tunnel
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Fig. 2.4. The physical network topology of the

demonstration

path would be same, since the WIDE network and
ISPs in Japan usually share only one exchange
point. The IPv4 path from the meeting place to
the exchange point will be same even if we have
two different IPv6 over IPv4 tunnels. As figure 2.4
shows, we have archived almost different tunnel
paths by using two different ISPs for the IPv4

connections.



System configuration

We used the SHISA Mobile IPv6/NEMO[307]
protocol stack in the demonstration. The hard-
ware specification and software configuration are
described in table 2.2.

The SHISA stack can be available from the
KAME project[305] home page as a part of the
KAME IPv6 protocol stack software. In this
demonstration, we used FreeBSD5.4-RELEASE
with the KAME snapshot as an MR and
NetBSD2.0.2 with the KAME snapshot as an HA.
We also used GNU Zebra[313] and ospf6d on the
HA to advertise the routing information of the
MR (2001:200:0:fffe:: /64) and the network behind
the MR (2001:200:0:ffff:: /64).

Table 2.2. System configuration

Node ‘ Hardware

MR | Pentium4 1.8 G, | FreeBSD5.4-RELEASE +
256 MB memory | SHISA 20050905 snapshot
HA Pentium4 1.8 G, | NetBSD2.0.2 + SHISA
256 MB memory | 20050829 snapshot,

GNU Zebra ospf6d

| Software

Movement frequency

The meeting was held for 3 days. During the
meeting, we changed the movement frequency
dynamically based on the user request. The
figure 2.5 is the user interface which we used at
the meeting. The movement frequency is changed

every 10 minutes based on the total number of

[alele} The user feedback page for movement frequency determination -

0O Apple (40)v Yahoo! v 3)v Kayak v Shopping v Money v Galleryv Dictionary v Travel v »

© e user feedback pag [0 ~vemssercir |

IPv6 NEMO UI

Let's decide the speed of your mobile network

Current speed: Warp 2.00

Current voting status

less speed more speed
0 votes 0 votes
(Vote for s speed) K=m===========-======3> (Vote for more speed’)

Next speed change is planned at: 2005/09/6 13:20:00

Fig. 2.5. The user interface to vote the move-

ment frequency

W I D E

users who requested more frequent movement and
less frequent movement. If the number of people
who requested more frequency is greater than the
number of people who requested less frequency,
the movement frequency will be increased. If
the comparison is opposite, the frequency will be
decreased.

At the initial stage of the demonstration, we set
the minimum frequency to every 20 seconds and
the maximum frequency to every 60 seconds with
5 seconds as a step. However, from the day 2 of
the meeting, we changed the minimum frequency
to every 60 seconds and the maximum frequency
to 300 seconds with 60 seconds as a step, because

of the problem discussed in next section.

Result and consideration

Figure 2.6 depicts the transition of the move-
ment frequency during the meeting. As we men-
tioned in the previous section, the frequency was
very high in the first day of the meeting. We
can see the frequency is changing dynamically
and randomly, which means the participants votes
their request to increase or decrease the frequency
based on their feeling of the speed of the network
movement. The data of the latter half of the third
day is not correct because of our misconfiguration
of the switch configuration that changes the point
of attachment of the MR. We manually stopped
the movement for trouble shooting of the network
and the movement frequency became more than
300 seconds, which could not be set by the fre-
quency voting system.

We had changed the range of the frequency
that the users can change from the day 2, since
we got a lot of request that the service disrup-
tion time was too long when changing the point
of attachment of the MR. In fact, there was
about 20 seconds connection disruption during
the MR is changing its attached network. The
table 2.3 shows the packet loss rate using ICMPv6
echo/echo reply messages from a node inside the
mobile network and the MR itself. The destina-

tion address is one of the IPv6 nodes located in
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Fig. 2.6. Transition of movement frequency

Table 2.3. Packet loss rate

From ‘ Sent /Received ‘ Loss rate
Node inside | 10842/7408 31.7%
MR 2280/2249 1.4%

the WIDE K2 NOC.

The packet loss rate of the MR is not very big.
The rate is almost the same value when we are
operating a mobile host, which is a node support-
ing the Mobile IPv6 protocol. However, the loss
rate from the node inside the mobile network was
high. Considering that the packet loss rate is low
at the MR even when the node is acting as an MR,
the difference between host behavior and router
behavior seems to be the reason of the problem.
The main differences of them are 1) packet for-
warding function and 2) routing function. We
have not found the reason of this problem. In
SHISA implementation, the routing information
on the MR is almost static, that is, all packets
from the mobile network are simply routed to the
tunnel interface. We guess that the problem is in

forwarding function of the MR implementation.

Conclusion and future steps
We provided a mobile network to a large scale
realistic network which has over 250 people in

it. The MR basically could move between two
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different networks with one problem of service dis-
ruption during handover. We used only one net-
work interface of the MR to connect to the Inter-
net. However, if we use two or more interfaces
simultaneously, the service disruption time should
be shortened or even it can be omitted. In other
words, as long as we use only one interface, we
cannot avoid the disruption completely. We are
considering to use multiple interfaces simultane-
ously by utilizing the multiple CoA registration
mechanism proposed in [294] and planning to per-
form the same kind demonstration near future to

prove NEMO is usable in a real environment.
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