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! —*- bgp —*-

!

! BGPd configuratin file

!

hostname pcl0.sendai.wide.ad.jp
password ¥¥¥kxx

enable password Xkkkxx

!

router bgp 64514

bgp router-id 203.178.138.26
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neighbor 203.178.136.20 remote-as 2500
neighbor 203.178.136.20 ebgp-multihop 8

dump bgp all /dbl/bgpdata/%Y.%m/BGPALL/all.%Y/m%d.%H/M 2h
dump bgp updates /dbl/bgpdata/%Y.%m/UPDATES/updates.%Y/m)d.%H/iM 15m
dump bgp routes-mrt /dbl/bgpdata/%Y.%m/RIBS/rib.%Y%m%d.%HAM 2h
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® BGP daemon: zebra-0.94_21 2004/12/23000
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0 40 Identifying IPv6 Network Problems in the
Dual-Stack World

(This paper appeared in SIGCOMM’04 Work-
shops, Aug. 2004, Portland, Oregon, USA.)

4.1 Introduction

The IPv6 Internet is in a state of transition
from a collection of experimental research net-
works, such as the 6bone[99], toward a collec-
tion of production networks. One of the major
hurdles limiting IPv6 adoption is the existence
of poorly managed experimental IPv6 sites that
negatively affect the perceived quality of the IPv6
Internet. To promote the use of IPv6, many oper-
ating system IP stacks prefer IPv6 to IPv4 when
both protocols are available to be used in com-
municating with another system. A dual-stacked
system is a system with both IPv4 and IPv6 pro-
tocol stacks available and configured. When an
IPv6 user encounters an IPv6 system across a rel-
atively poor IPv6 network, the user-perceived per-

formance is considerably degraded. When this

W I D E

occurs, a frustrated user may hastily conclude
that the problem lies with IPv6.

As IPv6 connectivity becomes available, some
advanced users start experimenting with IPv6,
possibly by using IPv6-in-IPv4 tunnels. Typi-
cally, they find IPv4 connections performing bet-
ter than IPv6 connections. As initial experimen-
tal interest fades away, some users stop using IPv6
altogether, and may unintentionally leave poorly
managed IPv6 networks behind. If use of IPv6
fails, communication automatically falls back to
IPv4. Many users are not aware of their use of
IPv6, nor problems in the IPv6 network. IPv6
network problems are often overlooked because of
the transparent design of IPv6 systems.

Making the IPv6 Internet fully functional will
require a major change. No simple solution
appears, other than fixing each individual path
problem as it is identified. Although traditional
tools such as ping and traceroute are useful for
investigating IPv4 and IPv6 independently, we
can gain a better understanding of IPv6 problems
with tools specifically designed to compare IPv6
and IPv4 measurements. By comparing IPv6 and
IPv4 paths, we can focus on problems that are
present only in the IPv6 path.

We are exploring methods to illustrate IPv6
network problems that provide insight to net-
work operators and system administrators. Our
approach makes use of the availability of both of
the IPv4 and IPv6 protocol stacks to compare the
two types of paths. Our results appear promising
for understanding the status of IPv6 deployment
and for improving the quality of the IPv6 Internet.

One can measure and diagnose problems in the
IPv6 Internet using similar techniques to those
used in the IPv4 Internet. Most network manage-
ment tools available for IPv6 are simple replace-
ments of the tools developed for IPv4. Because
the IPv6 Internet is being deployed via tunnels
over as well as in parallel (native) with the exist-
ing IPv4 Internet, we can develop new techniques
specifically designed to manage both networks.

Our focus is on dual-stack tools that measure and

81

P ROJETCT

OOoOOooOoooooooooooooooooo OwsOe




t

reepor

a n n u a

P ROJETCT 2 0 0 4

E

D

e[140 (OO0O0OOO0OOOODLDOODOODOOOODLOO

compare [Pv4 and IPv6 paths to provide insight

to network operators and system administrators.

4.2 Methodology

Our methodology is simple. First, by monitor-
ing DNS messages, we create a list of systems with
IPv6 and IPv4 addresses in actual use. Second,
we measure delay with ping to each address in
order to select a few nodes per site based on the
IPv6:IPv4 round-trip time (RTT) ratios. Finally,
we run traceroute with Path MTU (PMTU) dis-
covery[207] to the selected sites, and visualize the

results for comparative path analysis.

4.2.1 Dual-Stack Node Discovery

It is challenging to produce an address list that
provides a reasonable coverage of dual-stacked
sites and systems in the world. Existing studies
often select targets semi-manually from a larger
set such as a client list obtained from server access
logs. Our approach is to monitor DNS responses
and record those with AAAA Resource Records
(RRs). A AAAA (quad-A) record maps an IPv6
address to a hostname in a similar way to how an
A record maps an IPv4 address to a hostname.
We assume that a DNS response with AAAA
records indicates that an IPv6 address is likely
to be in actual use without prejudging the service
it offers.

We define a dual-stack node as a system that
has both IPv4 and IPv6 protocol stacks imple-
mented and configured for operation. Our mea-
surement targets are only those nodes with both
IPv4 and IPv6 addresses registered in the DNS.
Since an IPv6 address can be automatically con-
figured, having an IPv6 address configured does
not necessarily indicate an intention to use IPv6.
When a system has an IPv6 address registered in
the DNS, we assume it is intended to provide some
service over IPv6. Although there are cases where
a hostname points to topologically different IPv4
and IPv6 addresses, we do not distinguish them,
since they are the same service from a user’s point

of view.
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To find dual-stack nodes in real use, we pas-
sively monitor for DNS responses and record
hostname and IPv6 address pairs appearing in
the answer, authority, and additional sections.
Many [Pv6-capable clients first search for IPv6
addresses of a hostname, and then for IPv4
addresses of the same name. The answer sec-
tion contains the Resource Records that answer
a query, for example, a AAAA record contain-
ing an IPv6 address for a given hostname. The
authority and additional sections provide auxil-
iary information about the authoritative name
servers for the hostname and/or address. We
extract any name server information from the
authority and additional sections because we pre-
fer DNS servers as measurement targets, since
they are generally well-maintained and robust to
occasional measurement.

From the list obtained, we extract nodes that
have legitimate global unicast IPv6 addresses, and
perform DNS lookups for both IPv4 and IPv6
addresses for the hostname. This is to confirm
that the nodes actually have both IPv4 and IPv6
addresses for the given hostnames. This process
provides a list of target dual-stack nodes for use

in the dual-stack ping measurement.

4.2.2 Dual-Stack Ping

Our dual-stack ping is a script that obtains the
IPv4 and IPv6 RTT delays for a set of target
nodes by running ping and ping6.

ICMP-based RTT measurement bears well-
known limitations: many firewalls filter ICMP
packets, and some routers process ICMP packets
in the slow forwarding path, rendering measured
RTT artificially larger than that of other pack-
ets. Nonetheless, ping provides an estimation of
the comparative difference between IPv6 and IPv4
that is close enough for our purposes.

From the dual-stack ping results, we can iden-
tify the percentage of dual-stack nodes reach-
able only by IPv4 even though they have AAAA
records. When a node is unreachable by both

IPv4 and IPv6, the target node may be off-line,



or there may be a network problem not specific
to IPv6. The number of nodes reachable only
by IPv6 is not reliable since many sites filter
ICMP for IPv4 but not for IPv6. Conversely, it
is unlikely that ICMP is filtered only for IPv6.
Therefore, we assume that when a node is reach-
able only by IPv4, it is an indication of IPv6 net-
work problems that need further investigation.

From this set of nodes we select a few repre-
sentative nodes per site. By the current IPv6
address assignment rules, we assume an organiza-
tion has a fixed prefix length of 48 bits, which is
a Site-Level Aggregation or SLA[127], where a site
is loosely defined as an organizational unit in a sin-
gle geographical location.

We select up to two representative nodes for
each /48 using the following rules. Nodes reach-
able by both IPv4 and IPv6 are classified by
their IPv6:IPv4 RTT ratios into 3 groups; Large
(ratio > 1.25), Small (ratio < 0.8), and Equal
(0.8 < ratio < 1.25). One node is selected from
each group, except when both the Large and Small
groups are not empty then the Equal group is
omitted.

A node with the largest (smallest) RTT ratio
is selected as a representative node for the Large
(Small) group. For the Equal group, we select one
with the shortest string length for the concate-
nated numeric-address and hostname. This works
well for selecting suitable targets since important
servers tend to have a manually assigned shorter
address form (e.g., prefix::1) and a shorter host-
name (e.g., ns.example.com).

If the /48 has no node reachable by both IPv4
and IPv6 but there is a node reachable only by
IPv4, we select the representative node using the
same heuristics as used for the Equal group.

Often only one node is selected for a site because
all nodes in the site share the same network path.
If a specific node has a large RTT, we select it
along with another representative node, to facili-
tate comparative analysis in distinguishing a node
problem from a site problem.

We also take the distribution of the IPv6:IPv4

W I D E

RTT ratio among the nodes reachable by both
IPv4 and IPv6. We categorize the distribu-
tion into different geographical regions to observe
regional differences. We base our classification
on the publicly available IP address assignment
database provided by the Regional Internet Reg-
istries (RIR). The resulting statistics provide an
estimation of the quality of the IPv6 network rel-

ative to that of IPv4.

4.2.3 Dual-Stack Traceroute and Visualiza-
tion

The third step is to identify specific problems
and their causes through discovering and visu-
alizing the forward topology. Most problems lie
in routing, e.g., routing loops, vanishing routes,
and roundabout routes. A roundabout route is
not always caused by a routing problem per se,
but by a lack of peering or IPv6-capable paths.
Because IPv6 exchange points and paths are still
fairly limited, a packet could travel much fur-
ther with IPv6 than the same packet might travel
with IPv4. One of our goals is to identify a lack
of peering or paths for IPv6. Another related
problem is poorly configured tunnels that dis-
regard the underlying topologies. Tunnels are
useful during the early stages of IPv6 deploy-
ment, but poorly configured tunnels, especially in
the backbone, present performance problems and
other issues when left untended after infrastruc-
tural changes.

It is difficult to identify path problems by sim-
ply running the traditional traceroute program,
since it often requires comparative analysis of
multiple paths using knowledge of the underlying
topology. Our method employs visual comparison
of IPv4/IPv6 path pairs to intuitively recognize
path anomalies. If necessary, we can use tradi-
tional traceroute to further investigate details of
a path in question.

Our dual-stack traceroute tool is scamper[185],
successor of skitter[129]. Both skitter and
scamper are designed for large scale topology mea-

surement, run multiple traceroutes in parallel at
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a specified packet-per-second rate, and terminate
a trace as soon as the destination is detected to
be unreachable. In addition, scamper can probe
both IPv4 and IPv6 addresses, and has the ability
to perform PMTU discovery.

We use PMTU discovery to identify IPv6-in-1P4
tunnels, since a drop in MTU at an intermediate
router indicates a possible tunnel entry point. It
is useful to identify tunnels, especially those ignor-
ing the underlying IPv4 topology. The tunnel
discovery is also useful for troubleshooting since
problems in tunnels are often caused by the under-
lying IPv4 networks and hard to debug with IPv6
tools alone. Colitti et al. use PMTU discovery
for tunnel detection in [43] and propose several
techniques to infer and confirm the existence of
IPv6-in-IPv4 tunnels. We use only PMTU dis-
covery because tunnel detection is not the goal
and is only used as auxiliary information for path
analysis.

The visualization script reads the output of
scamper, and creates graphs comparing [Pv4 and
IPv6 path pairs. The graph juxtaposes IPv4 and
IPv6 path pairs for neighboring destinations, and
plots intermediate hops according to their RTTs.

4.3 Results

Data was collected by measurement from three
locations in June, 2004. The three locations
are 1) WIDE[326], a research network in Tokyo,
Japan; 2) 11J[138], an ISP providing commercial
IPv6 services in Tokyo, Japan; and 3) Consulin-
tel[45], in Madrid, Spain, directly connected to
MADGIX that is part of Euro6IX[91]. These three
measurement points are arguably among the best
connected IPv6 sites in the world, and are referred

to as the WIDE, I1J, and ES sites in this paper.

4.3.1 Dual-Stack Node Discovery Results
We set up several DNS monitors within the
WIDE network from April to June in 2004.
By monitoring AAAA records, we obtained
11,834 unique hostname and IPv6 address pairs.
Table 4.1 shows a breakdown of the obtained IPv6
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address prefixes.

We extracted a total of 8,347 pairs for ‘2001::/16’
and ‘3ffe::/16” since only global unicast IPv6
addresses are of interest. We then performed
DNS lookups by hostname for A and AAAA
records, and found that 4,711 pairs actually have
both A and the matching AAAA. After removing
invalid IPv4 addresses (e.g., RFC1918 addresses
and local addresses) and duplicates with identical
IPv6 and IPv4 address pairs but with different
host names, we obtained 4,086 target dual-stack
nodes.

Table 4.2 shows the distribution of the target
dual-stack nodes by their country code, represent-
ing 47 countries. We obtain the country code for
each pair by matching the IPv6 addresses against
the allocated IPv6 prefix in the RIR’s database.
We use the country code of the address block
assignee in the database entry. Limiting this
approach is that the real location of a node may be
different from the registered country. In addition,
we do not consider the associated IPv4 addresses

at all.

Table 4.1. IPv6 address prefixes captured
within the WIDE network

prefix prefix use pairs
2001::/16 | Aggregatable Global Unicast for sub-TLA | 6,585
3ffe::/16 |6bone 1,762
2002::/16 | 6to4 241
=ffff/96 |IPv4-mapped IPv6 address 97
::/96 IPv4 compatible IPv6 address 31
fe80::/10 | Link-local Unicast 6
fec0::/10 |Site-local Unicast 2
other reserved or unassigned address 3,110

Table 4.2. Number of dual-stack targets by
country code based on their IPv6
address

JP:1155 1D:79 NO:34 KR:17 LU:9 PH:A4
NL:497 FI:68 CZ:30 MY:17 RU:8 TN:4
US:464 1T:68 DK:29 BR:16 TH:8 YU:4
DE:431 SK:68 TW:27 HU:13 ZA:8 AR:2
FR:251 CH:59 AT:25 LT:13 BE:6 RO:2
UK:186 PL:57 EU:21 CN:10 SG:6 CL:1
CA:144 AU:41 EE:18 MX:10 GR:4 IL:1
SE:93 1E:39 PT:18 ES:9 HK:4




4.3.2 Dual-Stack Ping Results

We performed the dual-stack ping from the
three locations, from the WIDE and I1J sites on
June 10 and from the ES site on June 23, using
the same list obtained by the dual-stack node
discovery within the WIDE network. Table 4.3
lists the numbers of unreachable and reachable
nodes by IPv4 and IPv6 from the WIDE site.
The results from I1J are almost identical, and the
results from ES are similar to WIDE’s. About
66% are reachable by both IPv4 and IPv6. How-
ever, about 16% are reachable by IPv4 but not
by IPv6 even though they have AAAA records.
These sites would force communicating peers to
timeout with IPv6 before falling back to IPv4.
In Table 4.3, the nodes are classified into four
regions by matching their IPv6 address prefixes
to the RIR database; ‘jp’ for Japanese nodes,
‘apnic’ for non-jp APNIC nodes, ‘arin’ for ARIN
and LACNIC nodes, ‘ripe’ for RIPE NCC nodes.

W I D E

different RIRs. The ratios in Japan and RIPE
NCC were around 0.6, 0.57 and 0.67 respectively.
In contrast, ARIN was about half that with 0.23
and APNIC was almost four times with 2.43. The
low level of IPv6 responding in ARIN could be the
result of the low level of commitment to IPv6 in
the US, which makes up a large portion of ARIN’s
membership. The surprisingly strong ratio of
responding IPv6 addresses in APNIC might be
the result of stronger support for their relatively
large IPv6 blocks in comparison to their small
IPv4 allocations.

Figure 4.1, 4.2, 4.3 show the scatter graphs of
the observed RTTs. We plot a node’s IPv4d RTT
on the X-axis and its IPv6 RTT on the Y-axis.
Each graph plots about 2,700 nodes that were

Table 4.3. Number of unreachable and reach-
able nodes by dual-stack ping from
WIDE.

1P h h K K
Japanese nodes are separated from other APNIC vo Hnreacs |unreac o o
1Pv4 unreach OK unreach OK
nodes since their node number is large and most total 2036 370 o3l 384 2698
of the Japanese nodes are in Tokyo, so that their (100%) || (9.0%) |(15.5%) (9.4%)|(66.0%)
RTT is usually less than 10 msec from the WIDE ip 1155 ]3 126 72 874
and I1J sites. Since the number of LACNIC nodes (100%) || (7-2%)|(10.9%) (6.2%)|(75.7%)
is so small, we merge them with the ARIN nodes. apiie 213 87 28 68 80
(100%) || (17.4%) | (13.2%) (31.9%)|(37.6%)
When we examined the two middle groups, arin 645 0 168 38 359
those that had only IPv4 or IPv6 responding (100%) || (12.4%) | (26.1%)  (5.9%) | (55.7%)
addresses, there was an unusual difference in the ripe 2042 162 306 204 1370
. . (100%) || (7.9%)|(15.0%) (10.0%)|(67.1%)
ratio of addresses in these two groups across
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Fig. 4.1.

Distribution of IPv6/IPv4 RTT from WIDE
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Fig. 4.3. Distribution of IPv6/IPv4 RTT from ES

reachable by both IPv4 and IPv6. When the
response time of IPv6 is equal to that of IPv4,
we plot the node on the unity line, y = z. For
nodes above this line, IPv4 outperforms IPv6, and
for nodes below this line, IPv6 outperforms IPv4.
We again categorize the nodes into four regions.

These results indicate that the majority of the
nodes have similar RTT for both IPv4 and IPv6.
A number of individual nodes far above the unity
line have IPv6 performance issues specific to the
node or the site. The clusters above the unity line
indicate the existence of roundabout paths within
the backbone network.

Compared to WIDE, I1J has fewer nodes below
the unity line, probably due to Acceptable Use
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Policies (AUPs) of academic IPv6 networks. The
ES site has a large cluster of RIPE nodes
below the unity line, likely connected through
Euro6IX[91]. The majority of nodes are around
the unity line; the percentage of nodes whose
IPv6:IPv4 RTT ratio is less than 1.25 is 80.1%
for WIDE, 74.3% for 11J, and 82.5% for ES.

APNIC nodes have large variance in RTT ratios
due to its topological diversity; many APNIC
countries are connected to Japan through the US
or Europe, and many satellite links connect
islands. Also, some networks are funded to pro-
mote IPv6, such that there are nodes with a direct
IPv6 path but with an IPv4 path that must go
through the US.
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Next, we select representative nodes for each is about 1/3 for these results, but it improves if
/48 using the rules described in Section 4.2.2. For
the WIDE site, we selected 1,334 nodes out of

4,086 nodes for 1,469 /48s. For the I1J and ES

more nodes are available per site.

4.3.3 Dual-Stack Traceroute Results
sites, we selected 1,320 and 1,310 nodes, respec- We ran scamper to the representative nodes
with PMTU discovery on June 11, 2004 from

the WIDE and IlJ sites, and on June 16 from

tively. We selected fewer nodes than the number
of 48-bit prefixes since we selected no nodes in

sites not reachable by IPv4. The reduction rate the ES site. To visualize the results, a set of
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Fig. 4.4. Path visualization towards 2001:468::/16 from WIDE (top), I1J (middle) and ES (bottom)
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scripts divide the scamper output into smaller tar-
get groups and create a graph for each group.
Each graph contains 10 target nodes, yielding
about 130 graphs for each measurement; the script
also creates a web page for each graph along with
scrollable scamper text output. While there have
been a number of attempts to visualize traceroute-
derived topology[129, 243], we are not aware of
published work that extensively compares IPv4
and [Pv6 paths. In the graph we map IP addresses
into Autonomous System (AS) numbers to sim-
plify the presentation[130, 187, 261].

Figure 4.4 shows example outputs of the
scamper visualization towards 2001:468:X::/48,
the nodes within the ABILENE address block
(selected simply because it is less controversial for
publishing results). The top graph is from the
WIDE site, the middle graph is from the I1J site,
and the bottom graph is from the ES site. The
target nodes are slightly different for each mea-
surement site since they are selected based on the
dual-stack ping results of each site.

For each target node in the graph, two lines
are drawn from the source to the destination,
the upper line for IPv4 and the lower line for
IPv6. A missing line indicates the destination is
unreachable. To the left of the line, the graph
shows the total hop number and destination RTT.

The graphs plot intermediate hops at their
RTTs from the source. We map IP address of
a hop to its AS number by finding the best match-
ing prefix and origin AS in the publicly available
Routeviews BGP table[264]. There were 165,289
prefixes for IPv4 and 520 prefixes for IPv6 in the
BGP table at the time of measurement.

When a drop in MTU is detected, the graph
marks the MTU on the right side of the hop; it
suggests a likely tunnel between this hop and the
previous hop. If traceroute terminated with an
error, the graph marks the error code at the hop
using the traceroute notations (e.g., ‘!X’ for com-
munication administratively prohibited).

In the WIDE and IIJ graphs, most destina-
tions have similar RTTs for IPv4 and IPv6. In
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Table 4.4. distribution of Path MTU size

IPv4 IPv6

PMTU WIDE I1J ES|WIDE IIJ ES
1500 761 751 732 575 76 33
1492 6 6 8 _ — —
1480 2 2 1 64 96 15
1476 2 1 1 8 2 —
1472 1 1 1 2 — —
1456 — 1 —_— — —
1454 90 95 82 —_ = —
1450 —_ — — — 2 —
1448 2 2 2 —_— — —
1446 1 1 1 —_ = —
1400 — — 1 —_ — —
1280 1 1 1 184 622 500
1258 1 — 1 —_ = —
unknown 46 43 44 47 21 83
unreach 421 417 433 454 501 679
unreach by ping6 _ — — 249 276 273

the WIDE graph, the IPv6 paths are similar
to the IPv4 paths, therefore they appear to be
IPv6-native dual-stack paths. In contrast, the I1J
graph shows IPv6 paths going through ASes dif-
ferent from IPv4 paths, which is more common
in the current IPv6 Internet. AS-level compari-
son yields insight into path differences since many
IPv6 paths do not follow their IPv4 counterparts.

In the ES graph, the IPv6 paths are much longer
in time than the IPv4 paths. All the IPv6 paths
share the long hop after the hop with 1280 MTU,
consistent with a tunnel that makes a detour to
the destinations. Note that this is not a typical
path to the US from the ES site; we observed bet-
ter paths to other US destinations in other graphs
but did not include them in this paper.

Table 4.4 shows the distribution of the Path
MTU size detected by scamper. Since the target
nodes include nodes reachable by ping but not by
ping6, the number of nodes unreachable by ping6
is shown at the bottom. A 1454-byte MTU is
common for PPPoE, and 1280 and 1480 bytes are
default MTU sizes for popular tunnel implemen-
tations. WIDE stands out with a high number
of 1500-byte IPv6 PMTUs, likely a result of their

efforts to promote native IPv6 connections.



4.4 Conclusion

It is essential to IPv6 deployment to improve
the quality and performance of the IPv6 Inter-
net. In order to illustrate IPv6 network problems
for network operators, we are developing tools to
compare [Pv6 measurements with corresponding
IPv4 measurements. Our techniques include the
dual-stack node discovery for finding dual-stack
nodes, the dual-stack ping for selecting represen-
tative nodes, and scamper for detailed path analy-
sis. Our test results indicate that we can improve
IPv6 network quality by identifying and fixing
a limited amount of erroneous settings.

Our tools are still under development and need
improvements. We plan to fully automate the
measurement procedure in order to perform regu-
lar measurements and archive results. This long-
term measurement strategy will provide a way to
evaluate the progress of IPv6 deployment. We
would also like to increase the coverage of mea-
surement points including developing countries.
Another important step is to establish procedures
to notify responsible parties of problems we find
using our tools.

The results of our measurements, along with
our tools, are available from http://mawi.wide.

ad. jp/mawi/dualstack/.
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define DNS = 53;
define PP_ICMP_ECHO = 1;
define PP_UDP_DNS = 11;
define PP_TCP = 192;
define PP_OK_SYNACK = 1; # ->SYN, <-SYN+ACK pairs
define PP_OK_SYNRST = 2; # ->SYN, <-SYN+RST pairs
define PP_OK_MULTI = 8; # —->DATA, <-ACK for more than one packet
define PP_OK_SINGLE = 16; # —>DATA, <-ACK ’lone’ packet
define PP_OK_INGROUP = 32; # —>DATA, <-ACK single packet in a group
define A_ROOT = 198.41.0.4/32; # Verisign, Dulles, Va
define B_ROOT = 192.228.79.201/32; # ISI, Marina del Ray, Ca
define C_ROOT = 192.33.4.12/32; # Cogent, Herndon, Va
define D_ROOT = 128.8.10.90/32; # U Maryland, Md
define E_ROOT = 192.203.230.10/32; # NASA Ames, Ca
define F_ROOT = 192.5.5.241/32; # 1ISC, Palo Alto, Ca
define G_ROOT = 192.112.36.4/32; # DoD NIC, Vienna, Va
define H_ROOT = 128.63.2.53/32; # ARL, Abdereen, Md
define I_ROOT = 192.36.148.17/32; # KTH, Stockholm
define J_ROOT = 192.58.128.30/32; # Verisign, Dulles, Va
define K_ROOT = 193.0.14.129/32; # RIPE NCC, Amsterdam
define L_ROOT = 198.32.64.12/32; # TIANA, Los Angeles, Ca
define M_ROOT = 202.12.27.33/32; # WIDE, Tokyo
define B_ROOT_OLD = 128.9.0.107/32; # 1ISI, USC, Ca
define J_ROOT_OLD = 198.41.0.10/32; # NSI, Herndon, Va
define TestDestAddress =
if DestPeerAddress == A_ROOT
{ store FlowKind := 1\; store FlowClass := O\; }
else if DestPeerAddress == B_ROOT || DestPeerAddress == B_ROOT_OLD
{ store FlowKind := 2\; store FlowClass := O\; J}
else if DestPeerAddress == C_ROOT
{ store FlowKind := 3\; store FlowClass := O\; J}
else if DestPeerAddress == D_ROOT
{ store FlowKind := 4\; store FlowClass := O\; }
else if DestPeerAddress == E_ROOT
{ store FlowKind := 5\; store FlowClass := O\; J}
else if DestPeerAddress == F_ROOT
{ store FlowKind := 6\; store FlowClass := O\; 1}
else if DestPeerAddress == G_ROOT °
{ store FlowKind := 7\; store FlowClass := O\; }
else if DestPeerAddress H_ROOT O
{ store FlowKind := store FlowClass := O\; J} 4
else if DestPeerAddress I_ROOT O
{ store FlowKind := store FlowClass := O\; }
else if DestPeerAddress == J_ROOT || DestPeerAddress == J_ROOT_OLD 0O
{ store FlowKind := 10\; store FlowClass := O\; }
else if DestPeerAddress == K_ROOT O
{ store FlowKind := 11\; store FlowClass := O\; } O
else if DestPeerAddress == L_ROOT O
{ store FlowKind := 12\; store FlowClass := O\; 1} O
else if DestPeerAddress == M_ROOT 0
{ store FlowKind := 13\; store FlowClass := O\; } 0
a
optimise 3; O
if SourcePeerType == IPv4 save; B
else ignore; 0
if SourceTransType == UDP save; g
else ignore; O
TestDestAddress; # Sets FlowKind B
if FlowKind == O nomatch;
else { ad
d
if DestTransAddress == DNS save; # Avoid ’match on non_DNS flow’ msg O
else ignore; 0
save ToTurnaroundTime = 120.11.0!'0 & 4.2.10!7000; 0
count; a
T
set dns_root_wide;
statistics;
format
FlowRuleSet FlowIndex FirstTime SourcePeerType SourceTransType
" " FlowKind FlowClass
" " ToPDUs FromPDUs
" " ToLostPDUs FromLostPDUs
" (" ToTurnaroundTime
nyn

0 5.1. SRLODO
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#flows starting at 15:00:00 Mon 3 Jan 2005 (UTC)

#Format: flowruleset flowindex firsttime sourcepeertype
#sourcetranstype flowkind flowclass topdus frompdus tolostpdus
#fromlostpdus (toturnaroundtimel) Time:

19 4 1039 1 17 2 O 6253468 5318492 1152512 217536 (5 2 10 7000 63 11 O
O 1913 1904 1902 1900 1839 1903 1903 1902 1902 1874 1917 1914 1843
1834 1903 1828 1862 1830 1830 1903 1904 1903 1835 1834 1830 1829 1829
1829 1903 1900 1904 1902 1834 1915 1904 1903 1900 1899 1903 1899 1933
1925 1905 1829 1904 1907 1908 1907 1922 1904 1904 1902 1904 1905 1834
1838 1914 1868 1858 1827 1913 1837 1915)

19 5 1040 1 17 9 1 12735380 12663671 678923 607214 (5 2 10 7000 63 11
O O 3025 2976 3055 3017 3048 3045 3081 2978 3011 3011 3010 3055 3063
3071 3056 2967 3013 3057 3040 3022 2943 3035 3020 3056 2941 3040 3053
3030 3030 3041 3026 3055 3027 3058 3046 3063 3030 3013 3042 3041 3023
3036 3028 3045 3046 3061 3076 3053 3055 3042 3025 2940 3047 3038 3051
3063 2988 2942 3065 3025 3030 3017 3048)

19 6 1041 1 17 3 1 16703780 16469505 923629 689354 (6 2 1965 7000 120
11 000000000000001131110201022211222

302111221 02111021000320201500252%54
222341331 461 24335056602322322110100
0O 0O0OO0OO0O0OO0OO0OOo O 00O0O0OOO0OO0O0

O OWwr

19 7 1046 1 17 13 37799759 36803333 1532996 536570 (
120 11 0 0 648 0 O O O O O O OO O OO OOOOOOODO

6 7874 7000
O 0O0O0OO0OO0OO0OO0OO0OOo
[ele)

O O0O0OO0O0OO

2
[¢]
O 0 O0OO0O0O0Oo
OO0 O0OO0O0O0OOo

000000000 O0OOOOOOOOO
0O 0OO0OO0O00O0OO0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0ODOOOOO0OOOO
0O 00000O0OO0OO0OO0OO0OO0OO0OOOOOOO0OO0OO0OO0OO®

19 8 1046 1 17 6 1 13515243 13363098 757920 605775 (5 2 10 7000 75 11
O O 2651 2647 2510 2494 2486 2484 2484 2515 2589 2562 2550 2566 2566
2576 2586 2571 2562 2532 2550 2564 2552 2574 2587 2551 2545 2547 2569
2544 2587 2551 2549 2674 2636 2655 2655 2646 2646 2659 2641 2528 2554
2586 2536 2564 2580 2575 2486 2471 2495 2490 2495 2504 2505 2662 2660
2529 2575 2594 2595 2472 2518 2495 2486 2555 2571 2579 2580 2586 2577
2561 2575 2566 2550 2527 2522)

19 9 1049 1 17 11 1 13839538 13330392 1106929 597783 (5 2 10 7000 38
11 O O 2499 2507 2614 2571 2485 2612 2500 2498 2496 2537 2534 2500
2509 2520 2483 2511 2531 2529 2537 2494 2504 2511 2542 2566 2574 2575
2481 2611 2565 2604 2605 2476 2524 2591 2592 2600 2506 2516)

19 10 1049 1 17 5 1 13773863 13606764 755134 588035 (5 2 10 7000 51 11
O O 2679 3025 2702 2699 2680 2712 2785 2651 2679 2674 2731 2692 2654
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goooo
April 220 ThursdayO
Session 1: Review of 2003 activities

® Jun Muraill WIDE[] WIDE activities
10Gbps 00000000 OOOODOOOO
000 WIDE Project DO ODOODOO

® Kenjiro Cho0l WIDEM] WIDE measure-
ment activities
WIDE Project 00 OOO0OO0OOO0DOODO
DNSO IPv6 topologyd BGP simulation[
netflow/sflow[(10GStarBED [istributed
IXO AI3 satellite D OO OO0

e kc claffyd CAIDAT CAIDA report
2003-2005 00 CAIDAOOOOOOOO
00O 01) macroscopic topology & rout-
ing[®) workload characterization3) DNSO
4) performancel5) IMDC-Trends6) secu-
rity0 60000000000

Session 2: DNS measurements and modeling

® Yuji Sekiyall WIDEOO Comparison of
active and passive measurement
DNSOOOOOOOoOoOoooooooog

® Nevil Brownled] CAIDA[MMeasurements
and laboratory simulations of the upper
DNS hierarchy
PAM200400000 DNSOOOOOODO
goooooobooo

® Duane Wessel§] CAIDA[MData collection
and analysis for DNS-OARC components
ISCOARCOOODOODOOODODO DNS
0ooooooog bscoOooon

e Akira Katod WIDET] Measurements at

M-root server



M-root OOOUSOOOOO 500000
ooooooooooooo

e Bradley Huffakerd CAIDAT] Sources of
strange queries at F-root
Froot OO0 OO0O0OOOOOOOOOO
0oooooooo

® Matthew Luckied WANDOO IPv6 DNS
misconfigurations
IPv6 0000000COODNSOODOO
goodooobobobooooooooo
gooooo

® Francisco J. Martin0 Oregon State Uni-
versityJd Toward rapid diagnosis and
repair of DNS problems
DNSOOOOOooOooooooooood
goooooo

® Genevieve Bartlettd ISI[T] Deploying
DNSSEC at a root server
B-root 0OOOOO DNSOOOOOO

April 230 FridayO

Session 3: IPv6 measurements

® Matthew Luckiel WANDIT] Active mea-
surements of IPv6 topology: scamper
project
o000 scamper OO OO0OOOOOO
goo

® Kenjiro Chd] WIDE[M Dual-stack world:
a view from .jp
gobobooboobooooboon
goooo

Session 4: Traffic Monitoring

® Bartek Wydrowski] Caltech(TIFAST TCP
—Internet Congestion Control
FASTTCPOOOODOODOOOOOODO
goo

® Seiichi Yamamotd] WIDE[MTraffic mon-
itoring by sflow
WIDEOO sFlowOOOOOOOooOooO
goooooon

® Colleen Shannon[Becurity data collection
at CAIDA
goboboooboobooboobooo
gboboooooooobobooobbooobo
goboboooboobooboobooo
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Session 5: BGP and Routing

® Kengo NagahashillBGP simulation envi-
ronment on Starbed
StarBED 00 BGPOOOODOOOOO
oono

® Dima Krioukov[dCompact routing model
0000000000O0O0oo0oooooo

e Kenjiro CholServer placement/selection
for scale-free networks
gooooboobooooooooooo
gbobooboboboboobobooogo
gooooboobooooooooooo
goooo
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August 60 Friday
14:00-14:30 arrivals and introductions
14:30-18:15 DNS measurements and model-

ing

® Duane Wessels] CAIDA s your caching
resolver polluting the Internet?
SIGCOMM2004 NetTsO OO OO0 F-root
OO0 DNSOODDODOOOOooOoo

® Yuji Sekiyall WIDEM Passive and active
DNS measurements
DNSOOOODOOOOO0oOooOoOooooo
goooo

o Bill Manning1 ISITTISecure Resolver Ob-
jects
resolver 0000000000 O0OO0OO
goboooooobobo

® Suzanne Woolf] ISCIINS ITR: Improving
the Integrity of DNS
CAIDA/ISCO NSFOO OO OOO DNS
goooooooobogoo

® Nevil Brownleel] CAIDADOO NeTraMet:
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Recent developments in a production
measurement environment
NeTraMet 00 000000000000
00o00oooooooo
August 70 Saturday
9:45-12:25 Topology and Routing

® Kenjiro Chod WIDE] Dual-stack tools
and results
j0000oo0oooOouooooooo
ggo

® Brad Huffakerd CAIDAT] Active Topol-
ogy Probing at CAIDA
skitter /scamper 000000000000
00Moddooooooooooboooo

® Dima Krioukovd CAIDA] Progress in
inferring business relationships between
ASes
ASODODDOOO0OO0OooOooooOoooon
goooooobooooooooooo

® Kengo Nagahashil WIDEM] BGP simu-
lation on Starbed
StarBEDO OO BGPOOOOOOOOO
goooo

12:25-15:30 Traffic monitoring and other

research topics

® Arne Oslebod UNINETTITI SCAMPI &
LOBSTER—European measurement proj-
ects
gooooooobobobooooo
SCAMPIOOODOOOOOODODOOODO
000 LOBSTEROOOOODOOO

® Hiroshi Esaki] WIDEIP infrastructure
study in Japan
oo IspO0000O0ODOoOOOOOOOn
goooobooboooooooo

o Akira Katd] WIDE[Tk-lex: Tokyo Lambda
EXchange www.t-lex.net
T-LEXOOODO0OO00O0DO0O00OO0DO0Od
goooooo

® Jun Takei] WIDETI AI3: Satellite Inter-
net tested in Asia

O0000000000o0OO0O0O00AIZO

00o0o000opoUoooooooooooo
ooooooooo

® David Moorell CAIDAT] How to build a
better netflow
SIGCOMM2004 000000 NetFlow O
ooooooooo

® Seiichi Yamamotdl WIDETk-flow interop
test report
Networld + Interop 2004 tokyo O O OO
sFlow 0 ODOODO0ODO0O0OO0OOO0OOOOOO
ggod

o kc claffy] CAIDATInternet Measurement
Data Catalog
gooooooboboboooooooooo
gooooooobooooo

® Matt Zekauskag] Internet2(T1The Abilene
Observatory
ABILENEOOOOOOOODOOOOOO
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00 70 First French Asian Workshop on Next

Generation Internet

7100

20040 90 21000 230000000000
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2 Asian Institute of Technology (Thailand)
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e Mobility

e Ad-hoc networks

® Measurements

® Audio and video support over the Internet
® Multicast

® Dynamic networks and ubiquitous network-

ing

® [nternet development

® Distance learning
gooooobobooooooooboboboood
goooooobobobobooooooboboboood
goooooobobobobooooooboboboood
goooooooooood
goooooooooooooooo

7.2 Workshop Programs

Location

INRIA Sophia Antipolis

2004, route des Lucioles — BP 93
06902 Sophia Antipolis — France

Workshop date: Tuesday, September 21st—
Thursday, September 23rd 2004.

7.2.1 Tuesday, Sep. 21st
08:45-09:00 Welcome address by Michel Cosnard,
Director, INRIA Sophia Research Unit
09:00-13:00 General Overview Session
09:00-09:45 WIDE activities by Jun Murai
09:45-10:30 AIT activities by Kanchana
Kanchanasut
10:30-11:00 Coffee Break
11:00-11:45 INRIA and other French activi-
ties by Walid Dabbous
11:45-13:00 Short Presentations Session
Presenters:
® Jean-Marie Bonnin, Armor team
® Ali Boudani, Armor team
® Hossam Afifi, Plante team
® Activities on FLUTE and LDGM, Plante

team

W I D E

® Antoine Clerget, Udcast
® Thomas Clausen, Hipercom team
® Nol Crespi, INT
® Activities on Intelligent Car, INRIA Visa
team
® Osamu Nakamura, WIDE
® Keisuke Uehara, WIDE
® Thierry Ernst, WIDE
® Yojiro Uo, WIDE
® Ryuji Wakikawa, WIDE
® Kenjiro Cho, WIDE
® Jun Takei, WIDE
13:00-14:30 Lunch Break
14:30-18:00 Technical Presentations Session
Session Chair: Kenjiro Cho
14:30-15:00 Large scale Multicast (Kanchana
Kanchanasut, AIT)
15:00-15:30 Reliable Multicast (Patcharee
Basu, AIT)
16:00-16:30 Large Scale Virtual Environments
(Thierry Parmentelat, INRIA)
16:30-17:00 Coffee Break
17:00-17:30 Multicast channel announcement
(Hitoshi Asaeda, INRIA)
17:30-18:00 Internet Traffic measurements at
Armor group (Graldine Texier,
GET)
18:00-18:30 The Metropolis French project
on Internet Measurement (Kav

Salamatian, LIP6, CNRS)

7.2.2 Wednesday September 22nd
09:00-11:00 Technical Presentations Session
Session Chair: Walid Dabbous
09:00-09:30 Towards self-organized networks
(Serge Fdida , CNRS)
09:30-10:00 Internet Topology Inference
(Chadi Barakat, INRIA)
10:00-10:30 The OLSR Protocol (Philippe
Jacquet, INRIA)
10:30-11:00 IPv6 Multicast (Bernard Tuy,
Renater)
11:00-11:30 Coffee
11:30-12:45 Discussion Session
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Session Chair: Jun Murai
— Future directions and collaboration
—eWorking groups definition
12:45-14:00 Lunch
14:00-14:30 Message from Jun Murai (Left Jun,
Osamu and Auto-ID members)
14:30-18:00 Technical Presentations Session
Session Chair: Kanchana Kanchasut
14:30-15:00 Satellite Internet and School On
the Internet (Jun Takei, WIDE)
15:00-15:30 WIDE Measurement activities
and IPv4/IPv6 results (Kenjiro
Cho, WIDE)
15:30-16:00 Mobile Ad-hoc Networking (Ryuji
Wakikawa, WIDE)
16:00-16:30 Coffee
16:30-17:00 Network Mobility (Thierry Ernst,
WIDE)
17:00-17:30 InternetCAR and Internet Mobi-
lity (Keisuke Uehara, WIDE)
17:30-18:00 DVTS—Digital Video over Inter-
net (Ryuji Wakikawa, WIDE)

7.2.3 Thursday, September 23rd
09:00-11:00 Working groups meetings
11:00-11:30 Coffee

11:30-12:30 Wrap-up

12:30-14:00 Lunch

7.3 The working groups

gooooooobobobooooooooooo
goooodboobobogboooooooood
goooooboboboboooooobooboood
goooooboboboboooooobooboood
ooooooowGOOOooooooooooo
e The Mobility working group gathers
researchers interested in the network mobil-
ity domain (nemo and nautilus project),
ad-hoc networks, security for ad-hoc networks
and Internet car. Collaboration on theses
domains already exist between French and
Japanese researchers and it is expected that

it will be strengthen.

® The collaborations on Measurements were
discussed within the corresponding working
group. The WIDE group already organize
a joint workshop with CAIDA. It was pro-
posed to invited French researchers to this
workshop.

® The Multicast and AV streams work-
ing group corresponds to ongoing work in
different teams and collaboration is expected
to continue/start.

® The Internet development working
group, it corresponds to ongoing activity
in the context of the SOI (School on the
Internet) that could involve French professors
using a high speed connection between Paris
and AI3 through Tokyo. The activity within
this domain could be used by the Measure-
ments researchers if helpful.

® The Ubiquitous networking: There were
no ongoing activities on the French side con-
cerning the Ubiquitous networking topic, but
there was an interest to collaborate on this

topic.

7.4 Administrative follow-up
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