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O 70 XCAST6 over UDP

Abstract
XCAST (Explicit Multicast) is a datagram

delivery system suitable for multi-party appli-
cations like tele-conferences and network games.
From late 1990’s many volunteers make techni-
cal works on the Internet as well as discussion
and BoF in IETF. However, we cannot get
“rough consensus” in IETF multicast community
that prevents us from getting necessarily TANA
resources to start broader deployment of XCAST.

XOU (XCAST6 over UDP) is a substitute

system of basic-XCAST that delivers XCAST6

;-
16:00 18:10 18: 20 18: 30

120 110000000000 XCASTOOOOOO

XCAST IPv6 traffic (in xgate interface sip0)

v 4

Min=1.88

120 80000000000 XCASTOOOOODO

datagram as UDP datagram without any official
TANA resource. In XOU, we use a special SSM
tuple instead of ALL_XCAST_NODE multicast
address and embed other information including
list of destinations at the position from option
header to the lead of UDP payload.

Using XOU, we can avoid ITANA resource prob-
lem that is obstacle against acception of XCAST

for several open source OSes.

7.1 Introduction

XCAST (Explicit Multicast) is yet another

multicast protocol that is suitable for multi-
party applications for small group such as tele-
conference and network games. While conven-
tional multicast and SSM have scalability in terms
of numbers of receivers in each group, XCAST is
scalable in terms of number of the group on the
network. In other word, XCAST is complement

of conventional ASM and SSM.
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Since 1999, volunteers in IETF collaborate in
developing, and testing interoperability of imple-
mentations of XCAST protocol stack. Because
the implementations have been released as open
source, community was organized mainly in
NetBSD, FreeBSD and Linux users in Asian coun-
tries. Especially, WIDE project started operation
of X6-Bone (XCAST6 Bone) in 2002 and that
connected 9 groups and individuals broadly dis-
tributed in Japan.

While hacking on the Internet, we have dis-
cussed to promote XCAST technology in Mul-
ticast Directorate, Routing Area Meeting and
a BoF of XCAST itself. We could get understand-
ing of area directors and IESG, but on the way of
achieving rough consensus of whole of Multicast
community in IETF, it prevented us from tak-
ing official TANA protocol resources necessarily to
deploy the XCAST implementation.

Some guys in XCAST community are commit-
ter of *BSD and they want to easily distribute and
deploy XCAST6 code in their current version and
maintain XCAST6 system. However to do that,
it is the largest obstacle that we don’t have any
type values of option headers for XCAST®6.

XOU (XCAST6 over UDP) is an alternative
way of XCAST to do without official TANA
resource. XOU simulates UDP datagram. That
means for ordinal nodes it looks UDP completely,
while for nodes that know what XOU is, it can be
found an explicit list of destination in the UDP
payload and branch so that they forward the data-
gram as original XCAST nodes behave. Reorga-
nized points from original XCAST to XOU are as
follows.

e Instead of ASM address, ALL_ XCAST_NODE,

use the SSM channel
(X6Bone_ DUMMY _SOURCE,
ALL_XCAST_SSM_ID).

e Shift XCAST information from option head-

ers to the beginning of UDP payload.

7.2 Header format

XOU datagram organized as follows (Figure 7.1).

192

IPv6 header

flow label = 0x78580 ’o’ = 0x78 ’u’=5b8
src = last divided router

dst = one of dest to go

IPv6 header

flow label = 0x00000

src = Special Unicast addr in WIDE X6-Bone
dst = FF35::FFFF:FFFF (SSM dynamic range)

UDP6 header
src = bound by application or 0S
dst = bound by application
length
checksum

X0U header

original src address of this packet
ICMP control

number of destinations

bitmap

list of destinations

Real payload of X0OU

N I " T e e e e e N T e N e

0 7.1. XOU datagram structure

The first IPv6 header is similar for semi-
permeable tunneling of original XCAST6 proto-
col. In flow label field, we embed special value
‘0x78580’ that means Ox and ascii code of ‘0’, ‘u’
and 0x0. For XOU router this is predefined as
special value while it is no meaning for non-XOU
router. However, other application can use this
value independently. It’s just a hint for XOU
router. In the source address field of it, a unicast
address of outgoing interface of last XOU branch
router is indicated. And destination address is one
of unicast address from explicit list of destinations
that the datagram must reach.

The second header is also IPv6 header.
That is a mark the datagram is XOU
one. The source address of this header is
X6Bone_ DUMMY_SOURCE (not assigned yet)
that is a special unicast address from the range
assigned for WIDE X6-Bone network. WIDE
XCAST WG will preserve it and never assign for
any node. The destination address of the header
is ALL_XCAST_SSM.ID (FF35:FFFF:FFFF)
that is from the SSM range. As WIDE XCAST
WG will keep uniqueness and persistence of

X6Bone_ DUMMY_SOURCE, we can treat



SSM  channel (X6Bone_ DUMMY_SOURCE,
ALL_XCAST_SSM_ID) as a mark of XOU data-
gram as well as ALL_XCAST_NODE is in the
original XCAST basic specification.

The third header is a UDP header. It includes
source and destination port just same as ordinal
UDP header. In length field of this UDP header,
remained length of UDP payload including XOU
header, which is described followings, is indicated.
And in the checksum field, UDP checksum is cal-
culated with zero-filled XOU header followings.

For non-XOU node, succeeding part of XOU
datagram looks ordinal UDP payload. And whole
the XOU datagram is ordinal UDP datagram with
wrong UDP checksum. However, as XOU system
there is the fourth header that includes

e the unicast address of original source node

e the number of destinations

e the bitmap of delivery status

e the explicit list of destination

After the XOU header, real UDP payload of the
XOU datagram succeeds.

7.3 Datagram processing

7.3.1 Transmission

Sender must allocate and prepare the packet
buffer (mbuf, skbuf, etc.) that is long enough to
store two IPv6 headers, one UDP header and
XOU header that fit for the number of desti-
nations and real payload to carry. In the first
header, substitute flow-label 0x78580, store out-
going interface address as source address and store
first one of the destination list in XOU header in
destination address. After storing all data, zero-
fill the bitmap field temporarily, calculate UDP

checksum and restore them.

7.3.2 Forwarding

Forwarding by non-XOU nodes By the node
that does not know what XOU is, or that does
not have any flow-label information for 0x78580,
the datagram is forwarded as the unicast data-
gram. This behavior is similar with that of semi-

permeable tunneling of original XCAST6. Even

W I D E

if flow-label information for 0x78580 registered on
the router, XOU information is ignored and spe-

cial unicast procedure for the label goes on.

Forwarding by XOU nodes XOU nodes reg-
ister 0x78750 as a special label for XOU in proto-
col stack initialization. Receiving the datagram
with this label, the node checks the datagram
which is XOU packet or not. This is done by
checking the second header that is IPv6 header
with SSM channel (X6Bone_.DUMMY_SOURCE,
ALL_XCAST_SSM_ID).

If it is not proceeded by ordinal unicast pro-
cedures, or receiving XOU packet, the node skips
UDP header and proceeds to XOU header. Check-
ing bitmap for each destination, it looks up uni-
cast routing table to find next hop entry, bun-
dles destinations that have the same next hop and
duplicates the datagram if two or more next hop
entries are found. For each datagram, it updates
bitmap and rewrites source and destination

addresses of the first IPv6 header and forward it.

7.3.3 Receiving

If loop-back entry is found as a result of for-
warding process based on XOU header, UDP
protocol stack must be up-called with following
exceptional handling.

1. Before calculating checksum, bitmap must be
zero-filled.

2. Slide UDP payload pointer to next of XOU
header in order for recv(2) to return real pay-
load of XOU datagram.

3. Store original source address into sockinfo in
order for recvfrom(2) to return correct source

address of XOU datagram.

7.4 Security consideration
To prevent DDoS, branching XOU router
MUST re-write source address of first IPv6 header

to the one of outgoing interface. Without it,
cracker is easily able to attack arbitrary node

using ICMP error reply.
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7.5 Detailed format of XOU datagram
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0 1 2 3
012345678901234567890123456789¢01

Version Class | Flow Label (0x78580)

Payload Length | NextHdr=IPv6 Hop Limit
Source Address ( = a ) st
IPv6
Hdr

Destination Address ( = b )
Version Class | Flow Label (0x00000)

Payload Length | NextHdr=Upp Hop Limit
Source Address ( = a ) 2nd
IPv6
Hdr

Destination Address ( = b )

src port dst port length checksum UDP

VERSION NBR_OF_DEST # of ICMP ref |X RESERVED
Original Source Address X0u
Hdr

Channel Identifier
Bitmap
X0U
Destination Address[0] Hdr
Destination Address[1]

Destination Address[n-1]

UDP payload

0 7.2. XOU detailed datagram format




