0 v

Jogoobobobobbboobod






W I D E

050
goodoooooooboood

010 0000

netman OO0 000000O0O00O0SNMPOOO
coooooobooooooboooobooooooon
oooo

gooooooboooooooboooobooooooo
oooooooooooob 2000000000
oooooopo0ooooobooboboonoo soon
cbooooboooooooOoooOooboboOoboboooo
O0000000D000oO0oOoO (CpMonitor)
0000 VLANOOOOOOODODOOOOoODD 4
cooooooooooooo Ipve0Oo0OO
coooooooooooooooboboooooo
cooooooo

gobobooobooooooooooboobooooo
SNMpPv3OOOOOOOOOOOOOOODOOOO
ooo@)bGUOoUoOoooUooooooon
“Network World” 00 20030 1000000000
00000 SNMPOOOOOO (p.70-105) 000
cooboooooooooooboooooooooo

00 20 An Architecture IP Packet Tracing

2100
IpO000O0OOOOODOOOOOOOOOOO0
bobodooboobooboobobooboobooobog
oboboooooooolpOooooooobod
gbooodoboobobooboooboobooooo
oooobooboooooboboboooooooobooboooo
oooooooooooo «bo”bUoooboooo
boboooboobooboobobooboobooobog
oooooooo«oorboooboobooboDboOn
bobooboobooboobooodoobo pobOoDbDO

oooooooooo «oo”bocouobooboooo
gooooooooooooobooOobOoOoOoooooo
goooooboooooooooboooooooo
ooo
IpPO0O0OO0OOOOOOOOOOOOOOO0000
gooooooooooooooboooooooo
oooooooooooo«corbooooooo
goooooboooooooooboooooooo
goooooboooooooooboooooooo
goboocooooIrobOoOoOboOoOoOobOooon
gooooobooooooooobooOoooooo
gooooobooooooooobooOoooooo
gooooobooooooooobooOoooooo
ooooooooooooo
cooooooooooooOoOoOoOOOOOO 1P
gooooooooooooooboooooooo
oooooomrooooofdnd Time-to-live 0 00O
goooooooooooooooor00000
gooooooooooooooboooooooo
goboooooIrrobooobooboooobooon
gooooboooooooooooboooooooo
oooNATOOO00O0O00O0ooooooobooobo
gbooooooooobbooobobooooorrbb
gooooooooooooooboooooooo
gooooooooooooooboooooooo
ooo
oooooooobooooooooboo pbOO
gooooooooooooooboooooooo

220000000
[84] O O OPacket Tracing 00 000000000

000 “monitor” “packet record bases” [ “packet
record agents”[J “packet trackers” 0O 000 OO0
Packet Monitor(PM)
oooooUooooooooo ipOoooOO
oooooooood
Packet Record Base(PRB)
Packet Monitor 0000000000 IPOOO
00000000ODO0o00oooOooodd PRB
Oo00o0O0O0dooOoooooDoooogoog

69

PR OIJECT

OOooOoooooooOoooono Ooge




e 50 0OO0OO0OOOOOOOOOOOOO
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0 2.1. Packet tracing architecture.
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SnortIDAlertMIB.txt 0 0 O O
sidaSensorHashAlgorithm OBJECT-TYPE
SYNTAX INTEGER {

other 1,
md5 2,
shal 3,

ripeMd160 (4)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION

W I D E

" The hash algorithm used to compute the hash value part

in sidaAlertPacketPrint.

::= { sidaSensorEntry 11}

sidaAlertPacketPrint OBJECT-TYPE
SYNTAX SnmpAdminString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

" The print of the invariant part of the packet that

triggered the event. The hashing algorithm is specified

in sidaSensorHashAlgorithm.

The print has the following format

<The hash value generated by sidaSensorHashAlgorithm> ’:’

<The length of the packet that was hashed> 72

<The TTL of the packet>

NULL string termination character

The hash value is represented in hexadecimal notation.

n

::= { sidaAlertEntry 31}

023 0O000O0O0O0OO0OO0O0O0OOCOOOOOO0OCOO0OO0
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# CpMonitor Configuration
# preprocessor CGpMonitor:
#  where, <statsType> = vlan
e.g. when statsType = vlan
will be collected
[statsID@]<spec>
assigned by the snmp agent.

which you want the stats.

HOoH O OH OB OH OH OH OH OH O O O OH R

on the preceding token.

0 3.1.

# VLAN 00O 100 DOOOOOOOOOODOOO
preprocessor CGpMonitor: vlan 100 port *

# 0000 viAN OO0O000000o0Oo0ooooo
go

preprocessor CGpMonitor: vlan * port *

0 3.2. VLANOOOOOOOODOODOOOOO

SNMP(CpMonitor MIB) OO OO0OO0O0O0O00O0O0O
bobooobooobooboobobooboobooobog
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goboogbzo01ooobooooooooon
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72

<statsType> <statsSpec> port <port list>

<statsSpec> is a space separated list of specifications
for which the statistics must be collected.

statsSpec specifies the vlanIDs for which statistics
The format for the statsSpec is
The optional statsID specifies the index that will be
<port list> is a space separated list of port numbers for
Note-1 O is the reserved vlanID for the total.

Note-1 ’*’ is the wild card signifying all vlanIDs or,
all port numbers (in the range 0-1023) depending
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CYSOLS-PASSIVE-MONITOR-MIB DEFINITIONS ::= BEGIN
IMPORTS

MODULE-IDENTITY, Counter32, Integer32,
0BJECT-TYPE

FROM SNMPv2-SMI
DateAndTime

FROM SNMPv2-TC
MODULE-COMPLIANCE, OBJECT-GROUP

FROM SNMPv2-CONF
SnmpAdminString

FROM SNMP-FRAMEWORK-MIB
InetAddressType, InetAddress

FROM INET-ADDRESS-MIB
InterfaceIndex

FROM IF-MIB
cysolExp

FROM CYSOL-MIB;

cpMonitorMIB MODULE-IDENTITY
LAST-UPDATED "200203010000Z" -- 1st March 2002
ORGANIZATION "Cysols.com"
CONTACT-INFO
" Glenn Mansfield Keeni
Postal: Cyber Solutions Inc.
6-6-3, Minami Yoshinari
Aoba-ku, Sendai, Japan 989-3204.
Tel: +81-22-303-4012
Fax: +81-22-303-4015
E-mail: glenn@cysols.com

Support Group E-mail: mibsupport@cysols.com"

DESCRIPTION
" The MIB for passive monitoring."
-- Revision History
- 010302 : TimeStamps changed to DateAndTime format
- cpmStatsStartTimeStamp
- cpmApStatsStartTimeStamp

::= { cysolExp 1 }

-- cpmMonitors: The Table of Monitors. Each row represents a Monitor.

- the monitor configurations may allow for interface
- per monitor. It may have zero or more filters too.
-- cpmMonitorID is the key to the table.

cpmMonitorTable OBJECT-TYPE
SYNTAX SEQUENCE OF CpmMonitorEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
" Each row of this table contains information
about an alert indexed by cpmMonitorID."
::= { cpMonitorMIB 1 }

-- The sensor static objects

0O 3.3. CpMonitor MIB (O O)
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cpmMonitorEntry OBJECT-TYPE
SYNTAX CpmMonitorEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
" Entry containing information pertaining to
a snort sensor."
INDEX { cpmMonitorID }
::= { cpmMonitorTable 1 }

CpmMonitorEntry ::= SEQUENCE {
cpmMonitorID
Integer32,
cpmMonitorDescription
SnmpAdminString,
cpmMonitorVersion
SnmpAdminString,
cpmMonitorLocation
SnmpAdminString,
cpmMonitorAddressType
InetAddressType,
cpmMonitorAddress
InetAddress,
cpmMonitorInterfaceIndex
Interfacelndex

(oo
-- cpmStats: The Table of Stats. Each row represents Stats corresponding
-- to an interface.
-- cpmMonitorID cpmStatsID form the key to the table.

cpmStatsTable OBJECT-TYPE
SYNTAX SEQUENCE OF CpmStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
" Each row of this table contains information
about an alert indexed by cpmMonitorID and cpmStatsID."
::= { cpMonitorMIB 2 }

cpmStatsEntry OBJECT-TYPE
SYNTAX CpmStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
" Entry containing information pertaining to
an alert."
INDEX { cpmMonitorID, cpmStatsID}
::= { cpmStatsTable 1 }

CpmStatsEntry ::= SEQUENCE {
cpmStatsStartTimeStamp
DateAndTime,
cpmStatsV4IpDgrams
Counter32,
cpmStatsV4IpOctets
Counter32,

O 3.3. (Continued.)
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cpmStatsV4UdpDgrams
Counter32,
cpmStatsV4UdpOctets
Counter32,
cpmStatsV4TcpSegs
Counter32,
cpmStatsV4TcpOctets
Counter32,
cpmStatsV4IcmpMsgs
Counter32,
cpmStatsV4IcmpOctets
Counter32,

cpmStatsV6IpDgrams
Counter32,
cpmStatsV6IpOctets
Counter32,
cpmStatsV6UdpDgrams
Counter32,
cpmStatsV6éUdpOctets
Counter32,
cpmStatsV6TcpSegs
Counter32,
cpmStatsV6TcpOctets
Counter32,
cpmStatsV6IcmpMsgs
Counter32,
cpmStatsV6IcmpOctets
Counter32,
cpmStatsRecvs
Counter32,
cpmStatsDrops
Counter32,
cpmStatsID
Integer32,
cpmStatsDescr
SnmpAdminString,
cpmStatsType
INTEGER

-- cpmApStats: The Table of Stats. Each row represents Stats corresponding
-- to an interface.
-- cpmApStatsID is the key to the table.

OOooOoooooOooOoooong doOe

cpmApStatsTable OBJECT-TYPE
SYNTAX SEQUENCE OF CpmApStatsEntry
MAX-ACCESS mnot-accessible
STATUS current
DESCRIPTION
" Each row of this table contains information
about an alert indexed by cpmMonitorID, cpmStatsID and cpmApStatsID."
::= { cpMonitorMIB 3 }
cpmApStatsEntry OBJECT-TYPE
SYNTAX CpmApStatsEntry
MAX-ACCESS mnot-accessible
STATUS current

O 3.3. (Continued.)
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CpmApStatsEntry :

a@oH

33200200000000000000

DESCRIPTION

" Entry containing information pertaining to

an alert."

INDEX { cpmMonitorID, cpmStatsID, cpmApStatsPortNo}

::= { cpmApStatsTable 1 }

cpmApStatsPortNo
Integer32,

cpmApStatsStartTimeStamp

DateAndTime,
cpmApStatsV4IpDgrams
Counter32,
cpmApStatsV4IpOctets
Counter32,
cpmApStatsV4UdpDgrams
Counter32,
cpmApStatsV4UdpOctets
Counter32,
cpmApStatsV4TcpSegs
Counter32,
cpmApStatsV4TcpOctets
Counter32,
cpmApStatsV6IpDgrams
Counter32,
cpmApStatsV6IpOctets
Counter32,
cpmApStatsV6UdpDgrams
Counter32,
cpmApStatsV6UdpOctets
Counter32,
cpmApStatsV6TcpSegs
Counter32,
cpmApStatsV6TcpOctets
Counter32

:= SEQUENCE {

VLAN OO CpMonitor DO0OOO0OOOO0O0OOO
boboooboobooboobobooboobooobog
boboooboobooboobobooboobooobog
uobooooobooboooao

00000000000000
o IPv4
-00000000 (0Oo0)

—UDP/TCP/ICMP OO0 OO0OOOOOOO

— FTP/SSH/HTTP/SNMP/HTTPS/CVS [
00000000000000000000

e [Pv6
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-00000000 (0O0)
— UDP/TCP/ICMP 00000000000
0
— FTP/SSH/HTTP/SNMP/HTTPS/CVS [
00000000000000000000
0000000 3500000000000000
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3400 NocOOOO
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cpmMonitorID.1 = INTEGER: 1

cpmMonitorID.2 = INTEGER: 2

oo

cpmStatsV4IpDgrams.1.0 = Counter32: 4184894

cpmStatsV4IpDgrams.1.4 = Counter32: 203254

cpmStatsV4IpDgrams.1.18 = Counter32: 262

cpmStatsV4IpDgrams.1.21 = Counter32: 5246

cpmStatsV4IpDgrams.1.31 = Counter32: 17461

cpmStatsV4IpDgrams.1.38 = Counter32: 3956917

cpmStatsV4IpDgrams.1.41 = Counter32: 85

cpmStatsV4IpDgrams.1.49 = Counter32: 1669

((upEp)]

cpmStatsID.1.0 = INTEGER: O

cpmStatsID.1.4 = INTEGER: 4

cpmStatsID.1.18 = INTEGER: 18

cpmStatsID.1.21 = INTEGER: 21

cpmStatsID.1.31 = INTEGER: 31

cpmStatsID.1.38 = INTEGER: 38

cpmStatsID.1.41 = INTEGER: 41

cpmStatsID.1.49 = INTEGER: 49

oo

cpmStatsDescr.1.0 = STRING: Total

cpmStatsDescr.1.4 = STRING: 4

cpmStatsDescr.1.18 = STRING: 18

cpmStatsDescr.1.21 = STRING: 21

cpmStatsDescr.1.31 = STRING: 31

cpmStatsDescr.1.38 = STRING: 38

cpmStatsDescr.1.41 = STRING: 41

cpmStatsDescr.1.49 = STRING: 49

oo d
cpmStatsType.1.0 = INTEGER: total(1) %
cpmStatsType.1.4 = INTEGER: vlan(2) 0
cpmStatsType.1.18 = INTEGER: vlan(2)

cpmStatsType.1.21 = INTEGER: vlan(2) O
cpmStatsType.1.31 = INTEGER: vlan(2) g
cpmStatsType.1.38 = INTEGER: vlan(2) 0
cpmStatsType.1.41 = INTEGER: vlan(2) O
cpmStatsType.1.49 = INTEGER: vlan(2) g
oo 0
cpmApStatsPortNo.1.38.1 = INTEGER: 1 0
cpmApStatsPortNo.1.38.2 = INTEGER: 2 g
cpmApStatsPortNo.1.38.3 = INTEGER: 3 g
cpmApStatsPortNo.1.38.7 = INTEGER: 7 O
cpmApStatsPortNo.1.38.10 = INTEGER: 10 g

((upnp)
cpmApStatsStartTimeStamp.1.38.
cpmApStatsStartTimeStamp.1.38.

STRING: 2003-2-3,18:55:43.0,-9:0
STRING: 2003-2-3,19:4:26.0,-9:0
cpmApStatsStartTimeStamp.1.38. STRING: 2003-2-3,19:4:26.0,-9:0
cpmApStatsStartTimeStamp.1.38. STRING: 2003-2-3,19:19:48.0,-9:0
cpmApStatsStartTimeStamp.1.38.10 = STRING: 2003-2-3,19:42:26.0,-9:0
@

cpmApStatsV4IpDgrams.1.38.1 = Counter32: 16
cpmApStatsV4IpDgrams.1.38.2 = Counter32: 30
cpmApStatsV4IpDgrams.1.38.3 = Counter32: 5
cpmApStatsV4IpDgrams.1.38.7 = Counter32: 25
cpmApStatsV4IpDgrams.1.38.10 = Counter32: 4

@

N W N e
mwon

0 3.4. CpMonitor 0000 snmpwalk 000 (O00O)
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