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0 40 RFC 3142: An IPv6-to-IPv4 Transport

Relay Translator

4.1 Abstract

The document describes an IPv6-to-IPv4 trans-

port relay translator (TRT). It enables IPv6-
only hosts to exchange TCP,UDP traffic with
IPv4-only hosts. A TRT system, which lo-
cates in the middle, translates TCP,UDP /IPv6 to
TCP,UDP/IPv4, or vice versa.

The memo talks about how to implement a TRT
system using existing technologies. It does not

define any new protocols.

4.2 Problem domain

When you deploy an IPv6-only network, you
still want to gain access to IPv4-only network re-
sources outside, such as IPv4-only web servers. To
solve this problem, many [Pv6-to-IPv4 translation
technologies are proposed, mainly in the IETF ng-
trans working group. The memo describes a trans-
lator based on the transport relay technique to
solve the same problem.

In this memo, we call this kind of trans-
lator “TRT” (transport relay translator). A
TRT system locates between IPv6-only hosts and
IPv4 hosts and translates TCP,UDP/IPv6 to
TCP,UDP/IPv4, vice versa.

Advantages of TRT are as follows:

e TRT is designed to require no extra modifi-

cation on IPv6-only initiating hosts, nor that
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on IPv4-only destination hosts. Some other
translation mechanisms need extra modifica-
tions on IPv6-only initiating hosts, limiting
possibility of deployment.

e The IPv6-to-IPv4 header converters have to
take care of path MTU and fragmentation is-
sues. However, TRT is free from this problem.

Disadvantages of TRT are as follows:

e TRT supports bidirectional traffic only. The
IPv6-to-IPv4 header converters may be able
to support other cases, such as unidirectional
multicast datagrams.

e TRT needs a stateful TRT system between
the communicating peers, just like NAT sys-
tems. While it is possible to place multiple
TRT systems in a site (see Appendix A), a
transport layer connection goes through par-
ticular, a single TRT system. The TRT sys-
tem thus can be considered a single point of
failure, again like NAT systems. Some other
mechanisms, such as SIIT [111], use stateless
translator systems which can avoid a single

point of failure.

Special code is necessary to relay NAT-

unfriendly protocols. Some of NAT-
unfriendly protocols, including IPsec, cannot
be used across TRT system.

This memo assumes that traffic is initiated by
an IPv6-only host destined to an IPv4-only host.
The memo can be extended to handle opposite di-
rection, if an appropriate address mapping mech-

anism is introduced.

4.3 IPv4-to-IPv4 transport relay

To help understanding of the proposal in the
next section, here we describe the transport relay
in general. The transport relay technique itself is
not new, as it has been used in many of firewall-

related products.

4.3.1 TCP relay
TCP relay systems have been used in firewall-
related products. These products are designed

to achieve the following goals: (1) disallow for-
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warding of IP packets across a system, and (2)
allow TCP,UDP traffic to go through the system
indirectly. For example, consider a network con-
structed like the following diagram. “TCP relay
system” in the diagram does not forward IP packet
across the inner network to the outer network, vice
versa. It only relays TCP traffic on a specific port,
from the inner network to the outer network, vice
versa. (Note: The diagram has only two subnets,
one for inner and one for outer. Actually both

sides can be more complex, and there can be as

many subnets and routers as you wish.)

destination host

X4
outer network
Y4 dummy
TRT system — prefix
B6 (C6::/64)
inner network
A6

initiating host

When the initiating host (whose IP address is A)
tries to make a TCP connection to the destination
host (X), TCP packets are routed toward the TCP
relay system based on routing decision. The TCP
relay system receives and accepts the packets, even
though the TCP relay system does not own the
destination IP address (X). The TCP relay sys-
tem pretends to having IP address X, and estab-
lishes TCP connection with the initiating host as
X. The TCP relay system then makes a another
TCP connection from Y to X, and relays traffic
from A to X, and the other way around.

Thus, two TCP connections are established in
the picture: from A to B (as X), and from Y to
X, like below:

TCP/IPv4: the initiating host (A)
--> the TCP relay system (as X)
address on IPv4 header: A -> X

TCP/IPv4: the TCP relay system (Y)
--> the destination host (X)
address on IPv4 header: Y -> X

The TCP relay system needs to capture some of
TCP packets that is not destined to its address.
The way to do it is implementation dependent and

outside the scope of this memo.



4.3.2 UDP relay

If you can recognize UDP inbound and out-
bound traffic pair in some way, UDP relay can
be implemented in similar manner as TCP relay.
An implementation can recognize UDP traffic pair
like NAT systems does, by recording address/port
pairs onto an table and managing table entries

with timeouts.

4.4 IPv6-to-IPv4 transport relay translator

We propose a transport relay translator for
IPv6-to-IPv4 protocol translation, TRT. In the
following description, TRT for TCP is described.
TRT for UDP can be implemented in similar man-
ner.

For address mapping, we reserve an IPv6 pre-
fix referred to by C6::/64. C6::/64 should be a
part of IPv6 unicast address space assigned to the
site. Routing information must be configured so
that packets to C6::/64 are routed toward the TRT
system. The following diagram shows the network
configuration. The subnet marked as “dummy
prefix” does not actually exist. Also, now we as-
sume that the initiating host to be IPv6-only, and
the destination host to be IPv4-only.

destination host

X
outer network
Y
TCP relay system
B
inner network
A

initiating host

When the initiating host (whose IPv6 address
is A6) wishes to make a connection to the desti-
nation host (whose IPv4 address is X4), it needs
to make an TCP/IPv6 connection toward C6::X4.
For example, if C6::/64 equals to fec0:0:0:1::/64,
and X4 equals to 10.1.1.1, the destination address
to be used is fec0:0:0:1::10.1.1.1. The packet is
routed toward the TRT system, and is captured by
it. The TRT system accepts the TCP/IPv6 con-
nection between A6 and C6::X4, and communicate

with the initiating host, using TCP/IPv6. Then,

W I D E

the TRT system investigates the lowermost 32bit
of the destination address (IPv6 address C6::X4)
to get the real IPv4 destination (IPv4 address X4).
It makes an TCP/IPv4 connection from Y4 to X4,
and forward traffic across the two TCP connec-
tions.

There are two TCP connections. One is
TCP/IPv6 and another is TCP/IPv4, in the pic-
ture: from A6 to B6 (as C6::X4), and Y4 to X4,

like below:

TCP/IPv6: the initiating host (A6)
--> the TRT system (as C6::X4)
address on IPv6 header: A6 -> C6::X4

TCP/IPv4: the TRT system (Y4)

--> the destination host (X4)

address on IPv4 header: Y4 -> X4

4.5 Address mapping

As seen in the previous section, an initiating
host must use a special form of IPv6 address to
connect to an IPv4 destination host. The special
form can be resolved from a hostname by static
address mapping table on the initiating host (like
/etc/hosts in UNIX), special DNS server imple-
mentation, or modified DNS resolver implementa-

tion on initiating host.

4.6 Notes to implementers
TRT for UDP must take care of path MTU is-
sues on the UDP/IPv6 side. The good thing is

that, as we do not relay IP layer packets between
IPv4 and IPv6, we can decide IPv6 path MTU
independently from IPv4 traffic. A simple solu-
tion would be to always fragment packets from
the TRT system to UDP/IPv6 side to IPv6 min-
imum MTU (1280 octets), to eliminate the need
for IPv6 path MTU discovery.

Though the TRT system only relays TCP,UDP
traffic, it needs to check ICMPv6 packets destined
to C6::X4 as well, so that it can recognize path
MTU discovery messages and other notifications
between A6 and C6::X4.

When forwarding TCP traffic, a TRT system
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needs to handle urgent data [116] carefully.

To relay NAT-unfriendly protocols [58] a TRT
system may need to modify data content, just like
any translators which modifies the IP addresses.

Scalability issues must carefully be considered
when you deploy TRT systems to a large IPv6
site. Scalability parameters would be (1) num-
ber of connections the operating system kernel can
accept, (2) number of connections a userland pro-
cess can forward (equals to number of filehandles
per process), and (3) number of transport relaying
processes on a TRT system. Design decision must
be made to use proper number of userland pro-
cesses to support proper number of connections.

To make TRT for TCP more scalable in a large
site, it is possible to have multiple TRT systems
in a site. This can be done by taking the follow-
ing steps: (1) configure multiple TRT systems, (2)
configure different dummy prefix to them, (3) and
let the initiating host pick a dummy prefix ran-
domly for load-balancing. (3) can be implemented
as follows; If you install special DNS server to the
site, you may (3a) configure DNS servers differ-
ently to return different dummy prefixes and tell
initiating hosts of different DNS servers. Or you
can (3b) let DNS server pick a dummy prefix ran-
domly for load- balancing. The load-balancing is
possible because you will not be changing destina-
tion address (hence the TRT system), once a TCP
connection is established.

For address mapping, the authors recommend
use of a special DNS server for large-scale instal-
lation, and static mapping for small- scale instal-
lation. It is not always possible to have special
resolver on the initiating host, and assuming it

would cause deployment problems.

4.7 Applicability statement

Combined with a special DNS server imple-
mentation (which translates IPv4 addresses into
IPv6), TRT systems support IPv6-to-IPv4 trans-
lation very well. It requires no change to existing
IPv6 clients, nor IPv4 servers, so the TRT sys-

tem can be installed very easily to existing IPv6-

88

capable networks.

[Pv4-to-IPv6 translation is much harder to sup-
port with any of the translator techniques [156].
While it is possible to use TRT system for IPv4-
to-IPv6 translation, it requires nontrivial mapping
between DNS names to temporary [Pv4 addresses,
as presented in NAT-PT RFC [138].

As presented in the earlier sections, TRT sys-
tems use transport layer (TCP/UDP) relay tech-
nique to translate IPv6 traffic to IPv4 traffic. It
gives two major benefits: (1) the implementa-
tion of the TRT system can be done very sim-
ple, (2) with the TRT system path MTU discov-
ery issue is easier to deal with, as we can de-
cide IPv6 path MTU independently from IPv4
path MTU. Even with the simplicity, the TRT
system can cover most of the daily applications
(HTTP, SMTP, SSH, and many other protocols).
For NAT-unfriendly protocols, a TRT system may
need to modify data content, just like any trans-
lators/NATs. As the TRT system reside in trans-
port layer, it is not possible for the TRT system
to translate protocols that are not known to the
TRT system.

Normally users do not want to translate DNS
query/reply traffic using the TRT system. In-
stead, it makes more sense to run standard DNS
server, or special DNS server that helps TRT sys-
tem, somewhere in the site IPv6 network. There
are two reasons to it:

e Transport issue - It is a lot easier to pro-
vide recursive DNS server, accessible via IPv6,
than to translate DNS queries/replies across
the TRT system. If someone tries to ask TRT
to translate DNS packets, the person would
put C6::X (where C6 is TRT reserved prefix
and X is an IPv4 address of a DNS server) into
/etc/resolv.conf. The configuration is rather
complicated than we normally want.

e Payload issue - In some installation it makes
more sense to transmit queries/replies un-
modified, across the TRT system. In some

installation it makes more sense to translate

IPv4 DNS queries (like queries for AAAA



record) into queries for A record, and vice
versa, to invite traffic into the TRT system.
It depends on the installation/configuration

at the user’s site.

4.8 Security Considerations

Malicious party may try to use TRT systems
akin to an SMTP open relay [90] for traffic to
IPv4 destinations, which is similar to circumvent-
ing ingress filtering [47] , or to achieve some other
improper use. TRT systems should implement
some sorts of access control to prevent such im-
proper usage.

A careless TRT implementation may be subject
to buffer overflow attack, but this kind of issue is
implementation dependent and outside the scope
of this memo.

Due to the nature of TCP/UDP relaying service,
it is not recommended to use TRT for protocols
that use authentication based on source IP address
(i.e., rsh/rlogin).

A transport relay system intercepts TCP con-
nection between two nodes. This may not be a le-
gitimate behavior for an IP node. The document
does not try to claim it to be legitimate.

IPsec cannot be used across a relay.

Use of DNS proxies that modify the RRs will
make it impossible for the resolver to verify

DNSsec signatures.

0 50 RFC3146: Transmission of IPv6 Packets
over IEEE 1394 Networks

5.1 Abstract

This document describes the frame format for

transmission of IPv6 packets and the method of
forming IPv6 link-local addresses and statelessly

autoconfigured addresses on IEEE1394 networks.

5.2 INTRODUCTION
IEEE Std 1394-1995 (and its amendment) is

a standard for a High Performance Serial Bus.

W I D E

IETF IP1394 Working Group has standardized
the method to carry IPv4 datagrams and ARP
packets over IEEE1394 subnetwork [77].

This document describes the frame format for
transmission of IPv6 [40] packets and the method
of forming IPv6 link-local addresses and state-
lessly autoconfigured addresses on IEEE1394 net-
works. It also describes the content of the
Source/Target Link-layer Address option used in
Neighbor Discovery [109] when the messages are

transmitted on an IEEE1394 network.

5.3IPv6-CAPABLE NODES
An IPv6-capable node MUST fulfill the follow-

ing minimum requirements:

e it MUST implement configuration ROM in
the general format specified by ISO/IEC
13213:1994 and MUST implement the bus in-
formation block specified by IEEE Std 1394a-
2000 [67] and a unit directory specified by this
document;

e the max_rec field in its bus information block
MUST be at least 8; this indicates an abil-
ity to accept block write requests and asyn-
chronous stream packets with data payload of
512 octets. The same ability MUST also ap-
ply to read requests; that is, the node MUST
be able to transmit a block response packet

with a data payload of 512 octets;

it MUST be isochronous resource manager ca-
pable, as specified by IEEE Std 1394a-2000;

e it MUST support both reception and trans-
mission of asynchronous streams as specified

by IEEE Std 1394a-2000.

5.4 LINK ENCAPSULATION AND
FRAGMENTATION
The encapsulation and fragmentation mecha-
nism MUST be the same as “4. LINK ENCAP-
SULATION AND FRAGMENTATION” of [77].

Note: Since there is an ether_type field to dis-
criminate protocols and MCAP (multicast chan-
nel allocation protocol) is used for both IPv4 and

IPv6, the version field in GASP (global asyn-
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chronous stream packet) header of IPv6 data-
grams is the same value (one) as [77].

The ether_type value for IPv6 is 0x86dd.

The default MTU size for IPv6 packets on an
IEEE1394 network is 1500 octets. This size may
be reduced by a Router Advertisement [109] con-
taining an MTU option which specifies a smaller
MTU, or by manual configuration of each node. If
a Router Advertisement received on an IEEE1394
interface has an MTU option specifying an MTU
larger than 1500, or larger than a manually con-
figured value, that MTU option may be logged
to system management but MUST be otherwise
ignored. The mechanism to extend MTU size be-

tween particular two nodes is for further study.

5.5 CONFIGURATION ROM
Configuration ROM for IPv6-capable nodes

MUST contain a unit directory in the format spec-
ified by [77] except following rules.
e The value for Unit_SW _Version is 0x000002.
e The descriptor for the
Unit_SW_Version MUST be “IPv6”.
Note: A dual-stack (IPv4 and IPv6) node will

textual

have two unit directories for IPv4 and IPv6 re-

spectively.

5.6 STATELESS
TION
The Interface Identifier [64] for an IEEE1394

AUTOCONFIGURA-

interface is formed from the interface’s built-in
EUI-64 identifier by complementing the “Univer-
sal/Local” (U/L) bit, which is the next-to-lowest
order bit of the first octet of the EUI-64 identifier.
Complementing this bit will generally change a 0
value to a 1, since an interface’s built-in EUI-64
identifier is expected to be from a universally ad-
ministered address space and hence have a globally
unique value. A universally administered EUI-64
identifier is signified by a 0 in the U/L bit position,
while a globally unique IPv6 Interface Identifier is
signified by a 1 in the corresponding position. For
further discussion on this point, see [64].

An IPv6 address prefix used for stateless au-

90

toconfiguration [136] of an IEEE1394 interface
MUST have a length of 64 bits.

5.7 LINK-LOCAL ADDRESSES
The IPv6 address [64] for an
IEEE1394 interface is formed by appending the

link-local

Interface Identifier, as defined above, to the prefix

FES0::/64.
10 bits 54 bits 64 bits
1111111010 | (zeros) | Interface Identifier

5.8 ADDRESS MAPPING FOR UNICAST

The procedure for mapping IPv6 unicast ad-

dresses into IEEE1394 link- layer addresses uses
the Neighbor Discovery [109]. Since 1394 link ad-
dress (node_ID) will not be constant across a 1394
bridge, we have chosen not to put it in the Link-
layer Address option. The recipient of the Neigh-
bor Discovery SHOULD use the source_ID (ob-
tained from either the asynchronous packet header
or the GASP header) in conjunction with the con-
tent of the Source link-layer address. An imple-
mentation MAY use some other methods to obtain
a node_ID of the sender utilizing a mapping table
between node_unique_ID (EUI-64 identifier) and
node_ID. The mechanism to make such mapping
table is out of scope of this document.

The recipient of an Neighbor Discovery packet
MUST ignore it unless the most significant ten
bits of the source_ID are equal to either 0x3FF
or the most significant ten bits of the recipient’s
NODE_IDS register.

The Source/Target Link-layer Address option
has the following form when the link layer is
IEEE1394.

Note that node_ID may change when 1394 bus-
reset occurs. The mapping cache held in the node
SHOULD be cleared on 1394 bus-reset.

According to [66], the maximum data payload
and the transmission speed SHOULD be deter-
mined based on the sender’s capability, the recip-
ient’s capability, and the PHYs of all intervening

nodes.
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1 2 3
01234567890123456789012345678901

Type Length =3

node_unique_ID (EUI-64 identifier)

max_rec spd

unicast_FIFO

reserved

reserved

Type 1 for Source Link-layer address.
2 for Target Link-layer address.

Length 3 (in units of 8 octets).

node_unique_ID  This field contains the node unique ID of the node and MUST be equal to that
specified in the node’s configuration ROM.

max._rec This field MUST be equal to the value of max_rec in the node’s configuration ROM.

spd This field MUST be set to the lesser of the node’s link speed and PHY speed. The
link speed is the maximum speed at which the link may send or receive packets; the

PHY speed is the maximum speed at which the PHY may send, receive or repeat

packets. The encoding used for spd is specified in the Table 2 of rfc2734.

unicast_FIFO This field MUST specify the 48-bit offset of the node’s FIFO available for the receipt EI
of IPv6 datagrams. The offset of a node’s unicast FIFO MUST NOT change, except 6
O
as the result of a power reset.
reserved This field MUST be set to all zeros by the sender and ignored by the receiver. =
<
7
Z.
=
o

5.9IPv6 MULTICAST
By default, all best-effort IPv6 multicast MUST

use asynchronous stream packets whose chan-
nel number is equal to the channel field from
the BROADCAST_CHANNEL register. In par-
ticular, datagrams addressed to all-nodes mul-
ticast addresses, all-routers multicast addresses,
and solicited-node multicast addresses [64] MUST
use the default channel specified by the BROAD-
CAST_CHANNEL register.

Best-effort [Pv6 multicast for other multicast
group addresses may utilize a different channel
number if such a channel number is allocated and
advertised prior to use, by the multicast channel
allocation protocol (MCAP), as described in [77].

When a node wishes to receive multicast

data addressed to other than all-nodes multicast
addresses, all-routers multicast addresses, and
solicited-node multicast addresses, it MUST con-
firm if the channel mapping between a multicast
group address and a channel number exists using
MCAP, as described in “9.3 Multicast Receive” in
[77].

The implementation of MCAP is optional for
send-only nodes. A node MAY transmit multicast
data addressed to any multicast addresses into the
default broadcast channel regardless of the exist-
ing allocation of the channel. If a node wishes to
transmit multicast data on other than the default
channel, it MUST first confirm by MCAP whether
or not a channel number for the group address has
been already allocated. The implementors are en-

couraged to use this protocol when transmitting
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high-rate multicast streams.
The MCAP ’type’ value for IPv6 group address

descriptor is 2.

5.10TANA CONSIDERATIONS
TANA has assigned a value of 0x000002 for
“Unit_SW _Version for IPv6 over IEEE1394” out of

the “CSR Protocol Identifiers” name space, as de-
scribed in section 5. The details of the “CSR Pro-
tocol Identifiers” namespace is described in “10.
IANA CONSIDERATIONS” of [77].

Section 9.1 of [77] defines MCAP group address
descriptors, which include an 8-bit type name
space. This document requests that TANA main-
tain a name space to manage MCAP group ad-

dress descriptors. The initial assignments for that

table are:
Value Usage
0 reserved
1 IPv4 Multicast Address
2 IPv6 Multicast Address
255 reserved

Additional values from the range 3-254 can be

assigned through Standards Action [108].

5.11 Security Considerations

IPv6 over IEEE1394 does not introduce any ad-
ditional security considerations over [77]. The
security concerns described in “11. SECURITY
CONSIDERATIONS?” in [77] apply here as well.

0 60 RFC 3178: IPv6 Multihoming Support at

Site Exit Routers

6.1 Abstract

The document describes a mechanism for ba-

sic IPv6 multihoming support, and its operational
requirements. Unlike currently- practiced IPv4
multihoming, the technique does not impact the
worldwide routing table size, nor IGP (Interior

Gateway Protocol) routing table size in upstream
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ISPs. The mechanism can be combined with more
sophisticated (or complex) multihoming support
mechanisms, and can be used as a foundation for
other mechanisms. The document is largely based

on RFC 2260 by Tony Bates.

6.2 Problem

Routing table size has been a major issue for
both IPv4 and IPv6. As IPv6 addresses are 4
times larger in bit width than IPv4, the routing
table size issue would have more serious negative
effects on router memory usage, as well as rout-
ing table lookup performance. To cope with this
problem, the IPv6 addressing architecture [64] is
designed to take advantage of aggregated routing
announcements to reduce the number of routes in
default-free zone. Also, 6bone operation guideline
[126] (which is the currently-practiced guideline
for IPv6 network operation) suggests that ASes
not announce non-aggregatable announcements to
the default-free zone, if there is no special agree-
ment with the peer.

In IPv4, a multihomed site uses either of the
following techniques to achieve better reachability:

e Obtain a portable IPv4 address prefix,
and announce it from multiple upstream
providers.

e Obtain a single IPv4 address prefix from ISP
A, and announce it from multiple upstream
providers the site is connected to.

Since the above two methodologies effectively
inject additional routes to the worldwide routing
table, they have negative impact on the worldwide
routing table size issue. They also are not com-
patible with current IPv6 operational practice.

This document provides a way to configure site
exit routers and ISP routers, so that the site can
achieve better reachability from multihomed con-
nectivity, without impacting worldwide routing
table size issues. The technique uses multiple dis-
tinct IPv6 address prefixes, assigned from multiple
upstream ISPs. The technique uses an already-
defined routing protocol (BGP or RIPng) and tun-

neling of IPv6 packets; therefore, this document



introduces no new protocol standard (the docu-
ment describes how to operate the configuration).

This document is largely based on RFC 2260
[17] by Tony Bates.

6.3 Goals and non-goals

The goal of this document is to achieve better
packet delivery from a site to the outside, or from
the outside to the site, even when some of the site
exit links are down.

Non goals are:

e Choose the “best” exit link as possible. Note
that there can be no common definition of the
“best” exit link.

e Achieve load-balancing between multiple exit
links.

e Cope with breakage of any of the upstream
ISPs.

6.4 Basic mechanisms

We use the technique described in RFC 2260

section 5.2 in our configuration. To summarize,
for IPv4-only networks, RFC 2260 says that:

e We assume that our site is connected to 2
ISPs, ISP-A and ISP-B.

e We are assigned IP address prefixes, Pref-A
and Pref-B, from ISP-A and ISP-B respec-
tively. Hosts near ISP-A will get an address
from Pref-A, and vice versa.

e In the site, we locally exchange routes for
Pref-A and Pref-B, so that hosts in the site
can communicate with each other without us-
ing external link.

e ISP-A and our site are connected by a “pri-
mary link” between ISP router ISP-BR-A and
our router E-BR-A. ISP B and our site are
connected by a primary link between ISP

router ISP-BR-B and our router E-BR-B.

W I D E

(ISP A) (ISP B)

ISP-BR-A ISP-BR-B
Primary link

E-BR-A E-BR-B

Pref-A <———> Pref-B

e Establish a secondary link, between ISP-BR-
A and E-BR-B, and ISP- BR-B and E-BR-
A, respectively. The secondary link usually
is an IP-over-IP tunnel. It is important to
have the secondary link on top of a different
medium than the primary link, so that one of
them survives link failure. For example, the
secondary link between ISP-BR-A and E-BR-
B should go through a different medium than
the primary link between ISP-BR-A and E-
BR-A. If the secondary link is an IPv4-over-
IPv4 tunnel, the tunnel endpoint at E-BR-
A needs to be an address in Pref-A, not in
Pref-B (tunneled packet needs to travel from
ISP-BR-B to E-BR-A, over the primary link
between ISP-BR-A and E-BR-A).

(ISP A) (1spB)
ISP-BR-A ISP-BR-B

Secondary link

E-BR-A E-BR-B

e For inbound packets, E-BR-A will advertise

(1) Pref-A toward ISP- BR-A with strong
preference the over primary link, and (2) Pref-
B toward ISP-BR-B with weak preference
over the secondary link. Similarly, E-BR-B
will advertise (1) Pref-B toward ISP-BR-B
with strong preference over the primary link,
and (2) Pref-A toward ISP-BR-A with weak
preference over the secondary link.

Note that we always announce Pref-A to ISP-

BR-A, and Pref-B to ISP-BR-B.

e For outbound packets, ISP-BR-A will adver-

tise (1) default route (or specific routes) to-

ward E-BR-A with strong preference over the
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primary link, and (2) default route (or specific
routes) toward E-BR-B with weak preference
over the secondary link. Similarly, ISP-BR-
B will advertise (1) default route (or specific
routes) toward E-BR-B with strong prefer-
ence over the primary link, and default route
(or specific routes) toward E-BR-A with weak
preference over the secondary link.

Under this configuration, both inbound and out-
bound packets can survive link failure on either
side. Routing information with weak preference
will be available as backup, for both inbound and

outbound cases.

6.5 Extensions for IPv6
RFC 2260 is written for IPv4 and BGP. With
IPv6 and BGP4+, or IPv6 and RIPng, similar re-

sults can be achieved, without impacting world-

wide IPv6 routing table size.

6.5.1 IPv6 rule conformance
In RFC 2260, we announce Pref-A toward ISP-

BR-A only, and Pref-B toward ISP-BR-B only.
Therefore, there will be no extra routing an-
nouncement to the outside of the site. This meets
the suggestions in 6bone aggregation guidelines
[126]. Also, RFC 2260 does not require portable

addresses.

6.5.2 Address assignment to the nodes

In IPv4, it is usually assumed that a node will
be assigned a single IPv4 address. Therefore, RFC
2260 assumed that addresses from Pref-A will be
assigned to nodes near E-BR-A, and vice versa
(second bullet in the previous section).

With IPv6, multiple IPv6 addresses can be as-
signed to a node. So we can assign (1) one address
from Pref-A, (2) one address from Pref-B, or (3)
addresses from both prefixes, to a single node in
the site. This will allow more flexibility in node
configuration.

When multiple IPv6 global addresses are as-
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signed to an IPv6 node, source address selection
must take place on packet transmissions. Source
address selection itself is out of scope of the doc-
ument. Refer to a separate draft [43] for more
discussions.

One simplifying approach is to place the site’s
Internet hosts on separate subnets, one with ad-
dresses in Pref-A and connected to E- BR-A, the
other having addresses in Pref-B and connected to
E-BR-B. This approach generalizes to having E-
BR-A and E-BR-B at different sites, where site A
and site B have links to the Internet and to each

other.

6.5.3 Configuration of links

With IPv6, the primary link can be IPv6 na-
tive connectivity, RFC 2893 [119] IPv6-over-IPv4
configured tunnel, 6to4 [26] IPv6-over-IPv4 encap-
sulation, or some others.

If tunnel-based connectivity is used in some of
primary links, administrators may want to avoid
IPv6-over-IPv6 tunnels for secondary links. For
example, if:

e primary links to ISP-A and ISP-B are RFC

2893 IPv6-over-IPv4 tunnels, and

e ISP-A, ISP-B and the site have IPv4 connec-

tivity with each other.

It makes no sense to configure a secondary link
by IPv6-over-IPv6 tunnel, since it will actually
be IPv6-over-IPv6-over-IPv4 tunnel. In this case,
IPv6-over-IPv4 tunnel should be used for sec-
ondary link. IPv6-over-IPv4 configuration has a
big advantage against IPv6-over-IPv6-over-IPv4
configuration, as secondary link will be able to
have the same path MTU than the primary link.

In the figure, ISP-BR-A and E-BR-A are both
single points of failure for inbound traffic to
Pref-A. This could be remedied by using differ-

ent routers for primary vs. backup links.

6.5.4 Using RFC 2260 with IPv6 and
BGP4+

The RFC 2260 approach on top of IPv6 will

work fine as documented in RFC 2260. There



will be no extra twists necessary. Since the mul-
tihomed site is not doing transit, variations are
possible that do not require it to have a public AS

number.

6.5.5 Using RFC 2260 with IPv6 and RIPng
It is possible to run an RFC 2260-like configura-
tion with RIPng [94] , with careful control of met-
ric. Routers in the figure need to increase RIPng
metric on the secondary link, to make the primary
link a preferred path.
If we denote the RIPng metric for route an-
nouncement, from router R1 toward router R2,
as metric(R1, R2), the invariants that must hold
are:
e metric(E-BR-A, ISP-BR-A) < metric(E-BR-
B, ISP-BR-A)

e metric(E-BR-B, ISP-BR-B) < metric(E-BR-
A, ISP-BR-B)

e metric(ISP-BR-A, E-BR-A) < metric(ISP-
BR-A, E-BR-B)

e metric(ISP-BR-B, E-BR-B) < metric(ISP-
BR-B, E-BR-A)

Note that smaller metric means stronger route

in RIPng.

6.6 Issues with ingress filters in ISP

If the upstream ISP imposes ingress filters [47]
to outbound traffic, the story becomes much more
complex. A packet with source address taken from
Pref-A must go out from ISP-BR-A. Similarly,
a packet with source address taken from Pref-B
must go out from ISP-BR-B. Since none of the
routers in the site network will route packets based
on source address, packets can easily be routed to
incorrect border router.

One possible way is to negotiate with both ISPs,
to allow both Pref-B and Pref-A to be used as
source address. This approach does not work if
upstream ISP of ISP-A imposes ingress filtering.
Since there will be multiple levels of ISP on top
of ISP-A, it will be hard to understand which up-
stream ISP imposes the filter. In reality, this prob-

lem will be very rare, as ingress filter is not suit-

W I D E

able for use in large ISPs where smaller ISPs are
connected beneath.
Another possibility is to use source-based rout-
ing at E-BR-A and E- BR-B. Here we assume that
IPv6-over-IPv6 tunnel is used for secondary links.
When an outbound packet arrives to E-BR-A with
source address in Pref-B, E-BR-A will forward it
to the secondary link (tunnel to ISP-BR-B) based
on source-based routing decision. The packet will
look like this:
e Outer IPv6 header: source = address of E-
BR-A in Pref-A, dest = ISP-BR-B

e Inner IPv6 header: source = address in
Pref-B, dest = final dest
A tunneled packet will travel across ISP-BR-
A toward ISP-BR-B. The packet can go
through ingress filter at ISP-BR-A, since it
has outer IPv6 source address in Pref-A. The
packet will reach ISP-BR-B and be decapsu-
lated before ingress filter is applied. Decap-
sulated packet can go through ingress filter at
ISP-BR-B, since it now has source address in
Pref-B (from inner IPv6 header). Notice the
following facts when configuring this:

e Not every router implements source-based

routing.

e The interaction between normal routing and

source-based routing at E-BR-A (and/or E-
BR-B) varies by router implementations.

At ISP-BR-B (and/or ISP-BR-A), the inter-

action between tunnel egress processing and
filtering rules varies by router implementa-

tions and filter configurations.

6.7 Observations

The document discussed the cases where a site
has two upstream ISPs. The document can easily
be extended to the cases where there are 3 or more
upstream ISPs.

If you have many upstream providers, you would
not make all ISPs backup each other, as it requires
O(N?) tunnels for N ISPs. Rather, it is better to
make N/2 pairs of ISPs, and let each pair of ISPs

backup each other. It is important to pick pairs
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which are unlikely to be down simultaneously. In
this way, number of tunnels will be O(N).

Suppose that the site is very large and it has
ISP links in very distant locations, such as in the
United States and in Japan. In such a case, it is
wiser to use this technique only among ISP links in
the US, and only among ISP links in Japan. If you
use this technique between ISP link A in the US
and ISP link B in Japan, the secondary link makes
packets travel a very long path, for example, from
a host in the site in the US, to E-BR-B in Japan,
to ISP-BR-B (again in Japan), and then to the
final destination in the US. This may not make
sense for actual use, due to excessive delay.

Similarly, in a large site, addresses must be as-
signed to end nodes with great care, to minimize
delays due to extra path packets may travel. It
may be wiser to avoid assigning an address in a
prefix assigned from Japanese ISP, to an end node
in the US.

If one of the primary links is down for a long
time, administrators may want to control source
address selection on end hosts so that secondary
link is less likely to be used. This can be
achieved by marking the unwanted prefix as dep-
recated. Suppose the primary link toward ISP-A
has been down. You will issue router advertise-
ment [109][136] packets from routers, with pre-
ferred lifetime set to O in prefix information op-
tion for Pref-A. End hosts will consider addresses
in Pref-A as deprecated, and will not use any of
them as source address for future connections. If
an end host in the site makes a new connection
to outside, the host will use an address in Pref-B
as source address, and the reply packet to the end
host will travel the primary link from ISP-BR-B
toward E-BR-B. A great care must be taken when
you try to automate this by using router renum-
bering protocols [34] , as the approach could lead
your site into very unstable state if any of the links
flap. The author does not recommend to automate
it.

Some of non-goals (such as “best” exit link se-

lection) can be achieved by combining the tech-
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nique described in this document, with some other
techniques. One example of the technique would
be the source/destination address selection [43] on

the end nodes.

6.8 Operational experiences

Hal Snyder has been running the technique,
with two upstream ISPs (lava.net and iijlab), us-
ing 2 RFC 2893 IPv6-over-IPv4 tunnels to each
of them (in total 4 tunnels), and BGP4+ peering
over them.

As expected, when the primary links goes down
the routing switches to the secondary link within
BGP hold time, i.e., we see approximately the re-
lations:

e (hold time - keepalive time) < failover time

e failover time < hold time

o failback time < keepalive time

This has been tested with keepalive and hold
times from as low as 3 and 10 seconds respectively,
up to 60 and 180 seconds respectively.

The routing change will affect ISP-BR-A (or B)
only. Because route instability is not propagated
beyond one ISP, it should be feasible to use lower
hold and keepalive times than in a conventional
IPv4 setting. If primary and backup links termi-
nate on the same router at the ISP, then failover
from primary to backup link need not affect reach-
ability information upstream of that router.

Many of the existing IPv6 networks (connected
to worldwide 6bone) are assigned multiple IPv6
prefixes from multiple upstreams. In many cases
people assign global IPv6 addresses generated
from multiple address prefixes. There has been al-
most no problems raised about complication due

to source address selection.

6.9 Security Considerations

The configuration described in the document in-
troduces no new security problem.

If primary links toward ISP-A and ISP-B have
different security characteristics (like encrypted
link and non-encrypted link), administrators need

to be careful setting up secondary links tunneled



on them. Packets may travel an unwanted path,

if secondary links are configured without care.
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7.1 Comparison of AAAA and A6 (do we

really need A67)

W I D E PR O J

hosts can discover information required
to enable name resolution, in the absence
of a DHCP server. This document dis-
cusses the issues and provides a taxon-
omy of possible solutions, and evaluates
them against various design criteria. Fi-
nally, it provides recommendations as in-

put to the standards process.

point links

ECT

7.3 Avoiding ping-pong packets on point-to-

draft-ietf-dnsext-aaaa-a6-01.txt

At this moment, there are two DNS
resource record types defined for hold-
ing IPv6 address in the DNS database;
AAAA [135] and A6 [35]. AAAA has
been used for IPv6 network operation
since 1996. Questions arose whether we
really need A6 or not, or whether it is
really possible to migrate to A6 or not.
Some says AAAA is enough and A6 is
not necessary. Some says A6 is necessary
and AAAA should get deprecated.

The draft tries to understand pros and
cons between these two record types,
and makes suggestions on deployment of
IPv6 record type.

The draft does not cover the use of
bit string label and DNAME resource
record (reverse mapping), as it seems
that nibble form is well accepted in
the community, newer formats have too
much deployment costs, thus we see few
need/voice that calls for migration. Re-
fer to IETF50 dnsext working group min-

utes for more details.

7.2 Analysis of DNS Server Discovery

Mechanisms for TPv6

draft-ietf-ipngwg-dns-discovery-analysis-00.txt

There are any number of ways that IPv6

draft-ietf-ipngwg-p2p-pingpong-00.txt

In IPv6 point-to-point link operation,
there is a significant possibility of aber-
rant behavior in that packets may ping-
pong between the two ends of the link.
The problem can lead to wasted band-
width and can possibly be abused by ma-
licious parties. This document provides

an analysis and solution to the problem.

7.4 Advanced Sockets API for IPv6

draft-ietf-ipngwg-rfc2292bis-06.txt

A separate specification [53] contain
changes to the sockets API to support
IP version 6. Those changes are for
TCP and UDP-based applications and
will support most end-user applications
in use today: Telnet and FTP clients and
servers, HTTP clients and servers, and
the like.

But another class of applications exists
that will also be run under IPv6. We
call these “advanced” applications and
today this includes programs such as
Ping, Traceroute, routing daemons, mul-
ticast routing daemons, router discovery
daemons, and the like. The API fea-
ture typically used by these programs
that make them “advanced” is a raw
socket to access ICMPv4, IGMPv4, or
IPv4, along with some knowledge of the

packet header formats used by these pro-
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tocols. To provide portability for appli-
cations that use raw sockets under IPv6, 7.7 An overview of the introduction of IPv6

some standardization is needed for the in the Internet

advanced API features. draft-ietf-ngtrans-introduction-to-ipv6-

There are other features of IPv6 that transition-08.txt

some applications will need to access: in-
terface identification (specifying the out-
going interface and determining the in-
coming interface) and IPv6 extension
headers that are not addressed in [53]:
The Routing header (source routing),
Hop-by-Hop options, and Destination
options. This document provides API

access to these features too.

7.5 IPv6 Scoped Address Architecture

draft-ietf-ipngwg-scoping-arch-03.txt

This document specifies the architectural
characteristics, expected behavior, tex-
tual representation, and usage of IPv6

addresses of different scopes.

7.6 IPv6 Stateless DNS Discovery

This document is a guide to the intro-
duction of IPv6 in the IPv4 based Inter-
net or Intranets. Several general issues
to start IPv6 networking in a predomi-
nantly IPv4 world are discussed, such as
IPv6 addresses, IPv6 DNS and routing
issues. Short descriptions are given of the
different transition tools and mechanisms
that translate between IPv6 and IPv4
and/or tunnel IPv6 over IPv4. The re-
mainder of this document describes how
IPv6 can be introduced in various envi-
ronments, such as ISPs and end user en-
vironments. Suggestions are given on the
use of the different translation and mi-

gration tools in each environment.

7.8 Requirements for IPv6 dialup operation

draft-ietf-ipv6-dns-discovery-04.txt

98

This document specifies the steps a host
takes in deciding how to autoconfigure
the addresses of DNS Servers required
for name resolution in IP version 6.
The autoconfiguration process includes
determining whether such information
should be obtained through the stateless
mechanism, the stateful mechanism, or
both. This document defines the pro-
cess for acquiring a list of DNS server ad-
dresses. Approaches for acquiring a do-
main search path, and the domain name
of the host via a stateless mechanism
are included in an appendix for further
study. The details of autoconfiguration
using the stateful protocol are specified

elsewhere.

draft-itojun-ipv6-dialup-requirement-02.txt

The memo tries to identify design choices
in IPv6 dialup services by ISPs. We also
supply a couple of scenarios as design

prototypes for ISP IPv6 dialup services.

7.9 Socket API for IPv6 flow label field

draft-itojun-ipv6-flowlabel-api-01.txt

The draft outlines a socket API pro-
posal for controlling the flow label field
in the IPv6 header. The API uses the
sin6_flowinfo member on the IPv6 socket
address structure (sockaddr_in6).

The draft is, at this moment, written
separately from the IPv6 basic/advanced
API RFCs [53][132], as there can be
many discussion items. The ultimate
goal of the draft is to be a part of the
IPv6 basic/advanced API.



7.10 Disconnecting TCP connection toward

IPv6 anycast address

draft-itojun-ipv6-tcp-to-anycast-01.txt
IPv6 specification implicitly disallows
TCP connection toward IPv6 anycast
address. However, if such a connection
request happens by mistake, currently
there is no way to report the incident
to the originator of the TCP connec-
tion. The document tries to define a way
to disconnect TCP connections made to-

ward IPv6 anycast addresses.
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