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0 10 Introduction

Internet Operation and Management has come a
long way. There is a full-scale management frame-
work that is in place and growing by the day. Yet
the problem of effective management is far from
solved. Some of the powerful mechanisms that
have been developed over the years are not fully
exploited and not widely used. There are, proba-
bly misplaced, apprehensions on the security im-
plications of the management framework and, a
lack of faith in the power and efficacy of the avail-
able protocols and systems. And overall the full
potential of the framework is not clearly under-
stood. While network management is struggling
to find a niche in the community another area very
closely related to network operations and manage-
ment is heating up. That is the area of network
security. There have been effective attacks on ser-
vices and applications exposing the chinks in the
Internet.

The network management and security group
centered around WNOC-SND is essentially fo-
cussed in areas of network measurement, monitor-
ing, management and security. The Remote Net-
work Monitoring Management Information Base
proposed in 1991([161]), revised in 1995([162]) and
subsequently upgraded in 1997([163]) is a very
powerful tool for network monitoring and fault
management. We have been exploring the poten-
tial of this MIB which has dedicated resources for
management purposes for several years. In Chap-
ter 2 we give a brief introduction of RMON and
its features followed by an example of its usage
for fault management in a largescale network, in

Chapter 3.

It is said that the network management frame-
work has matured with the advent of SNMPv3.
The concerns of security and privacy have been ad-
dressed. So the management framework can go far
beyond the limited monitoring role that it played
till recently. It can now be used for active manage-
ment and control. SNMPv3 itself is yet to see full
and widespread deployment and as such the inter-
operability of the various implementations remain
questionable. In this context we describe our ex-
perience with deploying SNMPv3 for managing a
wide area network, in Chapter 4.

The Internet Routing Registry which is pre-
sently the only public repository of network con-
nectivity policy, is presently organized in a quasi-
distributed fashion. This year we have embarked
on an ambitious project to put the Routing Reg-
istry in a distributed directory and to offer an
LDAP interface for information access and up-
date. Given the maturity level of the LDAP pro-
tocols this matter was reasonably straightforward.
We have experimented with a real-life size proto-
type to estimate the access and update timings.
The results are promising and hold great poten-
tial for the development, spread and management
of the Routing Registry itself. The experience is
described in Chapter 5.

The spread of the Internet has brought its share
of problems. With the proliferation of network
services and applications, sensitive information is
being accessed, handled and exchanged over the
Internet. There is no dearth of unsafe and inse-
cure applications and mechanisms on the network.
This means that mischief makers are having a field
day. So, security management, sort of left on the
sidelines till recently, has now captured the head-
lines. While for some operators and researchers
this is an independent area, we have been handling
it as a management problem. Our integrated man-

agement approach requires that security monitors
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do interface seamlessly with the traffic monitors
and viceversa. The developments in this area are

described in Chapter 6.
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oS FreeBSD 4.2-RELEASE FreeBSD 4.2-stable
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