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1.4.7 B.OOOOOOO

Request ::= OPTIONALLY SIGNED SET {
version [0] INTEGER default O,
SEQUENCE OF SEQUENCE {
issuer [1] Name,
serialNumber [2] INTEGER } OPTIONAL,
requestVerificationTime
[3] UTCTime OPTIONAL,
dataToBeTimeStamped
[4] OCTET STRING OPTIONAL,
messageDigestAlgorithm
[6] AlgorithmIdentifier OPTIONAL,
requestOriginator
[6] Name OPTIONAL,
requestIdentifier
[7] OCTET STRING OPTIONAL }

Oo0O00o0ooooooooooog
1. version: OO 0OOOOOOODOODOO

2. issuerserialNumber: 00O 0OO0OOOOOOO0OOOODOOOOOdissuerdd
OO000O00000OserialNumberd 000
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3. requestVerificationTime: DU U O DOOUO0OO0OO0OUOO0OO0O0OOOO0O0OOO0OO
oboboooobooboobobooooob CRLoboooobobooooooood
00000000000000000000000000O0000DO0OOOOoOe™
OoOobobooooboboobobooboobooogn

4. dataToBeTimeStamped: U U U U OUOUOOOOOOOOOODOOOOODOOOO

5. messageDigestAlgorithm: U U0 U UOO0U00OUO0OUOOO00O0O0OO00O00OOO0O
OoooooooooOoooO(oo0)oooooUoooooooooooooooo

6. requestOriginator: U UUUODOUOUOOOOOOOOOOODOOOOOOOOO
cooboboooobooaoo

7. requestIdentifier: DU U0 DUO00O0O0O0O0O0OOOO0O

c.ooobogonog

Reply ::= SEQUENCE { SIGNED SET {
version [0] INTEGER default O,
SEQUENCE OF SEQUENCE {
issuer [1] Name,
serialNumber [2] INTEGER } OPTIONAL,
verificationResult
[3] VerificationResult,
invalidCertificate
SEQUENCE {
issuer [1] Name,
serialNumber [2] INTEGER } OPTIONAL,
revokedReason
[4] RevokedReason OPTIONAL,
revokedOrHoldTime
[5] UTCTime OPTIONAL,
holdExpirationTime
[6] UTCTime OPTIONAL,
holdInstructionCode
[7] OBJECT IDENTIFIER OPTIONAL,
invalidityTime
[8] UTCTime OPTIONAL,

‘0000000000000000000000000000000000000000000000
gbobobooboogobobobooooooboboooboobbobooboobooboaboog



0 110 gbooobodgg 313

requestedTime

[9] UTCTime,
verificationTime

[10] UTCTime OPTIONAL,
dataToBeTimeStamped

[11] OCTET STRING OPTIONAL,
messageDigestAlgorithm

[12] AlgorithmIdentifier OPTIONAL,
requestIdentifier

[13] OCTET STRING OPTIONAL,
replyIdentifier

[14] OCTET STRING OPTIONAL },

CertificationPath OPTIONAL }

VerificationResult ::= ENUMERATE {
notRevoked (0), revoked (1), hold (2) }

RevokedReason ::= ENUMERATE {
unspecified (0), keyCompromise (1),
caCompromise (2), affiliationChanged (3),
superseded (4), cessationOfOperation (5) }

godboooooboooggo

1. version: OO0 0OOOOO0OODOODOO
2. issuerserialNumber: U000 OO0OOOOOOOOOOO

3. verificationResult: DU O OOOOOO
notRevoked DO OO OOOODOO0O0OOOODOOOOOOOOOOOOOOOOONO
O0o0oo0oddoodobooodobo00oboboOddbDOdnd Oholdd invalidCertificate
Odfdddooddooooododoooboooooooooooooood
U0obodbooogbdbb0blbDUUholdExpirationDate U OO OODOMO
0000 OholdInstructionCode D 0O OO0 ODOOODOODOOO

4. invalidCertificate: DU U OO UOUOUODOOOOOOOODOOOOOOODODOO
goodo

5. revokedReason: J OO OOOOODO

6. revokedOrHoldTime: DU OUOOO0ODOOO0ODODOOOOOOO
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7. invalidityTime: U0 O 0000000 0OO0ODOOO0
8. requestedTime: UUDO UDODODOUODOOOOOO
9. verificationTime: DU O UUOUOUOODODOOOOOO

10. dataToBeTimeStamped[]
messageDigestAlgorithm[]
requestIdentifier: U0 ODOOOOOOOOOONO

11. replyldentifier: DO UOOO0OOOOUOOOOOOOONO

12. CertificationPath: JUUOOOOUOOOOODOOOOOODOOOOOO

1.4.8 0O0OOO

gogoboboooooboboooobodg1goobobobooooobooouoobobg
goboogo

uLobobn
1| CPU SuperSPARC-II/75
2| 00ag 320MB
3|08 Sun055.4
400000 |ISODE-8.0
+ OSISEC-1.0

+ SSLeay-0.6.4
5| RSAOO 1024 bits
60000 | 10,000

7| DB OSO00 NDBM
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Ooo0oo0obobOobOobOobDooooooobooobobobooooDOooDbOoSISEC
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