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U 20

oo odudo

2,1 Ooobooodbbotutbo

U 21:0000000000000004

O | TCP UDP | IP/IP |ICMP |IGMP | Other | OO 0o0ooo |
A0 IN 5,211,502 | 406,104 | 1,210,431 | 20,912 | 12,507 898 || 6,862,354 41.37%
OUT | 1,421,123 | 249,653 46,770 | 12,854 | 18,093 | 1,353 || 1,749,846 10.55%
0 IN 6,806,311 | 466,273 | 1,159,987 | 28,686 | 17,510 | 1,233 || 8,480,000 51.12%
OUT || 1,739,285 | 240,932 27,973 | 51,544 | 18,134 | 1,385 | 2,079,253 12.53%
60 IN 7,171,501 | 945,969 | 1,168,602 | 72,001 | 18,301 | 4,222 | 9,380,596 56.55%
OUT || 2,027,934 | 728,534 18,679 | 38,366 | 17,017 | 3,572 | 2,834,102 17.08%
-0 IN 8,442,874 | 484,102 | 1,612,475 | 31,812 | 12,055 811 | 10,584,129 63.80%
OUT || 2,133,091 | 403,206 21,785 | 27,529 | 12,463 | 1,125 | 2,599,199 15.67%
- IN 8,636,512 | 489,419 2,122 | 31,149 | 1,182 666 || 9,161,050 55.22%
OUT || 2,371,330 | 383,605 10,952 | 23,880 | 1,867 940 || 2,792,574 16.83%
00 IN 9,952,351 | 631,707 906 | 31,500 666 439 | 10,617,569 64.00%
OUT || 3,025,837 | 381,675 86,406 | 28,153 | 4,141 853 || 3,527,065 21.26%
100 IN || 11,709,147 | 650,571 17,616 | 37,811 | 2,432 347 || 12,417,924 74.86%
OUT || 3,721,421 | 469,327 | 163,624 | 29,246 | 5,329 592 | 4,389,539 26.46%
o | IN 11,878,548 | 983,544 2,415 | 74,029 904 541 | 12,939,981 78.00%
OUT || 3,916,520 | 784,691 3,838 | 27,598 | 2,393 919 || 4,735,959 28.55%
op | IN 11,029,129 | 771,516 236 | 41,103 539 414 || 11,842,937 71.39%
OUT || 3,238,480 | 678,175 1,422 | 27336 | 1,565 681 || 3,947,659 23.80%
Lo IN | 10,819,085 | 1,201,289 1,085 | 39,956 554 585 || 12,062,554 72.72%
OUT || 4,134,365 | 639,273 702 | 26,285 868 | 1,027 || 4,802,520 28.95%
. IN || 13,349,769 | 855,153 337 | 37,523 434 473 || 14,243,689 85.86%
OUT || 3,979,636 | 566,353 898 | 22354 | 1,537 816 || 4,571,594 27.56%
- IN | 10,649,895 | 707,878 1,446 | 30,724 235 888 || 11,391,066 68.67%
OUT || 3,204,876 | 712,946 1,742 | 23,517 547 | 1,584 || 3,945,212 23.78%

OO000ooboogoowliDEOO NOCO WIDEOOUODOUOOO NOCUOUO 1.5Mbps
OOO000O0bO0000b0oubO NNStatgooooooo
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2.2 TCPUOUOOUOOOOOOO

022 TCPO0O0O0ODODOOOO
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| HTTP | FTP-Data | SMTP | NNTP | Gopher | Telnet | FTP | Other

40 | IN [ 1,796,660 | 2,253,999 | 151,571 | 81,722 | 88,660 | 73,563 | 27,347 | 737,980
OUT | 525,712 521,534 | 72,154 | 32,568 | 29,813 | 29,736 [ 18,792 | 190,814

sg | IN 2,801,729 | 2,559,118 | 188,612 | 113,823 | 100,187 | 70,527 | 31,069 | 941,246
OUT | 761,412 534,663 | 80,261 | 43,271 | 26,486 | 28,128 [ 20,196 | 244,868

en | IN 2421174 | 2,069,909 | 154,286 | 70,902 | 76,599 | 46,523 | 25,332 | 2,306,776
OUT || 744,698 425,206 [ 101,984 | 33,296 | 29,679 | 22,990 | 16,068 | 654,013

-g | IN [ 4134875 | 2,262,550 | 185,118 | 68,794 | 90,685 | 77,036 | 31,849 | 1,591,967
OUT | 1,128,949 451,930 | 95,047 | 51,541 | 21,569 | 29,084 | 20,652 | 334,319

o | IN 4441338 | 2,550,801 | 151,893 | 71,007 | 67,159 | 40,375 | 28,714 | 1,285,225
OUT | 1,252,305 475,111 | 88,965 | 35470 | 14,621 | 30,652 | 19,839 | 454,367

op | IN 5139097 | 2,530,361 | 175,309 | 94,275 | 73,359 | 49,928 | 36,010 | 1,854,012
OUT | 1,527,064 612,554 | 128,700 | 44,829 | 17,842 | 31,185 [ 26,536 | 637,127

oo | IN [ 6,570,520 | 3,089,065 | 229,048 | 104,000 | 63,141 | 64,722 | 42,970 | 1,545,681
OUT | 1,668,743 591,702 | 130,326 | 50,485 | 17,232 | 35,581 [ 29,901 | 1,197,451

g | IN 6,967,755 | 2,436,392 | 237,762 | 181,084 | 70,403 | 53,167 | 38,763 | 1,893,222
OUT | 2,002,232 519,880 | 146,507 | 60,363 | 15,908 | 29,672 [ 27,647 | 1,114,311

1o | N [ 6709,993 | 1,970,148 | 204,757 | 87,705 | 51,868 | 51,365 | 32,629 | 1,920,664
OUT | 1,822,423 405,154 | 129,570 | 59,105 | 15,666 | 20,876 | 23,062 | 762,624

Lo | IN [ 6189058 | 1,679,929 | 210,830 | 98,827 | 45905 | 42,469 | 33,446 | 2,518,621
OUT | 2,127,643 501,595 | 150,067 | 73,171 | 19,854 | 21,075 | 27,281 | 1,213,679

o | IN 8418227 | 2,267,805 | 329,594 | 118,355 | 39,240 | 37,176 | 39,777 | 2,099,595
OUT | 2,271,077 464,527 [ 207,429 | 77,944 | 13,577 | 22,641 | 27,690 | 894,751

o | IN 6438887 | 2,157,377 | 198,021 | 92,379 | 27,824 | 37,041 [ 28,157 | 1,670,209
OUT | 1,834,345 382,192 | 178,990 | 65,285 9,958 | 24,185 | 22,201 | 687,720

O2200TCPOOODOO10000O0DODOODODOODODODOOOODLDbOOOODODOO

OO0O0O0OOoSMTPO NNTPOOODODOOOOOOOODOODOODODOOOOOoOoDOOD
Ooooboobogooarreobobbooooobieesy4000booooobbobd
gboboobbob19 b 2000000 ooouoobbbooonooliboboon
gbooobodobob470bb0b0b0O0o0obobbobo0o43000b0b0boboooboobog
OoooOgmesnoso0on Hrreoo0ooobooooooooobdn FTP-Datal
ooboobbobooboobboboo  arrpoggooooooobobobooon
O00ddibFTeP-Datall0 000D OOOOOODOOOODOOOOOOOOOODOO
goodooo FTpOLD wwwioooooooooooooooooooobooboo
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2.3 UDPUOUOOOOOOOOO
023 UDPOOOOOOOOOO

| DNS | AFS | ARCHIE | SNMP | Talk/Phone | NTP | Other
A0 IN [ 151,522 | 119,953 4,290 289 257 | 1,472 | 8,368
OUT | 113213 | 29,779 40,511 4,031 1,028 | 2,130 | 29,182
- IN || 158,819 | 89,424 5,311 183 443 | 749 | 121,920
OUT | 125,792 | 24,350 44,600 2,186 717 | 2,286 | 16,651
60 IN | 301,339 | 49,951 3,417 189 219 | 4,899 | 536,004
OUT | 281,205 | 22,563 523 | 25,703 23,005 | 6,184 | 346,788
. IN |/ 228,952 | 68,521 6,141 201 759 | 1,167 | 109,840
OUT | 208,641 | 21,453 30,715 | 26,233 10,708 | 1,922 | 82,081
- IN | 183,857 | 46,212 3,620 558 97 | 478 | 208,385
OUT | 171,438 | 7,992 36,221 | 53,670 1,465 | 1,916 | 102,911
00 IN || 242,537 | 110,630 4,168 | 12,411 257 | 537 | 150,537
OUT || 210,653 | 32,896 24,439 | 41,199 873 | 2,452 | 36,267
on | IN [254,056 | 120,434 4,492 308 664 | 546 | 149,637
OUT | 282,997 | 40,183 6,759 117 2,132 | 2,217 | 94,739
1o | IN [[574,915 | 121,472 3,054 693 207 | 666 | 161,065
OUT | 533,979 | 41,344 22,334 549 13,000 | 1,524 | 130,617
1op | AN [ 450,044 | 65,664 3,237 776 296 | 590 | 185,245
OUT | 417,962 | 29,478 214 720 588 | 1,525 | 198,210
. IN | 598,888 | 86,245 2,034 388 484 | 529 | 426,476
OUT || 499,858 | 33,393 8,053 451 1,030 | 1,551 | 61,544
. IN | 388,180 | 94,496 2,492 530 138 | 808 | 274,013
OUT | 413,615 | 18,101 32,218 608 404 | 2,682 | 80,624
- IN | 419,146 | 55,642 3,659 66 338 | 656 | 172,729
OUT || 592,018 | 4,804 37,484 26 668 | 2,919 | 70,223

0230 0UubpUO0O00O0 10000000 OOOOODDOOO0bLDOObLbOnOn
goboboooabooan 2500 260 000000000000000
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1995 00O WIDE 000

O 3.1: Monthly Figures by TCP port (bytes/sec)

TCP Port 40 50 | 60 70
OTHER 16615.70 | 15814.99 | 15690.78 | 19602.84
23:telnet 2699.81 | 2510.17 | 2258.35 | 1972.45
20:ftp-data | 34345.00 | 32596.98 | 39228.51 | 36476.97
21:Atp 572.13 611.43 651.86 628.21
25:smtp 5087.68 | 5299.27 | 6016.58 | 5585.39
37:time 0.12 0.11 0.15 0.13
42:name 0.00 0.00 0.00 0.00
43:whois 4.81 6.18 3.18 3.77
53:domain 547.17 414.41 455.30 79.15
70:gopher 844.32 968.95 1201.56 | 1128.77
79:finger 110.44 93.59 112.38 63.35
80:http 19243.92 | 25176.15 | 33178.34 | 54928.27
103:x400 0.18 0.07 0.02 0.01
104:x400-snd 0.18 0.07 0.00 0.00
109:pop2 0.00 0.01 0.01 0.01
110:pop3 13.62 17.57 18.99 14.20
111:sunrpc 0.03 0.18 0.02 0.08
115:sftp 0.01 0.02 0.02 0.01
119:nntp 70447.27 | 68202.47 | 60544.52 | 65712.55
153:sgmp 0.00 0.00 0.00 0.00
210:239.50 4.91 4.84 2.68 0.44
512:exec 0.02 0.04 0.02 0.01
513:rlogin 462.34 447.29 424.92 392.74
514:shell 1062.17 314.53 1306.89 392.74
515:printer 0.23 24.84 1.75 0.00




90

gboodgobbobbobbbbboodobbo

O 3.2: Monthly Figures by UDP port (bytes/sec)

UDP Port 40 50 | 60 70 |
OTHER 10094.24 | 10350.39 | 12812.96 | 6616.56
42:name 0.00 0.01 0.00 0.00
37:time 0.07 0.06 0.06 0.07

53:domain 4817.24 | 4714.94 | 7167.10 | 4644.63

111:sunrpc 5.31 11.03 5.75 25.22
69:tftp 0.02 0.05 0.04 0.01
123:ntp 295.98 263.39 328.85 325.70
161:snmp 36.28 19.44 29.22 122.23

162:snmp-trap 0.17 0.20 0.24 0.25
191:PROSPERO | 697.42 262.24 1408.30 96.03
513:who 25.56 11.75 13.38 23.44
517:talk 7.62 12.86 141.26 23.84

520:route 55.19 50.29 27.26 25.64

1167:phone 0.18 0.47 0.25 5.19

1525:archie 692.44 793.26 79.19 681.77

251



252

950101:000001

350201:000001

950301:000001

350401:000001

350501:000001

950601000001

350723000002

1995 00O WIDE 000

P

100000 200000 300000 (Bytes)

0 3.9: monthly mean traffic (bytes/sec)




1 40

www oo dooooooodoad
guodbodbobogod

4.1 0OOUOO

NetStat DO OO OO0 O0OODOOOWIDEOODOODODODODOOOOOOOooOOoooDod
gboduoogbbuouoobbbbuooobooboobbobooboabbbboao
gooobbbbbobdogooobooouooouobooobbobuoobbobobobon
gugogobobouodgooobogbbgoooooobooboogooboboood
gbobobbobobbbbbubooobbboooooboboouoouobooongo
guooogbobobobbouoduooouobboooboboobboboobbbbooonon
gobgbboobodgboob

gobobooooboobbooobobbobobboobooood UNIXOWin-
dowsO Macintosh OO OO0 OSOUOOOOOOOOODOOODOOOODOO wwwiOOOd
ggboboobobooobobbooobboobooooowwwiooooooo
Doooodboobobbooobobooboboowwwoooooooooboog
googbbooodgbooob

OO00D0O0O0OONNStat DO DOOODOO0O00OO0ODOOOOOODODOO0ODbO0O0 WWW
ggooobbobobobobbooooboboooooon

4.2 JavallUOOUOOOOGOOOOGOOoOO

goooooobbowwwioooooouooobboboboboobbobooboo
NetStat U OO DOODO0OOO0OOOO WIDEOOODOODODODOOODOODOO

gobooooboobbOObONNStat DO Ooobooobooobooobooon
O gnuplot 0 MS-Excel DO DO OOODOOOOOODODOODOOOODOOOOODO GIFDO
goobobooboboboooooowwwiooooooooooobbboooobo
gobooooboooboboobbboobobbuoodoobbooooobobood
gogbbbooogbbobbooboooooguoboboooo

253



254 1995 00O WIDE 000

Jooobooo0obooobboooooobobodoobbo bbb ooooob o
Oooobobobbobooboboboobooboboob Jval0bO0bO0oooooooooO
gooowwwioiooboboobooooooooouooobobboooooobo

00000000 JavaOO DO OO O O Sun Microsystems Inc. 00000000000
O00b0O000odd’Chartjava’ 0 000 0O0OOOOOOOOOOOOOOOODOOOOO
oo

4.3 UOUOOOO

NetStat O OO DOODO0OOOOOOOOO NNStatO OO WIDEOODOOQOOQOODO
O000000b0bO0O0b0oob0bobOb0O NNStatOOOODOooooooooooo

NNStat oo ooooooboooooogooooo e, TCP,UDPOODOOOOO
godobobbooooooboboubbibobooodgbobboooooobooooo
bbb JawalOOOOOOOOOOOODOODODOOOOODOO

gooboobbobooooooboowwwioooooboooooooo 4400000
ogbobOobobooboobuoboooobouoo wibEdoDooooooooooo
obobbooboobJawalDODOOOOO0OOOOOODOODOOOOOODDOOOO
gooboboogoooboooobooo

4.4 0O0O0OO

gbooooogbogbboooboobbboououbbobobb 4400 4400 44
gobooodbboobou wibEOogooooooogooboboo Ip, TCP,UDPUO OO
gboooobobbobbboooboobooubboboooboobuoobobood
gobogdgaao

4.5 OO

4.5.1 0000

UbhotddUJavabD0O0O0OO0OOODDOOODLDODOODOODOODDOOODOOODOO
gboudbuuodgbboodgdgbbobogobbobabbuoobbooboobaoboood
gobobbogobboogbbboototJawadddoooonooogubooogobooo
gbobuogooobuoooobobboobobbooooooboououoobobobod
gbuobuoooogbubboobooooboooooobbobooboobbo

gobooooooodg CeUD Petivm OO OO0 OO0DOOODOODODOODOOOOO
gugdgobbdogooobbbouoooboobobbooobbbobooobbn



g 90 gbobboboobobobboobobbobobo 255

[MTER-QUT | =
[MTER-IM

RYC-HARAEL
FYC—HaRA,

0K | Cancal |

041 000000



256

1995 00O WIDE 000

Fle Edit Wiew &3a Bockmarks Opfons L

EEEEREEE

Rt T Aveira e 3 ipsogrban S Ll

A -0

41 E-0F: -

AF:-a%¥:

AF: -

LI 2B LH 2

LEH S B [ 2]

3

W I -AT:

LiH S B [H

=]

OE: e -a%:

L]
-

N -0

1: 0%

L -3
S B L ]
1%: -0
N I -07:
AT 1R
NE: =05
15 M -20:

I -21:

F1:I-EF:

IE:E-23: -

FEH B H ]

hiun:TCF red:U0F yulleow: TOHF u: 10 IF 1img
IF {Aatio of Eark Frotomls) UHIT: 1K Byte

O5ET gray

Ll

Al | Melecape

a7

0420000000000 (IP)



g 9oug gboodgobbobbobbbbboodobbo

— -] A

Fie Edit View Ea Fockmarks Opfons Directory Window  Hslp

[l 18] [S]-[=[a[®]

Lmlhlp.l'mnﬂ i plop bl E N
| ‘Siara ot | what's Cooll | Hendbook | el Seach | Het Daeciory | Saitwas |

"'"'"-"__.“’ -
L L "__hﬂ

-l '.M

k- '“__h"

wavan-o oLl

TR T

(STLTRCRICT T

TR T

LIS

-1 "__H“

e ==

oo — j

N ——____ }

e ____==———
wavee-15 0o I
N ——— "

N ———______ ]+
e ===
w0 .

N ——— ]+

T ——— |
===
wnooe-2100 i
saoni-4 oo o e

Wl (WS ool SHTF yel Low FTFBATE pogenta FTF qreen | TELFET orasge | BHTE oyt her
TOF Ratie of Each Mplicatioms) UNITI ik Byte

Ll

Ik

=y

0430000000000 (TCP)

257



258

Fle Edi

1995 00O WIDE 000

few o Bockmarks Qpfions Directory Window  Hslp

-

-

=] ]

(&)= [@]a]&]

Lmlhlp.l'm rola B petop bt e

| ‘Siara ot | what's Cooll | Hendbook | el Seach | Het Daeciory | Saitwas |

=

wor a1 oo A :

R 0 0 AN

e - o A
werwi-ad ) o i

wi i -a % o I
R 0 ENTE
oo

aroo-ak oo Ay 1 1

akr w09 o0 L -

av -2 o0 A s - -1

U —————

U ——— -

a2 -1 o A+

w2 oo A s+ *
U ———
D ——

161 -2 oo A s

ars -2 o A - - 1
1 we-25 o+ N, -+
U ———

T ————

w22 o iy
w20 o0 N iy
O ) ————

Il | BOREANH pead ) SHRF el Lo TRLE madewia) SCHIE qeeem WTF afangs BIF gy efken

WOF J(Ristio of Eaok Spplicabioms) WHIT) ddik Byie

LI

A

=y

0440000000000 (UDP)



g 9oug gboodgobbobbobbbbboodobbo 259

gobogobbbooodgobdob oo oboooobboobobobooa
gbgogbbbooobbbdodobuoooooobobubobobboboo

4.5.2 O00O0OOOOOOOOOOOOO

goobbobboobdgbopboooooboboboboooobbbobobbooo
guogoboobooodobbbodan

gbogubobbuobogbbbouoooobboobobbbouoobobooonboo
OJavalOODODOODDOO0DOJavaO0O0O0OO0O0OO0OO0DOO0ODOOODODOOOODOOO
goobbobooooooooon

U0 JavalUODOOOOOOoOoOobOobobOOooboooboboboobobooboboogon
gogbgbooogbbboooobbboobobboooogoobb

4.6 000

OOONNStat OO OO ODOOoOooooooooooobooocowwwogooogoo
gogbbobbbdoodgbooooaodoaob

gbodddJavalUODO WebOOOQODOOOoOoOOOoOOODDODDODOODOODOOO
goobooobobooodoon

gbooboogooooog

e JI0J0DDOUODOOUD DO OODOO/OUO/UODOULDOO O
e 0O OOOUOODDOOOODODO

gbbbooobbbbuooobbooubbobboooobobobooobbbboo
gon



1 sU

oottt

Ooobog 19 o0ooobgbuoboooboobbooboboooobn WIDE OO0
gbobbbooobbbobuobogggbbboogo

gbobobboobobbobuodooobboobboooobbbbbboboodao
goobooboogo

gbddgooboobogouobobooobbbboobbbobogooobobon
gboboboboogouogbobbbbooobbbooooooboooobboboo
bbb bboooobbbbooodobbbbboooobbbboood
OO00b0ObOODONetStat OO O0D0OOOO0OO0OO0O0OOOOOO0ODOO0OOOOOoOoODO

gboboubgbogoooobboouoogooobbobbouoooboobooan
gbbuoobogboouooooobuoobbbobbobbbbbobouboooogd
gbbboooobbbboooobbbbboobbbbbooobbdoboooabo
gobbddooodgbuooooobobuobbobbooooboobobuooobbooa
goood

260



