] 16 [

oSl uoddod ODA

445






U 10

1994 O OO OOO

1.1 ISODE WG [0 ISODE 000

WIDE ISODE 000000000 (ISODEWG)ODOOOODOOooUoooooooo
O0000000O0O0O00O00O000OO0O0OO0O0OooooO TCP/IPO OSIOOOOO
goobbbooooooon

[SODE WG OOOOOooooooogooosiooboooobobooobobonoo
ISODEOOOD0OOOCOOOODOOISODEODODOO TCP/IPOO OSIDODOOOOOO
Obooooooopogooosigooooooosiocognooooooooostoooon
gogbdbobobodd

000 ISODEOOOOOOOISODE Consortium (IC) 00000000000 O0OO0O
OooooSiIDoodoooooU0OoMHS (DOOOOOOODOOOOOOO)OSNMPO
FTAMOOOOOOOODODOOOODOOODO IC 22 (ISODE 12000000

ICODOISODELOOOOO ICcOodbunuooubooooboowIbDEODODOQOoo
goooooSilgobooooooboogoomesoogno icoooo orcon ISODE
OoboobogoobooboooooIicobooboobooboboooooboboooooboo
OO00o0ooOooobooo IsobpEsocobooonbogg

1.2 0OO00O0OO0OOO

194 0000000000000 0 oSIbOo00oOoOooboboooboobooobAOOO
goobbobodooobouooouobbooogobbuoooo

e JO00ODOOODOOSIDODODOUODDOODODOOOOODOOUOOOODDO
gbooobooadao

e OO OOOOOODDUOUOLDDOOODDOODLD WWWLODLODOOODOOO
gooboooo

e Transport Service Bridge U OO OSID U0 OO OOODOOOOOOO

447



448 1994 00O WIDE 000

e JOUOUODOODDOOO ODAODDUODODODLOODOOODOODOO



U 20

000 oSIOO0dnoooooo (X.500)000

2.1 o000

goobobogbobobodgbboboboooooobbodoobboobobbbbon
gobobobobbgdbboooobooouobbbobooooogbogobobod
gbobouooobbbbuobbooouboobbbbooobobobboobobobobon
gogbobbbugdgobboboobbobboobbbuooobobboooobbo
gbobobobogoboboouoboboooobbboobbn

WIDE ISODE 0000000 O00OoOoooono ostoooooooooooobooon
gbobobbobuogoobbudbobooboobbuoooboobbobuooboogd
1100000 00000000000000000000O00000U0DO0O0oOOOO
gbodbuooogobobboooobbooouoobooboobbbobobooboboobon
O000000000000o000o0oo0o0o0ooooO (Dooo0)oooooooo 1110

22 0O000O0O0OO

oSslbgboooobooboooobooooboobooboobooboboboobooboOooo
l.ogobobouooobobooboobobbobooobobb
2. 0000000oobuoooooooon

l00ooooosSIDOooOoOoOoOoOoOn DSA (Directory System Agent) O DUA
(Directory User Agent) 0000 000000000000 00O0O0O0OOOOOOOO
OO00O0DO0200DUAOCOODOCLOCALEDOODDOODOOOOODODOOOOnDOO
OoooooooooooooooboOoOogoogoo

DSAO DUAOOOOOOOOOOOOOOOCODOODOOOO 11jooo0ooooo
O0000o0ooboooood

e HUUOOOUOUODLDLDOOLDODDOOODLDLODUOUObLOO TelULOOOLDOO
goooogoooobbon

449



450 1994 00O WIDE 000

ogooood
4 N
DUA
DAP
1S02022
oo
=
1S02022
1508859
1502022
\ J

U 21:000000000000

DSA, DUAD0ODOO0OOO0ODOOOOO TelOODOOOOOOOO ISO2022 0
goboooobobbboooobbob

DSA,DUA 00000000000 0OOO MuleDODOODOODO [112]000000

e DUADODOOD DUATOODODO ISO20220 7O O00ODOOLOODODOOO
gobon

DSAODOO0ODO0OOO0OOobOOoOOoOoooobbooobooboboOobooboboobOoOooon
ood

goboooooob oSlgboooooobooboooobobooo 2a0b0b0o0o0DbO

2.3 OdOoooSIooonooooooon

O0D0O000OODnISODEODODOODDOD ISODEDOD0DODODODDO QUIPU
Ooboooboboobbooob oslobobobooooboooboooooboboooooon
DSAO0OO bvAOOOOoOobOoOobobOoooboooobuobbobobobobnoo
gbooooboboboboooobbboognbod



U 160 osiCcOooooobobono ODA 451

2.3.1 JU0oooooood

O000 ISODEOUOOOOOOOODOOO IC-R2.0v3 (ISODE 11.0 version 3) D 0 OO
0000000000000 0oooooo 8000000 ooooonDDOdUIso8859-1
doo0ooboobooooooooboooooboooooaa
O00DISO88x9- 1000000000000 obvADD0D0OO00O0OoOOoooOoon
00000o0OpvADO0OD0OO0DO0OO00000D000 dsaptailor0 000 ch_set is08859-1
8 1 I I e 1 I I 1 e N O B A
“Espa\c4na” 000000000 \xx0OOOOODOODOOOOOOOOO

O00000 QuipUODOO0O0O0OO0OODOO0O0O0O0ODODODOODODOD0O00bObOOo0ooooo
0o0ooooobob bvtAbOObobOOoboooobbooooobobooobobboooo
00000000000 000000D00 dsaptailor OO ch_set DOO0O0O is02022 0
0000000000000 0ooOogo 1soe22000b0bboooooooboooooo

2.3.2 0OOOU

Quipt D OOoOobOobOoOobobooboobobooboobo

e QUIPUDUTODOOOODLDO TelUDOUODOUODOODLOODOODUOUODOOO
gooorso22z2ioboobooboboobooooooon

e QUIPULDDUOOODOOO TH1ODOUODOOODOOOOOch_set OO 1502022
guogbboboouooobboonbo

QUIPU DO DSAO DUAODOODOODOOOOOODOOOOOOOOOOOOOOOD
00000000000000000000000 DUA (dish)DODOOOOOOOOO
gobooo 220000

24 00

24.1 O0QOOO0OooOoOObOOO

ObOoobooobobobobooboboboobooDo 1so20220 robooobooood
ooobobooobodoobobobdo ggcoooo Jisbboog ggcoobood
gobboboobobbodago

O000000Odsaptailor U0 DUADDOOOODOOOOOOODOOODOOODODOO
gogobobooubobobbooobbobooodan



452 1994 00O WIDE 000

Dish -> show "Bc=JPRo=WNIDE@ou=ISODE WG@cn=Shigeki Yoshida"
ob jectClass - pilotPerson
commonMName - Shigeki Yoshida
commonName - %iEEEEEﬁ
surname - Yoshida
surname - =H
title - Assistant Researcher
title - BhF
description -
description - ZAUFERE RE00 E A o R T
postalfiddress - 7-22-1

Roppongi

Minato-ku

Tokyo 106

Japan
postalfiddress - ﬁiﬁf%ﬁ

R

7-22-1
postalCode - 106
telephoneNumber - +81 3-3402-6231 ex2/720
facsimileTelephoneNumber - +81-3-3408-3192
userid - shige

| [rfc822Mailbox - shigeRiis.u-tokyo.ac. jp
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cn=Shigeki Yoshida

objectClass= top & person & pilotObject & newPilotPerson & quipulbject & pilotPerson
cn= Shigeki Yoshida &\

{T.61}\1b\24\405HEDLP<y\1b (B

sn= Yoshida &\

{T.61}\1b\24\405HED\1b(B

title= Assistant Researcher &\

{T.61}\1b\24\40=u<j\1b(B

description= {T.61}\1b\24\40\243\241\2409q:]12=\1b(J X.500 \1b\24\40\24N\25F\259\25H\
\25(\25s\25H\25j!<\24G\249\1b (B

description= {T.61}\1b\24A0BCfJGJd3vHk1‘Bk!\23\1b(B

postalAddress= 7-22-1 $ Roppongi $ Minato-ku $ Tokyo 106 $ Japan

postalAddress= {T.61}\1b\24\40E15"ET\1b(B $ {T.61}\1b\24\40946h\1b(B $ {T.61}\1b\24\
\400;K\\LZ\1b(B $ 7-22-1

postalCode= 106

telephoneNumber= +81 3-3402-6231 ex2720

facsimileTelephoneNumber= +81-3-3408-3192

userPassword= {CRYPT}NJOHOBMG

uid= shige

mail= shige\40iis.u-tokyo.ac.jp
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Dish -> 1list

1994 00O WIDE 000

5 organizationalUnitName=’smiley.cs.uec.ac.jp/pdl/’

6 commonName=’smiley.cs.uec.ac.jp/Index.html’

Dish -> showentry 6
objectClass
commonName

surname

htmlkeyword
htmlkeyword
htmlkeyword

url

html

Dish -> list 6
7 commonName=’smiley.
8 commonName=’smiley.

- newPilotPerson & quipuObject & html

- ?//smiley.cs.uec.ac.jp/Index.html’

- PDL Home Page

- PDL Members (In Japanese)

- WIDE Project

- shuji@cs.uec.ac.jp

- ’http://smiley.cs.uec.ac.jp/Index.html’

- [6] ’3c484541443e0a203c5449544c453e50. . ..

cs.uec.ac.jp/pdl/Index.html’
c¢s.uec.ac.jp/pdl/kei.html’

U 31 0000b0boooan

cn=/lsmily.csuec.acjp

cn=/lwww.uec.acip/
Index.html

findex.html

cn=llsmiley.csuec.acjp
Ishigeohtml
htmref=@c=jp

@0=UEC...

032 000bogbobbooooon
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Transport Service Bridge 1 00 [0 OSI T 0 [
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4.3.1 UUOdooobooooouooogon
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send to Internet side parse selector and
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Secured ODA Document User Agent

5.1 Introduction

The Office Document Architecture (ODA) [121] standard was developed to interchange
documents in an open systems environment. A document is transmitted through a network
or with a floppy disk in the form of an encoded octet stream called the Office Document
Interchange Format (ODIF). With regard to security, a security addendum [122] to the
standard has been published, which gives a specification how a document in the form of
the secured ODIF should be transferred with security properties such as confidentiality,
authenticity and integrity.

University College London (UCL) has been active in both the ODA and the security
area. In the context of the Piloting ODA (PODA) series of projects [123], UCL has de-
veloped an ODA/Slate compound document editor and the resulting system has been
incorporated into X.400 and SMTP message systems [124]. UCL has also taken in part of
the PASSWORD Project [125] and developed an OSI security toolkit and various secured
applications including X.400 and Privacy Enhanced Mail (PEM) [80] User Agents (UAs).
The OSI security toolkit based on the X.509 Authentication Framework [126], OSISEC
[127], contains encryption libraries and tools for managers operating Certification Author-
ities (CAs). The applications based on OSISEC have been implemented and deployed in
the PASSWORD Project.

Two ODA utilities have been developed during the PASSWORD Project; while DOC-
SEC [128] secures a document as a whole, PDOCSEC secures each part of a document
individually, and both utilities are integrated with the Slate UA.

In this paper the authors describe security requirements for a document UA in section
2, outline the ODA security in section 3, and describe the security toolkit and the secured
document UA in section 4 and 5. Some aspects raised by our work are discussed in section
6, comparison of the ODA security with PEM is given in section 7. Finally section 8

concludes the paper.

470
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5.2 Requirements for Secure Document UA

While only security as a whole document is enough in the case of the interchange between
two parties, securing parts of a document is required when the document is interchanged
in a group. For example, digital signatures of parts of the document may be demanded
since some parts may be written by one author and other parts by another. Encipherment
of parts of the document may be required because an author wants to restrict access to the

parts to some members of the group. For these reasons,
e confidentiality, integrity and authentication services of parts of a document

are necessary. In addition, the following facilities may be desirable for cooperative author-

ing:

e addition of a signature to the part which has been already signed by other members

(circulation)

e addition/modification /deletion of a part to/of/from an existing document while keep-

ing signatures of other parts valid

e signing content of a part of a document with some other information such as time,

location, signer’s role

Security services of a whole document can be implemented with DOCSEC [128] or Public-
Key Cryptography Standards (PKCS) #7 messages syntax [129]. DOCSEC supports the
three security services of a whole document and an arbitrary octet string. RSA Data
Security, Inc. has defined PKCS#7, a cryptographic message syntax which supports the
same services as well as other syntax such as enciphered content with or without encryption
keys. Both have been implemented on OSISEC as filters; there are two programs one of
which encodes plain data into secured (enciphered and/or signed) data and the other
decodes the secured data into the original plain data.

For the sake of security services of parts of a document, the authors have adopted the
ODA security addendum. This addendum supports the above security services of parts of
a document, i.e., parts of the document profile and the document body.

Security functions must be implemented to support as many existing document UAs
as possible, and the security information which users concern should be displayed, or if

necessary, input in a user-friendly manner.



472 1994 00O WIDE 000

5.3 ODA and Security

5.3.1 ODA Concepts

The ODA standard [121] describes an abstract view of an office document and a document
processing model as well as an interchange format of a document.

A document consists of a document profile, generic structures (logical and layout object
classes), specific structures (logical and layout objects), styles (layout and presentation
styles) and content portions. These components give two views of the document; a logical
structure which represents a logical view of the document such that a letter header consists
of a date, an addressee and a subject, and a layout structure which represents a layout
view of the document such that a letter header page consists of a logo frame and a date
frame.

The ODA standard defines three kinds of document form: a processable form with
logical structures created after an editing process, a formatted form with layout structures
produced by a formatted process, and a formatted processable form with both logical and
layout structures produced by a formatted process. An imaging process takes a formatted
or formatted processable form and fabricates a final document. All these document forms
are encoded into the ODIF in which all components are represented as sets of attributes

and interchanged through various media such as message or file transfer services.

5.3.2 Security of ODA Document

In the security addendum [122] to the ODA standard, two concepts of document security
are introduced; securing a whole document and parts of a document. While securing a
whole document is out of scope of the addendum, it is suggested that the security policy of
the domain to which the originator belongs may specify how the whole document should be
handled as a single unit. One method of realisation is to use a secured transport mechanism
such as a secured X.400 or a secured FTAM. The second concept is securing of parts of a
document, i.e., any parts of the document profile or the document body.

The addendum does not specify any particular algorithm or scheme, but it provides the
means to protect the parts of the document. The security features defined in the addendum
are confidentiality, integrity, authenticity and non-repudiation of origin; each is described

below.

1. Confidentiality: This property ensures that semantic knowledge of a specified part
of a document is made available or disclosed only to authorized receivers, entities

or processes. Confidentiality is achieved by encipherment of the part; the originator
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enciphers the part of the document and only privileged recipients can decipher and

read it.

2. Integrity: This property ensures that a specified part of a document has not been
changed or destroyed in an unauthorised manner. The privileged recipients can verify
that the part has not been altered since the originator sealed it. The certainty
provided by this property is limited to a detection of change; the replacement of the
whole sealed part and the seal itself cannot be recognized. Nevertheless, by sealing
the whole document, tampering with its part can be recognized; moreover recipients

may well choose not to trust a document which has not been sealed.

3. Authenticity: This property ensures that the privileged recipients can verify the
source of a specified part of a document as claimed. Authentication is accomplished

when the integrity seal can be determined as having been made by the claimed source.

4. Non-Repudiation of Origin: This property ensures that it cannot be denied that a
particular source is the originator of a specified part of a document. Non-repudiation

of origin can also be achieved by adding a seal to the part.

5.4 OSISEC security toolkit

The current security services in open systems use both symmetric and asymmetric en-
cryption techniques called “digital envelope”. For the sake of the confidentiality service,
content is enciphered using a randomly generated symmetric key and the key is encrypted
using the recipient’s asymmetric public key. In order to achieve the authentication, in-
tegrity and non-repudiation of origin services, the message digest (checksum) of content is
encrypted using the originator’s asymmetric private key.

The recipient needs the originator’s public key to verify authenticity and integrity of the
content. In the X.509 Authentication Framework, a reliable public key can be got from a
certificate sealed by a trusted third party called a Certification Authority (CA). While a
CA only issues certificates for its users, it is possible for a CA to sign a certificate which
contains another CA’s public key.

In the PASSWORD Project [125], three kinds of CAs have been established: a single top
level CA, policy CAs certified by the top level CA, organizational CAs certified by the policy
CAs. The organizational CAs issue certificates for users. All applications are required to
attach a complete forward certification path to the sealed content; certificates of the signer,
the organizational CA which issued the signer’s certificate, and the policy CA which issued
the certificate of the organizational CA. The recipient who has the trusted public key of

the root CA can verify the seal with the public keys contained in the certificates.
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The OSI security toolkit, OSISEC [127], includes libraries which implement encryption
algorithms such as RSA encryption [130], DSS, message digest algorithm MD2/5 [131], and
tools for managers operating CAs. Applications based on OSISEC have been implemented
and deployed in the PASSWORD Project; they are a secured directory service (DISH/DE
directory user agents and QUIPU directory system agent), PEM and secured X.400 UAs
[125].

5.5 Implementation of Document UA

5.5.1 Slate Multimedia UA

The Slate editor [132] can handle multimedia information, i.e., text, raster-graphics,
geometric-graphics, audio and spreadsheet; it is configurable to work with external message
handling systems. UCL has developed Slate/ODA converters which support the FOD26
Document Application Profile (DAP) and has integrated the editor with X.400 and SMTP
message handling systems [124]; neither audio nor spreadsheet are supported because they
have not yet been included in the ODA standard.

5.5.2 PDOCSEC: ODIF Security Filter

There are many ways to implement a secure document UA; one is to change a non-secure
document editor in order to support the security services, another is to implement a filter
which encodes an ordinary (plain) ODIF stream to a secured ODIF stream and decodes
the secured ODIF stream to the plain ODIF stream, and the filter must be integrated with
the non-secure document editors.

The authors have adopted the second approach for two reasons: first a document editor is
normally very complex and hard to change; secondly, since many document editors support
ODIF input and output or have filters which transform the original format into the ODIF
and vice versa, the filter procedure is applicable to all such document editors.

The UCL implementation of the filter is called PDOCSEC; it consists of two programs,
namely an encoder and a decoder. The encoder requires information about identities
of parts of a document to be sealed and/or enciphered, privileged recipient(s), sealing
location, date and time. It enciphers and generates seals of specified parts of the document
and produces a secured ODIF stream. The decoder verifies and/or deciphers parts of the
document of which the associated privileged recipient is the user, and produces a plain
ODIF stream. The decoder also outputs information on which parts of the document are

passed or failed during the verification and the decipherment.
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5.5.3 Integration of PDOCSEC with Slate UA

In order to support security services on parts of a document, the Slate/ODA [124] con-

verters have been changed to support handling security information.

For sending a secured document, a user attaches a tag to a part of the document on the
screen by selecting a menu, and the tag containing a security service type and privileged
recipients is displayed on the screen. The editor stores the tag into the output Slate file
as well as the document content. The security information is placed before or near a Slate
object (text, graphics, etc.) in the Slate file. The Slate-ODA filter converts the Slate file
into a plain ODIF stream and produces a file enclosing security information which consists
of records of a service type, privileged recipients and an object or class identifier (OCID)
indicating the part. The PDOCSEC encoder reads this file and the plain ODIF stream,

and produces a secured ODIF stream, which is sent to a message transfer system.

The mechanism to produce the secured ODIF stream is almost same as the “digital
envelope”. For confidentiality of a part of a document, a randomly generated DES-CBC
[133] key and initialization vector pair is used to encrypt the content and the pair is en-
crypted with a privilege recipient’s RSA [130] public key. For the purpose of authentication,
integrity and non-repudiation of origin, the message digest of the Sealed Information at-
tribute including the message digest of the part, the originator’s Personal Name, signing
place, date and time, is encrypted with the originator’s RSA private key. The Sealed

Information is discussed further in the next section.

On receipt of a secured document, first the secured ODIF stream is converted into a plain
ODIF stream with the PDOCSEC decoder. The decoder writes security information which
consists of records of an OCID, a security service type, privileged recipients, a verification
and decipher result and optionally an originator to an external file. The ODA-Slate filter
reads this file and the plain ODIF stream, and converts into a Slate file in which the
security information is included in the tag form. Note that the Slate editor does not know

the OCIDs at all.

A secured ODIF stream is just an octet string; it can be transferred by any message
systems such as X.400, MIME [134] + SMTP, but care must be taken in handling of the
whole document. Deletion of seal information is undetectable, thereby some process must
be applied to the whole exported data stream.

There are three options to send a secured ODIF stream; DOCSEC + X.400, PKCS#7 +
X.400 and MIME + PEM + SMTP. Both DOCSEC and PKCS+#7 support confidentiality
and integrity of a whole ODA document and the secured whole document can be sent
through a X.400 system in the form of a bilaterally or externally defined body part. MIME
supports the ODA application subtype and the standard specifies how an ODIF stream

should be encoded into printable characters according to the base64 encoding rule. A
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MIME message containing ODA can be enclosed in a PEM body according to the PEM-
MIME integration working draft [135]. Currently the third method MIME + PEM +
SMTP has been implemented.

5.6 Discussion

In general, OSI standards are defined without prior implementations; as a result ambi-
guities and contradictions with other standards are often introduced. This section outlines

certain such problems which the authors have uncovered as well as ones encountered in the

integration of PDOCSEC and the Slate editor.

5.6.1 Sealed Information

A seal is calculated from the Sealed Information attribute which consists of a message
digest of content of a part, seal time, location and originator’s Personal Name, and other
information cannot be included into the seal. However, a security policy might require to

include the following information in the seal:

e authenticated time: Time information authenticated by a third-party or a time-

stamp server. The time specified in the addendum is claimed by the originator.

e role name: The Personal Name includes only title information as far as infor-
mation of a person’s attribute. However, it is desirable to include the originator’s

role and e-mail address, the department name to which the originator belongs, etc.

In order to include such information in the seal, it might be better to change the type
to a sequence of attributes such as the authenticated attribute defined in PKCS#7[129].

5.6.2 Message Digest

The security addendum specifies that the Sealed Information attribute should include
a plain message digest of a part of a document. However, when the part is enciphered the
message digest of the part should be enciphered to prevent an adversary from deducing the
content. This is because the adversary can determine which of a list of candidate content
(e.g., “yes” or “no”) is the actual content by comparing the message digests of them to one
in the attribute.

The current implementation decrypts the message digest using the DES-CBC algorithm,
and the key information encrypted with a privileged recipient’s RSA public key is enclosed
in a sub-parameter of the attribute. As a consequence only the privileged recipient knows

the actual message digest value.
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5.6.3 Personal Name Type

The PDOCSEC system adopts the RSA encryption algorithm to seal content and to
encrypt a content encryption key which is used to encrypt the content; a public key is
retrieved from the X.509 certificate issued from a CA. The X.509 Authentication Framework
[126] defines Distinguished Name to designate a user. On the contrary the ODA standard
adopts Personal Name as a name of a user which includes a surname, a givenname, initials
and a title. A user in a small community such as an organization could be identified with
the information, and a certificate or a trusted public key can be retrieval from a local cache

or a directory service. However, it is impossible in a large scale community.

For the purpose of solving the problem, a new parameter name which type isDistinguished

Name is added to the Personal Name type.

A privileged recipient can get an originator’s certificate via the directory service with the
parameter to verify its seal, and an originator can get a privileged recipient’s public key
for encipherment. However, there is still a problem because the directory service is not yet

so ubiquitous that every recipient can get certificates from it.

5.6.4 Certification Path

One solution to get an originator’s certificate without directory access is to send a
certificate path with the sealed information, as explained in section 5.4. Some applica-
tions use this method; a PEM message may enclose Originator Certificate and Issuer
Certificate fields, and a X.400 message has a certificates attribute in the envelope
for this purpose. However, there is no attribute which corresponds to the above attributes

in the addendum.

The Certification Path type is imported from the X.509 standard in order to include
a complete forward certification path, which is send with the seal information. A privileged
recipient having the top level CA’s key can get the originator’s public key and verify the
seal. This is useful when a document is archived for a long term, because it is necessary to
preserve only the top level CA’s public key and not necessary to store other information

such as public keys of users and CAs.

But there still remains a problem; if the security policy of the privileged recipient’s
domain enforces a check of the originator’s certification revocation list [126], the privileged
recipient must access the list, which could be stored with the seal information as well as

the certification path.
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5.6.5 Method Information

The Method Information type, which identifies an algorithm used for generation of
a message digest, a seal, etc., consists of two parameters; the object identifier and the
character string describing the algorithm. However, this definition is inappropriate when
the algorithm requires parameters. In addition the type is incompatible with the Algorithm
Identifier type defined in the X.509 [126] standard which consists of two parameters, the
object identifier identifying the algorithm and the required parameter to the algorithm.

5.6.6 DES-CBC Key and IV

The current implementation utilizes the DES-CBC algorithm [133] with a randomly
generated session key and initialization vector pair for the encipherment of each part of a
document. Before the encryption of the pair, it must be encoded in accordance with some
method. A typical method is that only the session key is encrypted while the initialization
vector is handled as the parameter of the algorithm. However, the current PDOCSEC
stores the pair in the following ASN.1 type, encodes and encrypts for the cause that the
ODA’s Method Information type does not have the parameter field. Since a different

system may encode in another way, an agreement is necessary to establish interoperability.

DES-CBC-Key-Information ::= SEQUENCE {
deskey [0] IMPLICIT OCTET STRING,
vector [1] IMPLICIT OCTET STRING }

5.6.7 Integration with Slate UA

Two of four requirements described in section 5.2 have been realised. However, the
last two requirements are not realised: the addition and deletion of parts while keeping
signatures of other parts valid, and the signing with additional information. In the following

the reasons for their absence and proposed solutions are described.

Addition and Deletion of Parts

Addition of a new part and deletion of one are not implemented because OCIDs are
changed from originals and the change makes seals invalid. Supposing a new paragraph is
added between two paragraphs which OCIDs are “3 0 17 and “3 0 2” respectively, the Slate-
ODA filter assigns “3 0 2” to the new paragraph and “3 0 3” to the old second paragraph
and hence the seals containing objects which OCID is greater than “3 0 2” become invalid.

It is same in the case of deletion of a part from a signed document. This is because the
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Slate editor does not know OCIDs at all as mentioned in section 5.5.3 and the Slate/ODA
converter assigns a new OCID. However, this is not a particular problem of the Slate editor
and the Slate/ODA converter; it is a common problem to the existing editors which uses
converters to transform the ODIF to the editor original format and vice versa. There are

a few solutions:
1. Generate message digests of bodyparts without OCIDs

2. Keep mapping information between newly assigned OCIDs and old OCIDs (the iden-
tifiers when the original message digest was calculated) in a parameter, and use the
old OCIDs during the verification time

While the first solution violates the addendum, the second one requires a new ASN.1

type to interchange the mapping information.

Signing of Additional Information

Signing time and location can be sealed with content because the addendum includes
these parameters in the Sealed Information. On the contrary other information, such
as authenticated time, is not supported because the Sealed Information type is not

extensible as mentioned in section 5.6.1.

5.7 Comparison with PEM

Both the ODA security and PEM provide end-to-end security services, that is, authen-
tication, integrity, non-repudiation of origin and confidentiality, and their mechanisms are

basically same. In the following differences between them are described.

5.7.1 Security Infrastructure

PEM adopts a hierarchical CA structures which root is the Internet Policy Registration
Authority (IPRA) [136]. Security policies are defined by each policy CA, which is certi-
fied by the root CA. However, the ODA addendum does not specify anything about key

managements nor security policies.

5.7.2 Encryption Algorithms

PEM defines specific algorithms for message encryption and signing; DES in CBC mode,
MD2 (MD5) and RSA encryption algorithms are used when an asymmetric key manage-
ment is adopted. On the contrary, the ODA security does not specify any algorithms.
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5.7.3 Whole message versus parts of document

While PEM only supports securing a whole message, the ODA security supports securing
parts of a document. However, the emerging new PEM, which is integrated with MIME,
will support securing parts of a message and convey not only ascii text but also content of

arbitrary types.

5.7.4 Multiple Signatures

PEM does not support multiple signatures; in a header of a PEM message multiple Orig-
inator Id fields may appear when different originator oriented interchange key components
are used in order to prepare the message so as to be suitable for processing by different
recipients who require different cryptographic mechanisms. On the other hand, the ODA
security supports multiple signatures basically in order to seal by multiple originators.

While ODA signers can seal a part of a document with sealing time and place, PEM

does not prepare to sign with such information.

5.7.5 User Name

While PEM adopts the X.509 Authentication Framework and uses Distinguished Name
as a user name, the ODA standard adopts Personal Name to designate a user, which is

incompatible with the Distinguished Name described in the previous section.

5.8 Conclusion

This paper has described how a specific editor can be augmented to process secured ODA
documents and uncovered a number of weaknesses in the security addendum. While the
described system here can be considered only as an early prototype, it provides a powerful
set of functions; for example, the functionality which it introduces can be very important
for its introduction of secure EDI.

The authors are implementing a Wide Area Information Server which authenticates a
client, authorizes client’s access with various information such as user’s name, role, security
label, network location and access time, and transmits a document with the protection de-
scribed in the paper. The authorization scheme is based on a capability scheme which uses
the combination of Privilege Attribute Certificate (PAC) and Control Attribute Package
(CAP), and useful for document distribution in an organizational network and a world

wide network.
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