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3.1 UOOOoOoboooud

3.1.1 IPO0O0O0ODOO0O0OOOOO

03iiggesuonbIp0oobbuolgbboooooobboobuooooogg
gogooogooon

031 IPO000O0OOOOOOOO(0O0:00000/0)

0 [ICMP [IGMP | IP/IP | TCP | UDP |[000 | 00O [00000

.0 |LIN 12,909 | 1,661 0 908,077 | 201,137 0 [[ 1,123,783 54.19%
OUT || 17,695 | 1,690 0| 484,463 | 63,975 0| 567,822 27.38%
sg | IN 10,997 | 1,979 0 | 1,007,717 | 182,181 0 || 1,202,874 58%
OUT || 13,857 | 1,914 0| 459,818 | 56,956 0| 532,545 25.68%
60 LN 10,945 | 2,318 0 | 1,176,903 | 166,340 2 || 1,356,508 65.42%
OUT || 22,814 | 2,628 0| 393,973 | 47,708 0| 467,124 22.53%
IN 30,420 | 2,387 | 179,134 | 1,106,696 | 87,687 0 || 1,406,324 67.82%

7 D ) ) 7 ) ) ) ) )
OUT || 24,042 | 2,484 | 1,482 | 447,718 | 104,783 0| 580,509 28%
eg | IN 16,019 | 2,989 | 52,256 | 999,180 | 94,616 0 || 1,165,061 56.19%
OUT || 11,796 | 3,055 749 | 438,189 | 68,923 17 || 522,728 25.21%
on | IN 20,593 | 3,269 | 73,976 | 1,134,671 | 83,077 0 || 1,315,586 63.45%
OUT || 11,874 | 3,358 | 1,364 | 473,177 | 78,114 | 1,673 | 569,581 27.47%
g | ¥ 9,905 | 4,060 | 158,205 | 1,405,062 | 89,757 | 5,468 | 1,672,457 80.65%
OUT || 4,567 | 8,328 | 1,480 | 633,882 | 89,111 | 2,737 | 740,105 35.69%
g | IN 27,148 | 9,199 | 94,245 | 1,379,580 | 79,844 217 || 1,590,234 76.69%
OUT || 5,362 | 9,369 | 11,032 | 737,114 | 102,620 46 || 865,543 41.74%
o N 9,188 | 4,713 | 35,370 | 1,204,101 | 70,591 | 2,211 || 1,326,174 63.96%
OUT | 6,664 | 9,705 | 7,521 | 768,124 | 79,410 821 || 872,245 42%
oo | IN 38,253 214 456 | 1,347,129 | 151,238 45 | 1,537,336 74.14%
OUT || 21,647 | 7,335 | 4,623 | 828,776 | 185,274 77 || 1,047,732 50.53%
sg | IN 17,726 423 614 | 1,152,914 | 116,335 28 || 1,288,039 62.12%
OUT || 19,489 | 9,025 | 4,901 | 717,549 | 169,911 27 || 921,302 44.43%
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3.1.2 TCPUUOUOUOUOUOOOOODOoOOoO

032 TCPOOOOOOODOOOODOOODO(ODO:DOOOO/O)

H FTP | Telnet | SMTP | DNS ‘ HTTP | Gopher ‘ NNTP | Z39.50 | rlogin | Other

40 IN 683,600 | 22,234 | 85962 | 2,243 0 0] 59,798 584 | 5,826 | 47,830
oUT 361,901 | 17,928 | 44553 | 1,666 0 0| 22424 47 | 6,643 | 29,303
e IN 774,550 | 23,403 | 90,884 | 3,471 0 0| 59,576 1,223 | 5,302 | 49,307
OUT 277,810 | 16,869 | 63,169 | 1,254 0 0| 22,537 106 | 4,697 | 73,387
60 N 874,124 | 26,715 | 116,896 | 2,952 0 0| 73,782 1,179 | 5,528 | 75,728
OUT 132,649 | 13,722 | 95,311 990 0 0| 35,102 157 | 3,039 | 113,003
0 IN 809,807 | 26,653 | 116,668 | 3,638 0 0| 67,224 908 | 4,786 | 77,011
OUT 284,635 | 17,188 | 68,739 718 0 0| 47,325 80 | 4,729 | 24,305
s IN 705,572 | 33,607 | 108,114 | 3,021 0 0| 56,002 553 | 3,364 | 88,857
OUT 294,244 | 20,581 | 61,476 600 0 0| 34,297 40 | 4,230 | 22,720
= N 820,793 | 34,968 | 109,503 | 3,420 0 0| 62,629 898 | 4,550 | 97,910
OUT 318,915 | 21,748 | 53,661 616 0 0| 20,662 99 | 6,432 | 51,044
o N 1,005,147 | 37,465 | 134,530 | 3,047 0 0 | 107,993 739 | 3,990 | 112,143
OUT 446,710 | 21,957 | 83,458 969 0 0| 26,581 90 | 4,436 | 49,681
20 IN 1,005,503 | 36,585 | 101,631 | 3,111 0 0 | 103,859 597 | 3,312 | 124,082
oUT 557,880 | 18,925 | 76,294 | 2,294 0 0| 28316 108 | 4,299 | 48,999
10 IN 802,677 | 49,256 | 118,319 | 3,334 0 0 | 103,252 779 | 3,859 | 122,624
OUT 527,264 | 25,464 | 89,170 | 2,393 0 0| 30,949 99 | 4,082 | 88,704
= N 927,088 | 56,143 | 132,850 | 5,425 | 15,456 51,710 | 94,194 392 | 3,317 | 59,653
OUT 334,975 | 21,840 | 90,199 | 2,025 | 24,185 25,104 | 42,831 79 | 2,643 | 284,803
a0 IN 756,226 | 38,548 | 169,031 | 2,585 | 15,807 37,858 | 88,695 495 | 2,552 | 41,028
OUT 395,360 | 21,345 | 109,660 | 1,114 | 64,301 38,576 | 37,730 77 | 3,355 | 46,022
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3.1.3 UDbPUULOO0OODOOOOOOUOOOO

0 33 UDPOOODOOOOOOOOOOODO(DO:0DODODOO/O)

[ DNS | NTP [ SNMP | Talk/Phone | ROUTE | ARCHIE | Other |
40 IN 38,414 | 1,178 218 460 2 1,287 | 159,577
OUT || 45,670 906 737 523 14 6,906 9,219
e IN 32,562 | 1,362 268 548 607 2,822 | 144,014
OUT || 31,606 906 199 516 295 8,728 14,706
60 IN 29,820 | 1,361 218 795 0 2,431 | 131,715
OUT || 29,980 927 36 475 9 11,901 4,380
0 IN 36,315 | 1,259 194 923 0 4412 44584
OUT || 52,089 714 1 929 7 11,888 39,155
80 IN 49,470 | 1,185 209 280 0 3,893 39,578
OUT || 42,328 613 10 433 27 10,346 15,167
90 IN 32,828 | 1,424 189 1,878 0 4,402 42,355
OUT || 30,427 692 60 269 7 9,319 37,340
1o IN 36,121 | 1,954 258 825 1 4,006 46,592
OUT || 35,284 | 1,120 0 1,197 491 19,499 31,520
120 IN 31,454 | 1,098 185 802 3 4,956 41,346
OUT || 65,728 935 24 2,269 9 13,434 20,222
10 IN 33,620 630 230 991 3 4,504 30,613
OUT || 41,117 693 12 1,969 56 20,405 15,158
. IN 54,502 | 5,001 214 669 345 6,957 83,550
OUT || 55,409 | 5,141 5 252 86,177 27,898 10,392
30 IN 49,444 918 582 797 36 10,464 54,095
OUT || 81,409 | 1,011 63 548 38,203 35,728 12,949

315
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3.1.4 ICMPUOUOUOOOOOOOO

034 ICMPOOOOOODOOOO(ODO:0DOOOO/O)

317

Echo Net Host Port Source Redirect | Echo Time Other
Reply Unreach Unreach | Unreach Quench | Host Request f)e):ded
Transit
io LN 6,024 | 72,381 | 27,957 | 44,983 | 1,948 | 11,811 | 32,924 | 13,923 48
ouT 27,454 | 10,974 | 9,716 | 223,343 187 34 9,195 | 28,557 92
o | IN 4,979 | 39,437 | 47,234 | 29,912 | 1,900 | 7,567 | 26,568 | 21,559 60
OUT | 5,742 | 1,441 | 2,857 | 147,626 78 1| 3,944 | 8,990 51
60 | IN | 12781 | 41,808 | 27,752 | 34,078 | 2,243 [ 34,755 | 14,941 | 17,056 95
ouT 10,854 795 532 | 11,434 206 431 | 12,368 3,609 | 3,997
oo | IN |/ 155682 | 173,720 | 42,504 | 43,051 | 2,892 | 2,118 | 22,091 | 28,864 | 212
ouT 28,274 6,165 | 4,874 | 73,185 430 | 1,658 | 204,246 | 21,198 | 8,377
on | IN | 58711 | 850654 | 83816 | 9,531 | 1,184 | 2,375 | 6,257 | 16,983 | 287
ouT 1,663 2,160 | 8,301 | 56,190 419 170 | 64,334 | 22,138 | 1,472
on LI 7.400 | 168,418 | 38,582 | 32,267 | 1,668 | 93,611 | 6,877 | 20,931 | 203
ouT 5,249 7,633 | 5,236 | 54,034 217 33| 90,571 | 19,039 112
10 IN 4,901 | 64,459 | 34,208 | 43,693 | 3,222 236 2,607 | 17,636 | 3,008
OUT | 1,308 515 | 4,531 | 75,070 98 | 625 | 9,344 | 18,794 | 209
120 IN 5,639 | 69,986 | 69,306 | 298,270 | 7,060 | 2,291 | 15,693 | 22,978 947
ouT 8,117 561 | 5,171 | 52,989 259 | 4,883 | 24,006 | 30,733 | 1,541
10 IN 3,899 | 38,521 | 32,867 | 29,474 | 4,006 | 25,801 5,922 | 18,776 | 2,668
ouT 44,139 479 | 5,780 | 39,021 276 175 9,221 | 27,253 | 4,376
9] IN 2,648 | 19,781 | 12,677 | 27,838 | 3,767 | 56,062 | 158,204 | 331,425 | 3,101
OUT | 1,017 | 2,101 | 1,205 | 11,876 | 122 | 165 | 22,461 | 69,131 | 1,363
30 IN 12,007 | 43,608 | 17,434 | 42,024 | 3,336 | 22,835 | 80,394 | 44,224 | 3,586
ouT 15,863 3,677 | 15,810 | 76,984 392 | 41,216 | 86,635 | 61,328 | 5,576

034009 000000000000000 ICMP OOODODOOOOOODOOOO
00000000 31000 3110000000000 0boooooboobooobooao

O000000boooobbboOobbdOPort Unreachl Echo Request O ICMP 0O 0
000000000000 D0O0DO00000O ONet UnreachO Port Unreachd Host Unreach
O UnreachOO ICMPOO0OOOOOODOOOOOOOOOOOO Net Unreach O OO
00000000 000000000000000 default route0 0000000000
O000000o0o0doonod Port Unreachd OO OO OOMO Otraceroute 0 0O 0O OO O
O000o0o0Dod0oooooOoooOoooOon Otraceroute D D 0D OD0OOOOOOOO
Time Exceeded in Transit I 000 0000000000 0OOOOOOOODODOO Port
Unreach [0 traceroute 1 0 0 OO0 O0O0O0OO0O0OO00O0OOOTCPO UDPOOODO
0000000000000 booO0dd0odooooOoDooOooooooooo
Oo0ooooooa
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000 0o0o0 [wpapoooo [1p/IPOOO 00000 |0o0000

(Kbps) (byte) (%) (byte) (Kbps)
INTER 192 96,840,414 0.15 | 62,879,379,158 188
KYO-HLJ 64 0 0.00 | 10,393,266,923 31
KYO-NAKASU 192 | 8,143,176,097 22.3 | 36,445,291,800 109
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SFC-SND 64 0 0.00 | 17,005,219,446 51
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TYO-SPK 64 95,897,996 1.42 | 6,734,777,887 20
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4.2.,5 UJUooogn
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gobobuouobooboboboodobbobooooobooobboobbboodao
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4.2.6 UUOOOOO

goboboobbboooobbbooooobo

0000 0b0O [ start_stat - get_statpram (UOODOOOOOO)
0000000000000 0dn mkstatadef (DO O OOOOOOO0O)
O0O0000000000D000M apstatadrf (OOODODODOOOO)
O00000ooooobobDO0O0m statdataf (OO0 OOOO)
OO0O000000000000O0M levelup (DOOOODOOO) OO nssum
Ooodooddobodooodoodoooooouoobdond nsmax
oddduioi* stop_stat

odgodododr ps_stat

00000000 at_stat

oodduod* atqg_stat

00000000 atrm_stat

g0oddodod nssum

00000000 nsmax

(1) start_stat

(wouboobboooobboubbooboob
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% start_stat host stat-time stat-period string config-file

host UUOUOUOULOODUOOOOOOOOODOOOOONO
stat-time OO0 CO0000000 (O)

stat-period 00 :000000000000 (O) O¢: 0DOO0O)
string JU0O0OLOUO0DO0O0O0O0O00O0O0O000O00000
config-file UU:0000O00OOO0O0OOOO0OOOODODO

(2) stop_stat
odobogooooooooobooooboo

% stop_stat process-id

process-id U0 LUO0O0OO0O0O0O0OOOONO ID

(3) ps_stat
(goooobooooooooooboboobobbooobbooob

% ps_stat [process-id]

process-id U0 LUO0O0OO0O0O0O0OOOONO ID

(4) at_stat O

(bDogogoboooboobbbobboobobdbiddbbatogoooog
oodudubz000000

% at_stat time host stat-time stat-period string config-file

time UUOUOO0OOatU0000O0O0O0OOO0OOOOOOO0O

host UOOOOOOOOOOOOOOOOODOOOOOOO
stat-time OO0 :0000000 (O)

stat-period 00 :000000000000 (O) O¢: DOOO)
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string JU0OO0LOO00O0O000O0O0O0O0O0O00O00O00
config-file UU:000000O00O00O0O0O0O0O0OO0ODO

(5) atrm_stat O

Oatstat U OO O OO0 O00OOoooooboooooobooooooon
gdd

% atrm_stat job-id

job-id OO U0O0Okatg_stat UUOUOOOOOOODOO ID

(6) atq.stat O

(moubooboboooobbouooboboboobbbobboobbbooob
goboboboubobobbuoobobbid0Upsstat DOUOODOOOODDOOODOOO

% atq_stat [job-id]

job-id DO UOU0OLUOO000O00O0000OO0O0DLOOOO0 ID

(7) nssum 0O

(mogoobogooboboboogoobbbbuoobobooooboboon
guobobboobobbd

(moudboboogobobobobobbobooobobboboabooo
gbobbooobdobodagoon

% nssum [-w] in-files -o out-file

[-w] D000O0CO0O0OD0OO0O000O00D0DDOO0O00O00O0DOOOOOd
0)

in-file JO0O0O 00000000000 (0OO0OO)

out-file OO OOOOOONO
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(8) nsmax 0O

(mogooboooobobobooooboboboobbooboboboooboboboon
goboogbboobobbd

(moodbogoogobobobobobbobooobobobooboobooo
gboboogobbdoooonoo

% nsmax [-w] in-files -o out-file

[-v] 0000000000000 0ooooooooooocd
0)

in-file JO0O0O:00000000000 (DOO0O)

out-file OOOOOOOONO

4.2,7 000 Q0OOO0OO0OOO

gbobooooobdbobdb 41000000b0bobuoodbbooooo
0000000000000 00o0ooooO(000)0000DooDOooUoOoooo
goobodoobooogogbobobbbobuoboooooobbobobboboooobon
gbobooooood

gbodgobboouobobobboodd

OOk
U# 0OUOOF- Configuration File --
O C#

U [(#level-up [ [+ YES NO

U [#filter = DL_ETHER NW_XNS NW_IP

HRE

U J0UU0K<L for ethernet >>

U ¥upper-filter = 0x0600 0x0800 0x0806 Oxffff
U¥ 000K for xns >>

U ($upper-filter =145

O 000K for ip >>

U ¥upper-filter =1 6 17

U (#option-filter = 20 23 25



g 9d

O O
U (#¥address-type
HRE

gbogoobbogobbbboooooon

U (#address U0 0OLF
OO 000 K< for ethernet >>

0 #address 0O 0O 0O [F 0x0800200ad2al
O OO0 K< for xns
O Otaddress 0O 0O 0O = 0x00000080/0x08003700dcbil
OO 0000~ network
0 [#address 0O 0O 0O [F 0x00000082
U 000K for ip
U (#address OO O[F 131.221.64.80
OO 0000~ network
0 [#address O O0O[F 131.221.64.0

0 ¥netmask 0O 00O [F 2565.255.64.0

O e

U Olevel-up

O Ofilter

YES

NW_IP

0¥ 0Joddicvp, TCP, UDP

U Uupper-filter
U Uupper-filter
U Uoption-filter
U Uoption-filter
U Uoption-filter
U Uoption-filter
U Uoption-filter
U Uoption-filter
U Uoption-filter
U Uoption-filter

O O UDP

U Uupper-filter
U Uoption-filter
U Uoption-filter
U Uoption-filter

= 23
= 20
=21
= 25
= 43
= 53
= 119
= 123

17
53
69
517

= ETHERNET INTERNET NETWORK

>>

>>

343
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U Uoption-filter

1993 00 WIDE OO0

2049 0O 00O Otnfs

U Uoption-filter = 520
00
U Uaddress-type = INTERNET

U41:0000000000000000000

0oooo |

ERN

level-up

0000000000000 ( YES/NO)

filter

000000000000
( DE_Ether / NET IP / NET_XNS )

upper-filter

gogooododgn
(filter = NETIP O OOODO
TCP, UDP, ICMP OOOODOODOOO)

option-filter

00000 (filter=NETIPOOODOODODO)

address-type

gbboboooobobo
( ETHERNET / INTERNET / NETWORK )

address goboboooboboooooobod
00000b0obO0ooboooooooooon
O000oooboooboobooon
netmask address-type = NETWORK 0O U filter = NET _IP

OO00Oaddress OO ODOOODOOOO
gogbbboodooooobbobbbb

4.2.8 U0O0UOOOOOOooOoOO

0000oooo0o0oooooooU0ooooOoOo0o0U /Joooooooooooo
gbobobobbooobobobbbooooobbbooont b 4200 43000000

gboodgbbooobaobbooobbobbo

4.3 0O0OOOOOOO

gogbbbobbodoobbbobobbooouuooboboooobooobo
gobobooggooouobbooboouoobobboobbooboooboboboon
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042: 0000000000 /ODOOOOOO
src / dst addr#1 addr#n OTHERS ugd ud

‘ pkts ‘ len | pkts ‘ len ‘ pkts ‘ len | pkts | len | pkts | len
addr#1 TCP 0 0 10 | 100 0 0 10 | 100 | 1 10
(ftp) 0 0 > 50 0 0 5 50 | 0.5 | 5
(smtp) | O 0 50 0 0 5) 50 | 0.5 | 5
UDP 0 0 10 | 100 0 0 10 | 100 | 1 10
ICMP 0 0 0 0 0 0 0 0 0
Others | 0 0 0 0 0 0 0 0 0 0
Total 0 0 20 | 200 0 0 20 1200 2 20
addr#n TCP 0 0 10 | 100 0 0 10 | 100 | 1 10
(ftp) 0 0 5 50 0 0 5 50 | 0.5 | 5
(smtp) | O 0 5 50 0 0 5 50 | 0.5 | 5
UDP 0 0 10 | 100 0 0 10 | 100 | 1 10
ICMP 0 0 0 0 0 0 0 0 0 0
Others | 0 0 0 0 0 0 0 0 0 0
Total 0 0 20 | 200 0 0 20 1200 2 20
OTHERS | TCP 0 0 0 0 0 0 0 0 0 0
(ftp) 0 0 0 0 0 0 0 0 0 0
(smtp) | O 0 0 0 0 0 0 0 0 0
UDP 0 0 0 0 0 0 0 0 0 0
ICMP 0 0 0 0 0 0 0 0 0 0
Others | 0 0 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 0 0 0

ao TCP 0 0 20 | 200 0 0 20 | 200

(ftp) 0 0 10 | 100 0 0 10 | 100

(smtp) | O 0 10 | 100 0 0 10 | 100

UDP 0 0 20 | 200 0 0 20 | 200

ICMP 0 0 0 0 0 0 0 0
Others | 0 0 0 0 0 0 0 0

Total 0 0 40 | 400 0 0 40 | 400
ao TCP 0 0 2 20 0 0 2 20
(ftp) 0 0 1 10 0 0 1 10
(smtp) | O 0 1 10 0 0 1 10
UDP 0 0 20 | 200 0 0 2 20
ICMP 0 0 0 0 0 0 0 0
Others | 0 0 0 0 0 0 0 0
Total 0 0 4 40 0 0 4 40
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U043 0000000

src / dst addr#1 o000

‘ 00 ‘ pkts ‘ 00 ‘ len 00 ‘ pkts ‘ 00 len
addr#1 TCP | 10:20:30 | 10 | 10:20:30 | 100 10:20:30 | 10 | 10:20:30 | 100
(ftp) |10:20:30 | 5 | 10:20:30 | 50 10:20:30 | 5 | 10:20:30 | 50

(smtp) | 10:20:30 | 5 | 10:20:30 | 50 10:20:30 | 5 | 10:20:30 | 50
UDP | 10:20:30 | 10 | 10:20:30 | 100 10:20:30 | 10 | 10:20:30 | 100

ICMP 0 0 0 0

Others 0 0 0 0
Total | 10:20:30 | 20 | 10:20:30 | 200 10:20:30 | 20 | 10:20:30 | 200
ooooo | TCP | 10:20:30 | 10 | 10:20:30 | 100 10:20:30 | 10 | 10:20:30 | 100
(ftp) | 10:20:30 | 5 | 10:20:30 | 50 10:20:30 | 5 | 10:20:30 | 50

(smtp) | 10:20:30 | 5 | 10:20:30 | 50 10:20:30 | 5 | 10:20:30 | 50
UDP | 10:20:30 | 10 | 10:20:30 | 100 10:20:30 | 10 | 10:20:30 | 100

ICMP 0 0 0 0

Others 0 0 0 0
Total | 10:20:30 | 20 | 10:20:30 | 200 10:20:30 | 20 | 10:20:30 | 200
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