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#!/usr/bin/perl

use strict;
use warnings;
use Getopt::Std;

use Sys::Hostname;

sub output_usage {
print "\n";
print "Usage:\n";
print "\tdnssec.pl [zonefile]\n";
print "\t\tSign [zone file] based on dnssec.conf.\n";
print "\tdnssec.pl -a\n";
print "\t\tSign all zones and rollover KSK/ZSK key based on dnssec.conf(for cron).\n";
print "\t\tYou should execute this command at least once a day.";
print "\n\n";

exit(0);
}

sub parse_config {
my $config_path = shift;
open(my $fh, "<", $config_path) or die("error");

my $mode = "top";
my $statement = "";
my $value =

my $ksk = shift;
my $zsk = shift;
my $sign = shift;
my $ksk_zone;

my $zsk_zone;

my $sign_zone;

while(my $line = <$fh>){
chomp ($1line) ;
$line =" s/ \s*(.*x7)\sx$/$1/;
my Qargs = split(/ /, $line);
my Qargs_preformatted;

foreach my $arg (Qargs){
if ($arg =" /"#.x$/){
last;

Yelsif($arg =~ /~(.+);$/)1{
push(@args_preformatted, $1);
push(Q@args_preformatted, ";");

Yelsif ($arg =~ /- (.+){$/){
push(@args_preformatted, $1);
push(Qargs_preformatted, "{");

Yelse{
push(@args_preformatted, $arg);

}

}

foreach my $arg (@args_preformatted){
if ($mode eq "top"){
if ($statement eq ""){
if($arg eq "ksk" || $arg eq "zsk" || $arg eq "sign"){
$statement = $arg;
Yelse{
die("config error");
}
Yelsif ($value eq ""){
if ($statement eq "ksk"){
if($arg eq "{"){
my %zone;
$ksk->{’zone’} = \Yzone;

$mode = $statement;
$statement = "";
$value = "";

Yelse{
die("config error");

}
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Yelsif ($statement eq "zsk"){
if ($arg eq "{"){
my %zone;
$zsk->{’zone’} = \’zone;

$mode = $statement;
$statement = "";
$value = "";

Yelse{
die("config error");

Yelsif ($statement eq "sign"){
if ($arg eq "{"){
my %zone;
$sign->{’zone’} = \%zone;

$mode = $statement;
$statement = "";
$value = "";
Yelse{
die("config error");
}
}
Yelse{
die("config error");
}
}elsif ($mode eq "ksk"){
if ($arg eq "}"){
if ($statement eq "" && $value eq ""){
$mode = "top";

Yelse{
die("config error");

}

Yelsif ($statement eq ""){

if($arg eq "publish" || $arg eq "activate"
Il $arg eq "retire" || $arg eq "delete"
|| $arg eq "notify" || $arg eq "gen-interval"
Il $arg eq "zone" || $arg eq "mailto" || $arg eq "mailfrom"
|l $arg eq "algorithm" || $arg eq "keysize"

|| $arg eq "sendmail"){

$statement = $arg;
Yelse{
die("config error");
}
Yelsif ($value eq ""){
$value = $arg;
Yelsif ($arg eq ";"){
$ksk->{$statement} = $value;

$statement = "";
$value = "";
Yelsif ($arg eq "{"){
if ($statement eq "zone"){
my %ksk_zone;
$ksk->{$statement}->{$value} = \Jksk_zone;

$mode = "ksk_zone";
$ksk_zone = $ksk->{$statement}->{$value};
$statement = "";
$value = "";
Yelse{
die("config error");
¥
Yelse{
die("config error");
¥
}elsif ($mode eq "zsk"){
if($arg eq "}"){
if ($statement eq "" && $value eq ""){
$mode = "top";

Yelse{
die("config error");

}

Yelsif ($statement eq ""){

if($arg eq "publish" || $arg eq "activate"
|| $arg eq "retire" || $arg eq "delete"
|| $arg eq "gen-interval"
|| $arg eq "algorithm" || $arg eq "keysize"

|| $arg eq "zone"){

$statement = $arg;
Yelse{
die("config error");
}
Yelsif ($value eq ""){
$value = $arg;
Yelsif ($arg eq ";"){
$zsk->{$statement} = $value;
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$statement = "";
$value = "";
Yelsif ($arg eq "{"){
if ($statement eq "zone"){
my %zsk_zone;
$zsk->{$statement}->{$value} = \Vzsk_zone;

$mode = "zsk_zone";
$zsk_zone = $zsk->{$statement}->{$value};

$statement = "";
$value = "";
Yelse{
die("config error");
}
Yelse{
die("config error");

}

}elsif ($mode eq "sign"){
if ($arg eq "}"){
if ($statement eq "" && $value eq ""){
$mode = "top";

Yelse{
die("config error");
}
Yelsif ($§statement eq ""){
if($arg eq "keydir" || $arg eq "serial" || $arg eq "retired-keydir"
|| $arg eq "dssetdir" || $arg eq "signeddir" || $arg eq "keygen"
|| $arg eq "signzone" || $arg eq "zone" || $arg eq "dsfromkey"
|| $arg eq "sign-interval" || $arg eq "rndc" || $arg eq "nsec3"

|| $arg eq "nsec3-iterations"){
$statement = $arg;

Yelse{
die("config error");
}
Yelsif ($value eq ""){
if ($statement eq "keydir" || $statement eq "retired-keydir"
|| $statement eq "dssetdir" || $statement eq "signeddir"){

if ($arg '™ /. %\/$/){
$value = $arg . "/";
Yelse{
$value = $arg;
}
Yelse{
$value = $arg;
¥
Yelsif($arg eq ";"){
$sign->{$statement} = $value;

$statement = "";
$value = "";
Yelsif ($arg eq "{"){
if ($statement eq "zone"){
my %sign_zone;
$sign->{$statement}->{$value} = \Jsign_zone;

$mode = "sign_zone";
$sign_zone = $sign->{$statement}->{$value};

$statement = "";
$value = "";
Yelse{
die("config error");
¥
Yelse{
die("config error");
¥
}elsif ($mode eq "ksk_zone"){
if($arg eq "}"){
if ($statement eq "" && $value eq ""){
$mode = "ksk";

$ksk_zone = "";

Yelse{
die("config error");

}

Yelsif ($statement eq ""){

if($arg eq "publish" || $arg eq "activate"
|| $arg eq "retire" || $arg eq "delete"
|| $arg eq "notify" || $arg eq "gen-interval"
Il $arg eq "mailto" || $arg eq "mailfrom"
Il $arg eq "algorithm" || $arg eq "keysize"
I

$arg eq "sendmail"){
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$statement = $arg;
Yelse{
die("config error");
}
Yelsif ($value eq ""){
$value = $arg;
Yelsif ($arg eq ";"){
$ksk_zone->{$statement} = $value;

$statement = "";
$value = "";
Yelse{
die("config error");
}
}elsif ($mode eq "zsk_zone"){
if ($arg eq "}"){
if ($statement eq "" && $value eq ""){
$mode = "zsk";
$zsk_zone = "";
Yelse{
die("config error");
}
Yelsif ($statement eq ""){
if ($arg eq "publish" || $arg eq "activate"
|| $arg eq "retire" || $arg eq "delete"
|| $arg eq "algorithm" || $arg eq "keysize"
|| $arg eq "gen-interval"){

$statement = $arg;
Yelse{
die("config error");
}
Yelsif ($value eq ""){
$value = $arg;
Yelsif ($arg eq ";"){
$zsk_zone->{$statement} = $value;

$statement = "";
$value = "";
Yelse{
die("config error");
}
Yelsif ($mode eq "sign_zone"){
if ($arg eq "}"){
if ($statement eq "" && $value eq ""){
$mode = "sign";
$sign_zone = "";
Yelse{
die("config error");
}
Yelsif ($statement eq ""){
if($arg eq "keydir" || $arg eq "serial" || $arg eq "retired-keydir"
|| $arg eq "dssetdir" || $arg eq "signeddir" || $arg eq "keygen"
|| $arg eq "signzone" || $arg eq "sign-interval" || $arg eq "file"
|| $arg eq "dsfromkey" || $arg eq "rndc" || $arg eq "record-class"
|| $arg eq "view" || $arg eq "nsec3" || $arg eq "nsec3-iterations"){
$statement = $arg;
Yelse{
die("config error");
}
Yelsif ($value eq ""){
if ($statement eq "keydir" || $statement eq "retired-keydir"
|| $statement eq "dssetdir" || $statement eq "signeddir"){
if($arg !~ /. *\/$/){
$value = $arg . "/";
Yelse{
$value = $arg;
}
Yelse{
$value = $arg;
}
Yelsif ($arg eq ";"){
$sign_zone->{$statement} = $value;
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$statement = "";
$value = "";
Yelse{
die("config error");
}
}
}

}

close($fh);

sub zone_to_origin {
my $sign_config = shift;
my $inputfile_full = shift;

my $zone = $sign_config->{’zone’};
foreach my $origin (keys %$zone){
if ($sign_config->{’zone’}->{$origin}->{’file’} eq $inputfile_full){
return $origin;
}
}

die("zone not found in configuration file");

}

sub do_ksk_keygen {
my $ksk_config = shift;
my $sign_config = shift;
my $origin = shift;

my $command = $sign_config->{’keygen’};

$command = $command . " -K " . $sign_config->{’keydir’};
$command = $command . " -r /dev/urandom";
$command = $command . " -f ksk"

if ($sign_config->{’nsec3’}){
$command = $command . " -3";

if ($ksk_config->{’algorithm’}){
$command = $command . " -a " . $ksk_config->{’algorithm’};

}

if ($ksk_config->{’keysize’}){
$command = $command . " -b " . $ksk_config->{’keysize’};

¥
if ($ksk_config->{’publish’}){
$command = $command . " -P " . $ksk_config->{’publish’};
¥
if ($ksk_config->{’activate’}){

$command = $command . " -A " . $ksk_config->{’activate’};

if ($ksk_config->{’retire’}){

$command = $command . " -I " . $ksk_config->{’retire’};
}
if ($ksk_config->{’delete’}){

$command = $command . " -D " . $ksk_config->{’delete’};
¥
$command = $command . " " . $origin;
print "Generating KSK key of " . $origin . "...\n"
my $result = ‘$command‘;

print $result;

my @result_lines = split(/\n/, $result);
foreach my $line (@result_lines){
if ($line =~ /(K$origin\.\+[0-9]1+\+[0-9]1+)/){
return $1;
}
}

return 0;
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sub do_zsk_keygen {
my $zsk_config = shift;
my $sign_config = shift;
my $origin = shift;

my $command = $sign_config->{’keygen’};
$command = $command . " -K " . $sign_config->{’keydir’};
$command = $command . " -r /dev/urandom";

if ($sign_config->{’nsec3’}){
$command = $command . " -3";

}

if ($zsk_config->{’algorithm’}){
$command = $command . " -a " . $zsk_config->{’algorithm’};

¥
if ($zsk_config->{’keysize’}){
$command = $command . " -b " . $zsk_config->{’keysize’};
}
if ($zsk_config->{’publish’}){

$command = $command . " -P " . $zsk_config->{’publish’};

if ($zsk_config->{’activate’}){

$command = $command . " -A " . $zsk_config->{’activate’};
}
if ($zsk_config->{’retire’}){

$command = $command . " -I " . $zsk_config->{’retire’};
¥
if ($zsk_config->{’delete’}){

$command = $command . " -D " . $zsk_config->{’delete’};
¥
$command = $command . " " . $origin;
print "Generating ZSK key of " . $origin . "...\n"
my $result = ‘$command‘;

print $result;

my @result_lines = split(/\n/, $result);
foreach my $line (@result_lines){
if ($line =~ /(K$origin\.\+[0-91+\+[0-9]1+)/){
return $1;
s
¥

return 0;

¥
sub do_signzone {
my $sign_config = shift;
my $origin = shift;
my $inputfile = shift;
my $inputfile_full = shift;
my $signedfile = $sign_config->{’signeddir’} . $inputfile . ".signed"

my $command = $sign_config->{’signzone’} . " -S";

if ($sign_config->{’nsec3’}){

$command = $command . " -3 " . $sign_config->{’nsec3’};
if ($sign_config->{’nsec3-iterations’}){
$command = $command . " -H " . $sign_config->{’nsec3-iterations’};
¥
}
$command = $command . " -K " . $sign_config->{’keydir’};
$command = $command . " -N " . $sign_config->{’serial’};
$command = $command . " -o " . $origin;
$command = $command . " -d " . $sign_config->{’dssetdir’};
$command = $command . " -f " . $signedfile;
$command = $command . " " . $inputfile_full;
my $rndc_command = $sign_config->{’rndc’} . " reload " . $origin;

if ($sign_config->{’record-class’}){

$rndc_command = $rndc_command . " " . $sign_config->{’record-class’};
}
if ($sign_config->{’view’ }){
$rndc_command = $rndc_command . " " . $sign_config—>{’view’};
}
print "Signing " . $origin . "...\n";

print ‘$command‘;
print ‘$rndc_command‘;
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sub move_retired_key {
my $sign_config = shift;
my $origin = shift;
my $now = shift;

opendir(my $dh, $sign_config->{’keydir’}) or die("error");
my @keys = readdir($dh);
closedir($dh) ;

foreach my $key (Qkeys){
my $keylimit;

if ($key =~ /"K$origin\./){
open(my $fh, "<", $sign_config->{’keydir’} . $key) or die("error");

while(my $line = <$fh>){
if($line =~ /Delete:\s+([0-9]1+7)\s+/){
$keylimit = Time::Piece->strptime($1, ’>%Y%m%d%H%MYS’) ;
}
}

close($£fh);

if ($keylimit){
if ($now > $keylimit){
move ($sign_config->{’keydir’} . $key,
$sign_config->{’retired-keydir’} . $key)
or print "Retired-key directory not found\n";

sub read_keys {
my $sign_config = shift;
my $origin = shift;
my $ksk_keys = shift;
my $zsk_keys = shift;

opendir(my $dh, $sign_config->{’keydir’}) or die("error");
my Gkeys = readdir($dh);
closedir($dh) ;

foreach my $key (@keys){
if ($key =~ /"K$origin\..+\.key/){
my %key_current;
my $key_type = "";

open(my $fh, "<", $sign_config->{’keydir’} . $key) or die("error");
while(my $line = <$fh>){
if ($line =~ /key-signing/){
$key_type = "ksk";
Yelsif($line =~ /zone-signing/){
$key_type = "zsk";

if ($line =~ /Created:\s+([0-9]+7?)\s+/){
$key_current{’created’} = $1;
}

if ($line =~ /Publish:\s+([0-9]+?)\s+/){
$key_current{’publish’} = $1;
s

if ($line =~ /Activate:\s+([0-9]1+?)\s+/){
$key_current{’activate’} = $1;

}

if ($line =~ /Inactive:\s+([0-9]+?)\s+/){
$key_current{’retire’} = $1;

}

if ($line =~ /Delete:\s+([0-9]1+7)\s+/){
$key_current{’delete’} = $1;
}

}
close($£fh);

if ($key_type eq "ksk"){
$ksk_keys—>{$key} = \/key_current;

Yelsif ($key_type eq "zsk"){
$zsk_keys->{$key} = \lkey_current;
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sub is_event {
my $sign_config = shift;
my $ksk_config = shift;
my $zsk_config = shift;
my $ksk_keys = shift;
my $zsk_keys = shift;
my $ksk_keys_newest = shift;
my $zsk_keys_newest = shift;
my $timestamp = shift;
my $now = shift;
my $flags = shift;

my Qkey_types = (’ksk’, ’zsk’);
foreach my $key_type (Qkey_types){
my $keys;
my $keys_newest;
my $keys_config;

if ($key_type eq ’ksk’){
$keys = $ksk_keys;
$keys_newest = $ksk_keys_newest;
$keys_config = $ksk_config;
Yelsif ($key_type eq ’zsk’){
$keys = $zsk_keys;
$keys_newest = $zsk_keys_newest;
$keys_config = $zsk_config;

foreach my $key (keys %$keys){
if ($keys->{$key}->{’created’}){
if ($keys_newest->{’created’}){
my $newest_gen = Time::Piece->strptime($keys_newest->{’created’}, ’%Y/mAdLH/MAS’) ;
my $current_gen = Time::Piece->strptime($keys->{$key}->{’created’}, ’%Y/m)d/AH/AM/S’) ;

if ($current_gen > $newest_gen){
%¥keys_newest = %{$keys->{$keyl}};
}
Yelse{
%$keys_newest = %{$keys->{$key}};

}

my Qevents = (’activate’, ’publish’, ’retire’, ’delete’);
foreach my $event (Qevents){
if ($keys—>{$key}->{$event}){
if ($timestamp->{$key_type . ’_’ . $event}){

my $last_event = Time::Piece->strptime($timestamp->{$key_type . ’_’ . $event}, ’%Y/m%d%HAMAS’);

my $next_event = Time::Piece->strptime($keys—>{$key}->{$event}, *%Y/mAd%AH/M/S’);

if ($last_event < $next_event && $next_event < $now){
$flags->{$key_type . ’_’ . $event} = 1;
}
Yelse{
my $next_event = Time::Piece->strptime($keys->{$key}->{$event}, ’%Y%mVd%HAM/S’);
if ($next_event < $now){
$flags->{$key_type . ’_’ . $event} = 1;

if ($keys_newest->{’created’}){
my $last_create = Time::Piece->strptime($keys_newest->{’created’}, ’%Y/mAdAHAMAS’) ;

if ($keys_config->{’gen-interval’} =~ /~\+([0-9]+)d$/){
my $offset = $1;
if ($last_create + ONE_DAY * $offset < $now){
$flags->{$key_type . ’_gen’} = 1;

if ($keys_config->{’publish’} eq "now"){
$flags—>{$key_type . ’_publish’} = 1;
}

if ($keys_config->{’activate’} eq "now"){
$flags->{$key_type . ’_activate’} = 1;
}

if ($key_type eq "ksk" && $keys_config->{’activate’} eq "now"){
$flags—>{’ksk_notify’} = 1;
¥
¥
Yelse{
print "Invalid gen-interval format\n";

}
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Yelse{
$flags->{$key_type . ’_gen’} = 1;
$flags->{$key_type . ’_publish’} = 1;
$flags->{$key_type . ’_activate’} = 1;
$keys_config->{’publish’} = "now";
$keys_config->{’activate’} = "now";

}

}

if ($timestamp->{’sign’}){
my $last_sign = Time::Piece->strptime($timestamp->{’sign’}, ’%Y/mAd%HAMAS’) ;

if ($sign_config->{’sign-interval’} =~ /~\+([0-9]+)d$/){
my $offset = $1;
if ($last_sign + ONE_DAY * $offset < $now){
$flags—>{’sign’} = 1;

}
Yelse{
print "Invalid sign-interval format\n";
}
Yelse{
$flags—>{’sign’} = 1;

}
¥

sub keyfile_to_dsrecord {
my $sign_config = shift;
my $keyfile = shift;

my $command = $sign_config->{’dsfromkey’};
$command = $command . " " . $sign_config->{’keydir’} . $keyfile;

return ‘$command‘;

}

sub notify_ksk_rotation {
my $sign_config = shift;
my $ksk_config = shift;
my $origin = shift;
my $now = shift;
my $ksk_keys_newest = shift;
my $dsrecords = shift;

if ($ksk_config->{’mailto’} && $ksk_keys_newest->{’retire’}){
my $next_retire = Time::Piece->strptime($ksk_keys_newest->{’retire’}, ’%Y/m%d%AH/MAS’) ;
my $remaining_days = int(($next_retire - $now)->days);

my $from;

my $to;

my $subject;
my $body;

if ($ksk_config->{’mailfrom’}){

$from = $ksk_config->{’mailfrom’};
Yelse{

$from = getpwuid($>) . "\@" . hostname();
}

$to = $ksk_config->{’mailto’};
$subject = "DS Record Update Notification($origin)";

$body = "Dear Administrators,\n\n";

$body = $body . "New KSK key of $origin is activated.\n";

$body = $body . "0ld KSK key will retire in $remaining_days days ";
$body = $body . "($next_retire GMT).\n";

$body = $body . "Please update DS record of $origin.\n";

$body = $body . "\n";

$body = $body . "New DS records:\n"

$body = $body . $dsrecords . "\n";

open(my $mail,"| $ksk_config->{’sendmail’} -t $from $to") or die ’error’;
print $mail "From: $from\n";

print $mail "To: $to\n";

print $mail "Subject: $subject\n";

print $mail "MIME-Version: 1.0\n";

print $mail "Content-Type: text/plain;\n";

print $mail "Content-Transfer-Encoding: 7bit\n";

print $mail "\n";

print $mail "$body\n";

close($mail);

return;
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sub add_default_config {
my $default = shift;
my $zone_specific = shift;

foreach my $key (keys %$default){
if (!$zone_specific->{$key}){
$zone_specific->{$key} = $default->{$key};

}
}

sub get_origin_timestamp {
my $timestamp_path = shift;
my $origin = shift;
my $timestamp = shift;

open(my $fh, "<", $timestamp_path) or die("cannot open timestamp file");

while(my $line = <$fh>){

chomp ($1line) ;

if ($line =~ /" (.*7)#.x$/){
$line = $1;

}

if ($line =~ /~\s*$origin\s+(.+?)\s+([0-91{14})/){
my $type = lc $1;
$timestamp->{$type} = $2;
}
}

close($fh);
}

sub set_origin_timestamp {
my $timestamp_path = shift;
my $origin = shift;
my $timestamp = shift;
my $buf = "";

open(my $fh, "<", $timestamp_path) or die("cannot open timestamp file");
while(my $line = <$fh>){
my $found_flag = 0;
chomp($line) ;
foreach my $key (keys %$timestamp){
my $type = uc $key;

if ($line =" /"\s*$origin\s+$type\s+([0-9]1{14})/){
$buf = $buf . $origin . " $type " . $timestamp->{$key} . "\n";
delete $timestamp->{$key};
$found_flag = 1;
}
}

if (!$found_flag){
$buf = $buf . $line . "\n";
}

close($£fh);

foreach my $key (keys %$timestamp){

my $type = uc $key;

$buf = $buf . $origin . " $type " . $timestamp->{$key} . "\n"
}

open(my $fh_w, ">", $timestamp_path) or die("cannot open timestamp file");
print $fh_w $buf;
close($th_w);
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my %ksk;
my %zsk;
my %sign;

my %opt;
getopts(’c:t:ah’, \%opt) || output_usage();

my $config_path = "/etc/dnssec/dnssec.conf";

my $timestamp_path = "/etc/dnssec/dnssec.timestamp";
my $inputfile = shift;

my $inputfile_full;

if ($opt{h}){
output_usage();
}

if ($opt{cH){
$config_path = $opt{c};

if ($opt{t}){
$timestamp_path = $opt{t};
¥

if (!$opt{a} && $inputfile){
$inputfile_full = $inputfile;
$inputfile_full = File::Spec->rel2abs($inputfile_full);
$inputfile = basename($inputfile);
Yelsif ($opt{a} && $inputfile){
output_usage() ;
Yelsif (!$opt{a} && !$inputfile){
output_usage();
}

# This is default config. You should change dnssec.conf
$ksk{’sendmail’} = "/usr/sbin/sendmail";

$sign{’keydir’} = "/etc/bind/master/keys/";
$sign{’retired-keydir’} = "/etc/bind/master/retired/";
$sign{’dssetdir’} = "/etc/bind/master/dsset/";
$sign{’signeddir’} = "/etc/bind/master/signed/";
$sign{’keygen’} = "/usr/sbin/dnssec-keygen";
$sign{’dsfromkey’} = "/usr/sbin/dnssec-dsfromkey";

$sign{’signzone’} = "/usr/sbin/dnssec-signzone";
$sign{’rndc’} = "/usr/sbin/rndc";
$sign{’serial’} = "unixtime";

# parse config file
parse_config($config_path, \%ksk, \%zsk, \%sign);

if ($opt{a}){

my $zone = $sign{’zone’};

foreach my $origin (keys %$zone){
my $ksk_config;
my $zsk_config;
my $sign_config;
my $file;
my $file_full;

if ($ksk{zone}->{$origin}){
add_default_config(\%ksk, $ksk{zone}->{$origin});
$ksk_config = $ksk{zone}->{$origin};

Yelse{
$ksk_config = \Jksk;

}

if ($zsk{zone}->{$origin}){
add_default_config(\%zsk, $zsk{zone}->{$origin});
$zsk_config = $zsk{zone}->{$origin};

Yelse{
$zsk_config = \%zsk;

}

add_default_config(\%sign, $sign{zone}->{$origin});
$sign_config = $sign{zone}->{$origin};

$file_full = $sign_config->{file};
$file = basename($file_full);

44




my %timestamp_new;

my %timestamp_old;

my %ksk_keys;

my %zsk_keys;

my %ksk_keys_newest;
my %zsk_keys_newest;
my %event_flags;

my $generated_keyfile;

<<

<

my $time = Time::Piece::gmtime();

read_keys($sign_config, $origin, \Jiksk_keys, \%zsk_keys);
get_origin_timestamp($timestamp_path, $origin, \%timestamp_old);

is_event($sign_config, $ksk_config, $zsk_config,
\%ksk_keys, \%zsk_keys, \%ksk_keys_newest,
\%zsk_keys_newest, \%timestamp_old, $time, \%event_flags);

if ($event_flags{’ksk_gen’}){
$generated_keyfile = do_ksk_keygen($ksk_config, $sign_config, $origin);
}

if ($event_flags{’zsk_gen’}){

$generated_keyfile = do_zsk_keygen($zsk_config, $sign_config, $origin);
}

if (keys %event_flags){
$event_flags{’sign’} = 1;
do_signzone($sign_config, $origin, $file, $file_full);
move_retired_key($sign_config, $origin, $time);

}

$time = Time::Piece::gmtime();

foreach my $key (keys %event_flags){
$timestamp_new{$key} = $time->strftime (’%Y/m%d%H/MAS’) ;

}

set_origin_timestamp($timestamp_path, $origin, \/timestamp_new);

# NOTE: Notification is assumed to use for dubble sign method of KSK.

# Notification occurs when new KSK is activated,

# and notification remaining days is based on RETIRE option. not REVOKE.

# And you have to decide by yourself which DS record of ’DSSET dump’ to register

# to higher zome.

if ($event_flags{’ksk_notify’}){
my $dsrecords = keyfile_to_dsrecord($sign_config, $generated_keyfile);
notify_ksk_rotation($sign_config, $ksk_config, $origin, $time, \%ksk_keys_newest, $dsrecords);

s

¥

Yelse{
my $sign_config;
my $origin = zone_to_origin(\%sign, $inputfile_full);
add_default_config(\%sign, $sign{’zone’}->{$origin});
$sign_config = $sign{’zone’}->{$origin};

do_signzone($sign_config, $origin, $inputfile, $inputfile_full);
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5.7 dnssec.plOD0OODOO0O0

dnssec.plUU00O0O0OOOO0OOODOOOO.

f

# DNSSEC config file

ksk {
# default config
gen-interval +300d;
publish now;
activate now;
retire +330d;
delete +335d;
algorithm RSASHA256;
keysize 2048;
mailto eden@sfc.wide.ad.jp;
mailfrom admin@wide-dnssec.org;
sendmail /usr/sbin/sendmail;

zone wide-dnssec.org {
# zone specific config(prior to default config)
mailto eden@sfc.wide.ad.jp;
mailfrom admin@wide-dnssec.org;
algorithm RSASHA256;
keysize 2048;
gen-interval +300d;
publish now;
activate now;
retire +3304d;
delete +335d;

}

s

zsk {
gen-interval +30d;
publish now;
activate +5d;
retire +35d;
delete +35d;
algorithm RSASHA256;
keysize 1024;

zone wide-dnssec.org {
algorithm RSASHA256;
keysize 1024;
publish now;
activate +5d;
retire +35d;
delete +35d;
gen-interval +30d;

}

}

sign {
keydir /etc/bind/master/keys;
retired-keydir /etc/bind/master/retired-keys;
serial unixtime;
dssetdir /etc/bind/master/dsset;
signeddir /etc/bind/master/signed;
keygen /usr/sbin/dnssec-keygen;
dsfromkey /usr/sbin/dnssec-dsfromkey;
rndc /usr/sbin/rndc;
signzone /usr/sbin/dnssec-signzone;
sign-interval +7d;

zone wide-dnssec.org {
serial unixtime;
file /etc/bind/master/db.wide-dnssec.org;
sign-interval +7d;
nsec3 a7;
nsec3-iterations 15;
#record-class in;
#view internal;
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6 LQOOng

OoboowlbEOODOoOoooooooooooooobooooboooooboooo
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