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3.1 Demonstration Experiments Towards

Practical IP Traceback on the Internet
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Abstract Recently, Distributed Denial of Ser-
vice (DDoS) attacks have become a critical issue
on the Internet. Theoretical approaches into
traceback systems to counter these attacks have
been actively researched. However, with no
instances of actual application of traceback sys-
tems on the Internet, such a response has yet
to achieve widespread adoption. This is because
multiple autonomous systems (ASs) need to be
linked to carry out end-to-end tracking, and this
poses a number of issues, including (i) the oper-
ational and practical environmental constraints
of installing equipment at a variety of Internet
Exchange Points (IXPs), (ii) the need to establish
operational procedures, and (iii) establishing the
monitoring points needed to conduct the trace-
back. Given these factors, with the aim of achiev-
ing the widespread adoption of traceback systems
on the Internet in Japan, in this paper we intro-
duce the challenges posed by installing equipment
at multiple ASs and report on tracking experi-
ments conducted in response to simulated attacks.
Specifically, in terms of (i) environmental con-
straints, this involved summarizing the size and
access restrictions of installed equipment, and in
terms of (ii) establishing operational procedures,
this involved summarizing the role of operators
from the outbreak of an incident to conducting
traces and taking countermeasures. Additionally,
we investigated the connection status of ASs in
Japan to calculate (iii) the number of ASs in which
equipment must be installed to satisfy the adop-

tion rate required to carry out tracking.

3.2 Large Scale Demonstration Experiments
Towards Achieving Practical Traceback
on the Internet
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Abstract Recently, attacks involving source IP
spoofing have become a critical issue for Internet
security and operation from the viewpoint of ISP.
Research and development into traceback sys-
tems that trace an end victim host to an end
spoofing host via multiple ISPs is progressing.
However, many difficult issues, including those
that can’t be resolved by IT technology alone,
have prevented traceback systems from achiev-
ing widespread adoption. We had been research-
ing issues of widespread traceback adoption since
2005, and resolved many challenges on a step-
by-step basis. In 2006 we developed an opera-
tional model that provided a solution to the three
cornered deadlock affecting traceback, which con-
sisted of interrelated operational, legal and tech-
nical issues. In 2007 we constructed a three-layer
traceback system. In 2008 we conducted a first
of demonstration experiments with five ISPs, and
found an efficient traceback deployment scenario
applicable to Japan. In this paper, we introduce
the results of large scale demonstration exper-
iments conducted in 2009, and consider issues
about system performance, operational efficiency,
the management system’s validity, and system
adaptability, all of which are necessary for our

traceback system to achieve widespread adoption.

3.3 A Field Trial of Inter-Domain Traceback

Operation in Japan
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Abstract We had a field trial of inter-domain
IP traceback operation with fifteen ISPs in Japan
with their real network environments, from May
to the end of August in 2009. In this memo, we
briefly report this field trial. The details of the

evaluation results have been reported in [185].
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