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0 30 On operation of 802.11 wireless network
services — lessons from IETF54 Yokohama

and WIDE meeting —

3.1 Introduction

This document describes several techniques to
provide a wireless network environment based on
802.11 families in conferences where a large num-
ber (order of 1,000) of participants get together.
It is possible that various types of problems could
rise in the operation of such an environment.

To prevent the problems, there are three key
elements in the wireless infrastructure with high
performance access points (wireless base stations),
monitoring statistics of access points, and operat-
ing a wireless node tracking system.

The rest of this document is organized as
follows. Section 3.2 describes the problems
observed in the past wireless environments. Sec-

tion 3.3 describes the solutions for the problems.



Section 3.4 shows about past wireless operations,

Section 3.5 gives conclusions.

3.2 Problems in wireless network operation

This section describes the problems observed in
the operation of wireless networking environment
in a couple of meeting, IETF Yokohama meeting

and 2003 WIDE Project autumn meeting.

3.2.1 Access points overloaded

An access point can be overloaded when too
many nodes connect (associate) with it. Under
the overloaded state, the access point does not
work correctly. Some access points at IETF Yoko-
hama lost packets and halted. In this case, it
is necessary to perform power cycle them. The
maximum capacity of association nodes depends
on each product, and vender usually provides no
information about it.

We measured packet loss ratio regarding to the
number of associated nodes with Cisco Aironet
1220B (IOS version) in Sep. 2003. About 3% of
packet drop was observed when the number of
association nodes reached about 140 nodes. The
packet loss rate depends on the traffic volume and
the performance of access point.

Thus, on planning a wireless network environ-
ment, it is necessary to provide a single access
point for 140 nodes or less based on Cisco Aironet
1220B. In most countries, there are three indepen-
dent channels (interference-free channels) on open
space for 802.11 environment. Thus, about 420
nodes in a space can be considered as the upper
bound.

The most serious case was halt (or self-reset) of
an access point according to overload. In this case,
all nodes associated with the halted access point
re-associate other available access points. This
likely cause is the access points around the halted
access point overloaded as well. More badly the
sequence of such events could cause avalanche of
the crash of access points and this phenomenon

happens repeatedly.

W I D E

3.2.2 Countermeasures for troublesome
nodes

When an unofficial DHCP server or an RA
server that has bogus configurations connects to
a wireless network, the wireless network may have
connectivity trouble. If it is the wired connection,
we are easy to find the topology of the trouble-
some node by tracking the switches and the cables.
After disabling a switch port or pulling out the
cable, we can warn the owner of the node.

On the other hand, in a wireless environment,
we are able to locate the access point associated
with the troublesome node. But it is difficult
to detect its location. Thus, we should oper-
ate a node authentication system for shutting out
such troublesome nodes. Section 3.3 describes the
system developed and operated on IETF Yoko-
hama and WIDE meeting.

3.2.3 Radio resource issue

It is possible that radio signals from different
access points interfere together according to the
position of the access point and the structure of
the building. The coverage of an access point
varies according to the structure of the building,
the type of antenna, the type of frequency band,
and other factors. Therefore, adjusting the posi-
tion of each access point might be necessary after
the logical design is defined.

In the next section, the solution of these prob-
lems for operating a stable wireless network is

described.

3.3 Solution

3.3.1 Access point requirements

It is important to select high performance access
points that have capability for SNMP manage-
ment and RADIUS authentication to manage.
You should not use a cheap consumer-class wire-
less access points because they do not work well
under a heavy load condition in most cases. Most
of the consumer-class products assume that the
number of the wireless clients is about 40 or

less. Following access points works well under the

459

P ROJETCT

[
ogoe

000000 0000000000000000 [1°Z08AdAL

2




t

reepor

P R OJETZCT 2 0 0 3 a nnu a

E

D

e 1280 IEEES02.110000000000000O0O0C0COOOOO

heavy load condition with a good performance.
e Cisco Aironet 1200 series
— Capable for 802.11a and 11b, dual band
operation.
— Performance is nice
— Works stably under a heavy load condition
— It is possible to map the traffic to 802.1Q
VLAN based on ESSID
— Number of association nodes can be limited
—~SNMP Management/ RADIUS Client
capable
—802.11g support
e AVAYA (Lucent) AP-2 (AP-2000) series
— Capable for 802.11a and 11b (dual band)
—~SNMP Management/ RADIUS Client
capable

Best choice is Cisco Aironet1200 dual band
model (Aironet 1220B) at this moment. It is pos-
sible to define a maximum number of association
nodes. This function is useful for preventing from
the overloaded condition. AP-2 and AP-1000 were
used on the IETF Yokohama meeting, but not
flagship products now. AP-2 and AP-1000 have
no functionality to limit the number of associ-
ated station. It was rather unstable, sometime
rebooted or halted under such a condition where
more than 100 nodes associate with it. It was
difficult to prevent from the overload state with
AP-2 and AP-1000.

It is also worth to note that an Aironet1200
access point with older firmware could halt or self-
reset in the plenary session at IETF Yokohama.

It is effective to operate both of 802.11a and
11b in an access point to increase the wireless
capacity in a limited space. They use different
radio frequency and are not interfere together.
Recently some models of laptop computers are
equipped with 802.11a and 802.11b combo (Dual-
Band) wireless interfaces.

In the experience of WIDE 2003 autumn meet-
ing, the number of 802.11a nodes were only about
10% of entire access nodes. It should also be kept
in mind that the frequency ranges for 802.11a vary

country by country and might have interoperabil-
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ity problem in an internal network workshop.

3.3.2 Position designing

11 channels are defined for 802.11b by FCC.
Neighboring channels overlaps the bandwidth and
can not be used in the same service area. Sug-
gested channel allocation is to use only channel 1,
6, and 11 only. We must design position of access
points regarding to these three channels. On the
other hand, 802.11a has four independent chan-
nels, such as 34, 38, 42, and 46.

A design point is number of stations in a room
is fixed by capacity of room (You assign one access
point per 140 persons.). Access point conferring
outside a conference room (lobby and restaurant,
etc.) can be installed in sparsely. The coverage
area of public space is wide due to reflection of
radio wave and leaking radio wave from conference
rooms.

It is difficult to fix positions of each access
points theoretically. You should check radio wave
statistics, such as interferences between same
channels, coverage area, connectivity and so on,
and add, remove or modify position of its on the
site.

The base station is set up at the height of
about 2 meter or more to prevent radio wave from
obstructions. Power of the radio wave from an
access point weakens by obstructions (for exam-
ple, persons and chairs and partitions, etc.). Espe-
cially, if you operate 802.11a access points, it
is highly recommended. 5.2GHz in 802.11a is
weaker for obstructions than 2.4 GHz in 802.11b.

3.4 Configuration and Operation

You should separate wireless network segment
and wired network segment to protect multi-
cast/broadcast storm and worm traffic coming
from wired network with a high bandwidth. Also,
you allocate same network address for a wire-
less network to enable seamless handover between
access points. (At IETF Yokohama, we assigned
/22 network address as IPv4 for wireless segment.

Participants could use same IP address in any area



including the hotel.)

Also, it is better to operate monitoring sys-
tem for the number of association nodes on each
base station from SNMP management function.
An access point provides association statistics via
SNMP private MIB function. The private MIB
information is provided by vender.

An access point has MAC authentication func-
tion. It is association node’s MAC Address
authenticates with RADIUS server. This func-
tion can work to shut out troublesome nodes from
a wireless network. Also, you can track paths of
the node from the RADIUS authentication log.
You add a troublesome node’s MAC address to
deny list on RADIUS. Then all access points shut
it out from wireless network.

You should download the access point config-
uration and prepare stand-by access points for
avoiding down time. Also you prepare a laptop
PC with “Network Stumbler” which is useful to
track a wireless node for trouble shooting (Net-
work Stumbler is free-ware and a powerful wireless
network analyzer.).

We are releasing a wireless operation tool. This
tool is a full functionality with Cisco Aironet
1220B and can solve the issues. Supporting func-
tion is as follows.

e Shut out and tracking wireless nodes.

e Counting and collection nodes’ MAC address

e Visualization of association nodes at each

access point.

3.5 Examples
3.5.1 IETF Yokohama meeting

Maximum number of unique MAC nodes was
more than a thousand nodes. Also, maximum
number of nodes per room was about 450 nodes
at the plenary session.

We used two Pentium IIT PCs with FreeBSD 4
to run our wireless tool that is support RADIUS
and SNMP operation. We operated AVAYA
AP-3, Lucent AP-1000 and Cisco Aironet 1200
(VxWorks Version) as access point. Three or two

802.11b access points were operated at each con-

W I D E

ference room. In the plenary session we operated
three access points and one extra access point with
14ch that is authorized in Japan only.

We used a circuit switching infrastructure in the
hotel with xDSL technology as getting last one
mile connectivity. We installed two wireless access
points to each floor’s EPS and loft via xDSL over
telephone line to provide wireless connectivity for

hotel visitors.

3.5.2 WIDE 2003 Autumn meeting

Maximum number of unique MAC nodes was
about 320 nodes. We operated a dual band access
point with Cisco 1220B (IOS version). We used
two Pentium 4 PCs with FreeBSD to run our wire-
less tool. One or two access points were mounted
each conference room. When a Coverage area of
11a and 11b was same area under dual band access
point mounted at high position (over 2M).

We tested 802.11g and 11b dual band access
point. As result, 802.11g was bad effect to wire-
less performance of 802.11b. You should not oper-
ate 802.11g to provide a wireless network environ-
ment in conferences where a large number (order
of 1,000) of participants get together.

All of the MS blaster nodes were shut out by
RADIUS function. Cisco 1220 did not drop pack-
ets until association of nodes was more than 120

nodes.

3.6 Conclusion

Wireless media is a best choice to reducing both
developing cost of infrastructure and connectiv-
ity cost at a client. But it is difficult to clear
the problems with wireless operation before start-
ing. It will be clear after a large number (order
of 1,000) of participants use together. Therefore,
preparing high performance access points, moni-
toring static of wireless network and readiness for
the emergency response to any troubles are very

important.
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