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0 30 A High-speed IP meter and Its Experi-
ence at the 54th IETF

3.1 Introduction

As the number of Internet applications in crit-
ical situations increases, the quality assurance
of the network infrastructure becomes more and
more important. Various new services on the IP
network, such as Video on demand and T'V confer-
encing, also require the quality assurance of net-
work services to improve customers satisfaction.

The operators of such networks have to main-
tain the network as reliable and available with
sufficient performance. They are faced with vari-
ous problems, which are becoming more and more
difficult everyday. For example, long-established

IP services such as mail, news and WWW, do
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not require real-time performance. However, real-
time performance such as jitter in millisecond or-
der is important for multimedia stream services.
The new services evolving daily make the prob-
lem much more complex.

Although measurement technology is the key to
maintaining the network condition and many im-
portant results have been obtained from enthusi-
astic research network engineers have to concede
that there is room in the current measurement
technology for improvement to meet the various
requirements. Such requirements involve packet
capturing from high-speed backbone networks, fil-
tering techniques to select the target IP packet
from others, accurate timing information gather-
ing from world wide networks, etc.

To meet these requirements, a high-speed and
accurate IP meter, HIM, has been developed. This
paper presents the design policy and implementa-
tion of HIM. The experimental results with HIM
have shown the current computer system’s limita-
tion, which cannot be analyzed without develop-

ing HIM-like equipment.

3.2 Related Works and Research Issues

Since the network characteristics are repre-

sented by various attributes, IETF’s IPPM work-
ing group proposes a framework of IP performance
metrics [159)]. Their work is important for provid-
ing a baseline to compare the measured results by
standardizing the attributes to be measured.

Surveyor [152] is a project to create a measure-
ment infrastructure based on standard work being
conducted in the IETF’s IPPM WG. It measures
the performance of the Internet paths among par-
ticipating organizations. The project is also de-
veloping methodologies and tools to analyze the
performance data. The WIDE MAWI working
group [163] is making similar efforts. Their traf-
fic data has been made open to the public. Their
traffic repository is a good resource of various anal-
yses.

Since the bandwidth of a backbone network in-

creases rapidly, gathering information on network



behavior becomes difficult. Both high-speed data
collection and large volume data require special
technology and systems. NLANR [110] has a
project to develop a large-scale data collection sys-
tem as the infrastructure of various data analyses.

How to analyze the gathered data is also an im-
portant issue. CAIDA [36] is making various tools
to analyze network data. Their visualization tools
cover various analyses of network data.

Although the importance of this problem has at-
tracted many researchers conducting work in the
measurement area, their work tends to share a
common characteristic: their data are gathered
using a software-based approach. They tend to
use PC hardware with special software designed
to gather data from the network.

Most of the measurement software works are
performed on the UNIX operating system or an
operating system, which tends to have more over-
head. Since the reliable timing unit of UNIX is
10 milli seconds, which is derived from the well-
known clock tick rate of 100 Hz, a software-based
approach tends to fail in gathering timing informa-
tion of p second order. Since some DV streams,
for example, contain 125-p second interval pack-
ets, a software-based approach cannot be used to
evaluate the timing quality of DV data transmis-
sion.

A high-speed backbone network also creates a
difficult problem for a software-based approach.
Since the speed of a 1-Gbps backbone network is
higher than the typical hard disk speed (less than
50 KByte/second, i.e., 800 Kbps), capturing data
from such a high-speed network requires special
system configuration. Even if the data required
for analysis is a small subset of the traffic on the
network, data selection raises another difficult is-

sue for the software-based approach.

3.3 Design Policy and Implementation of IP
meter HIM

Considering the above requirements and the

limitations of current measurement technologies,

a hardware-based IP meter, HIM, has been de-
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Fig. 3.1. Configuration of HIM

signed. The target specifications of HIM are:
100-1 second order time stamp accuracy:
To measure the quality of multimedia services,
the IP meter has to be able to record timing
information in 100-u second order.
Capturing speeds up to 1 gigabit per sec-
ond:
To measure the backbone traffic, the IP meter
has to be able to record data from a gigabit class
network.
Wire speed filtering:
To select target data from backbone traffic,
which involves unrelated data, the IP meter has
to have a filtering mechanism, which does not
affect the above specifications.
This section explains the implementation of

HIM, which follows these specifications.

3.3.1 Over-All Structure
Figure 3.1 shows the configuration of HIM. It

has 5 major components: i.e., packet splitter,
hardware filter, time stamper, GPS timer and
recorder. After the packet splitter duplicates all
the packets from the target 1-gigabit Ethernet, the
hardware filter selects the target packet. Then,
the time stamper records the timing information
using the GPS timer and the PC-based recorder
records the observed data (original packets with
timing information) for the latter analysis.

The processing time of the hardware filter (i.e.,
total processing time of Routing and Forwarding
Application Specific Integrated Circuits, ASICs)
is less than 5 u seconds. The accuracy of the GPS
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Table 3.1.

Conditions to select IP packets

Name

Details

IP source address

IP destination address

Port number

IPv4 address with netmask
IPv4 address with netmask
Such as 80 for WWW, 25 for smtp

timer is also about 5 u seconds (1 u second for GPS
accuracy+Time Generator processing time). To
speed up development, software has to be used to
implement the time stamper, which makes the fi-
nal IP packet. The processing time of the time
stamper is expected to be about 10 pu seconds.
Thus, the total accuracy of timing information is
expected to be less than 20 u seconds. This accu-
racy has been evaluated in the experimentations
described later in this paper.

The generated IP packet is sent to the PC-
based packet recorder through 100-Mbps Eth-
Since this 100-Mbps Ethernet and the
hard disk of the PC is the bottleneck of HIM,

ernet.

the full capturing performance of current HIM is
100 Mbps.

It was possible to used a commercial Ethernet
switch as the packet splitter, and a PC as the
recorder. The hardware filter and time stamper
are the key components of HIM and these two
subcomponents can be used directly. For exam-
ple, if the target network segment has a packet
mirroring function, the packet splitter of HIM can

be omitted.

3.3.2 Hardware Packet Filter

A hardware-based packet filter, which can se-
lect IP packets with a wire speed rate of gigabit
Ethernet, has been developed. The hardware has
two ASICs. One is the forwarding ASIC, which fil-
ters and forwards the captured packet to the time
The other is the routing ASIC which
decides the filtered packet.

stamper.

When the forwarding ASIC captures a packet
from a monitored network segment, this stores
the packet in the packet buffer and asks the rout-
ing ASIC. The routing ASIC decides whether the
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packet is filtered or not. At this time, this ASIC
refers to the filtering table. If the packet is for-
warded, the forwarding ASIC sends it to the time
stamper.

The filtering table column specifies the conjunc-
tion of the IP address and port numbers (See
Table 3.1 for details). By specifying multi-table
columns, the disjunctive conditions can be speci-
fied. A PC-packed packet recorder is used to set
up the filtering table.

The packet forwarding ability of both the Fil-
tering and Routing ASICs is 1 Mpps and the max-
imum total processing time of the Filtering and

Routing ASIC is less than 5 u seconds.

3.3.3 GPS Time Stamper

After the packet filter selects the target IP
packet, the time stamper forms a new IP packet,
which is constructed from the original IP packet
and the timing information at the tail. To do this,
the time stamper first checks the time information
created by the GPS timer, then converts this time
information into a format, which consists of the
UTC time format and the time information of the
nano-second order part.

The GPS timer creates time information using
GPS. The GPS timer consists of the GPS receiver
and time generator. The GPS receiver receives
time information from the GPS satellite every 1-
second and forwards it to the time generator. The
time generator creates the UTC time using the in-
formation from the GPS receiver. It also creates
the 100 nano-second order time information us-
ing its own crystal and register. When the time
generator receives the information from the GPS
receiver, it clears the value of the register, and it

increments the value of the register every 100 nano



seconds. FPGA is used to increment the register

value using the pulse from the crystal.

3.4 Performance Characteristics of devel-

oped IP meter

To evaluate the time stamp accuracy of HIM, 3
different tests have been conducted. The first test
measured the time stamp accuracy by measuring
the accurately sent packets. The second test mea-
sured the synchronization accuracy between HIM
by comparing the time stamps of two HIM for a
single packet. Finally, the accuracy of HIM was

compared with a software-based IP meter.

3.4.1 Time Stamp Interval Accuracy

The first test measured the time stamp accu-
racy by measuring the accurately sent packets. A
hardware-based packet generator is used to gener-
ate target packets (See Fig. 3.2). The hardware-
based packet generator sends packets every 200 p
seconds. The accuracy of this interval was con-
firmed by observing the sent packets with a digital
oscilloscope and the error of the interval was less
than 1 p second, which is the most detailed time

resolution that can be used.

Packet Generater

Fig. 3.2. Configuration for Time Stamp Interval
Test

Figure 3.3 shows the time stamp interval ob-
served by HIM. Since the target IP packets have
an accurate interval, the jitter observed by this
experimentation shows the time stamp accuracy
generated by HIM. The average interval observed
was 200 p seconds and 99.5% of the observed in-
terval had an error less than 20 p seconds. This
20-p second error comes from the software used
in the time stamper and a fully-hardware-based
HIM is being developed to eliminate this defect.
But this new version of HIM is beyond the scope
of this paper.

W I D E PR OIJECT
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3000
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2000 1500 =

1500 [i}
180 200 220

1000

500

103 153 203 253 303 353

Tterval (4 sec)

Fig. 3.3. Time Stamp Interval Accuracy

3.4.2 Synchronization Accuracy between

HIM

The second test measured the synchronization
accuracy between HIM by comparing the time
stamps of two HIM for a single packet. Figure 3.4
shows the system configuration for this test. In
this experiment, two HIM ware connected in a
series. The packet generated by the time stam-
per of the first HIM is injected into the packet
filter of the second HIM. By doing this, the first
HIM adds the time stamp information at the tail
of the original packet and forms a capsule packet.
The second HIM adds the time stamp informa-
tion again at the tail of the capsule. By calculat-
ing the difference of the two time stamps for the
same original packets, it is possible to calculate
the synchronization accuracy of two HIM.

Figure 3.5 shows the results. The average dif-
ference of the time stamps is 176 p seconds and

99.5% of the observed interval has an error less

1Gbps T 1Gbps T 1Gbps

HIm | cther | gry

l Packet Splitter Recorder

Initial Packet

I Initial Packet I 1st time stamp l

I Initial Packet | Ist time stamp |2nd time stamp

Difference = Syncronization Accuracy

Fig. 3.4. Configuration for Synchronization Ac-
curacy Test
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than the 40 p seconds. Since about 170 u seconds
is required to be processed by HIM, this result
shows that the synchronization accuracy between

HIM is within 50 p seconds.

Frequency
500

450

400

350

300

250

200

150

100

50

0
120 140 160 180 200 220 240 260 280 300 320
Tine Stamp Difference (J.Lsae@

Fig. 3.5. Synchronization Accuracy

3.4.3 Comparison with Software-based IP
Meter

With HIM, video stream transmission was ob-
served and a typical system configuration could
send one digital video stream (30 megabits per
second) with 100-125 p second intervals within a
20-p second jitter (Fig. 3.6, See next section for
details).

Frequency

25000

20000

15000

10000

5000

0 20 40 60 80 100 120 140 160 180
Titerval (4 sec)

Fig. 3.6. Result of HIM

Figure 3.7 shows the results for the same DV
stream with the software-based IP meter. To
observe 100 order timing data, the CLOCK
TICK parameter in BSD UNIX was modified from

50

100 Hz to 10,000 Hz. However, the data by the
software-based IP meter has two peaks, i.e. one for
around O p seconds and another for around 200 p
seconds. This is due to the feature of the soft-
ware driver. The software-based IP meter uses
the driver software of the operation system. And
the driver used here handles every set of 2 packets
at once. If the driver handles 2 packets at once,
the software-based IP meter misinterprets the in-
terval of these 2 packets as being 0 p seconds. The
interval of packets between other combinations is
then misinterpreted as being 200 p seconds. Even
if the CLOCK TICK parameter was modified to
make the basic timing unit inside UNIX to the p
second order, the rest of the huge software such

as the driver requires enhancement so that it does

not have this type of defect.

Frequency
20000

15000

10000

5000

0 20 40 60 80 100 120 140 160 180
hterval 2 sed)

Fig. 3.7. Result of BSD-Base IP Meter

In summary, these results show that the
software-based IP meter cannot achieve the accu-
racy of 100 p second order, which is necessary to

evaluate the transmission quality of video stream.

3.5 Traffic Measurement and Analysis of
54th IETF Meeting at Yokohama

In the wide area network, there is much net-
work traffic of various network users. Since each
user uses the different network application, e.g.
WWW, mail, streaming and so on, no one can
identify the overall behavior of the network. How-
ever, it is important for the network operation to

accurately measure their behaviors.



As an one step of measuring the backbone net-
work traffic, we use the HiMs at an international
meeting site (the 54th IETF meeting at Yoko-
hama), which was held during one week. We
choose this site as a typical site with high speed
Internet backbone network. Several hundreds peo-
ple attended the meeting and access the Internet.
The meeting provided two backbone network lines
(each has 100Mbps line speed) to access the Inter-
net. Two HiMs collect the traffic in these lines.
Each HiM monitors the traffics of each network
line. After monitoring, each traffic data is merged

so that we can analyze flows which are eventually

W I D E

forwarded using both 2 lines.

3.5.1 Outline of traffic

Average of traffic amount is about 1.28T
bytes/day (Highest bit per second is almost 50M).
Average of packet amount is about 260M pack-
ets/day (Highest packet per second is almost
11,000).

Figure 3.8 shows IPv4 Incoming packets and
Figure 3.10 shows outgoing packets. Figure 3.9
and Figure 3.11 shows about IPv6. As shown in

Figures, IPv4 still transfer major traffic.

Throughput - ipvd_pkts H Throughput - ipvd_pkts
5.0k 5 K 5.0k
2.0k E 0k
g H |
b » |
T oso0k - F zok | 1
g g | 1
z 1 Lol 1 1 £ }od
2.0k 4 ¥t | B L
4
1.0k 1.0k
0.0 — 0.0
sun Hon Tue wed Thu Fri sun ron Tue wed Thu
B ipud_pkts Average: 1585.11 pkts Min: 0,00 pkts Max: E725.45 pkts B ipud_pkts Auerage: 143513 pkts Min: 0,00 pkts Max: E249, 65 pkts
IPvd4 Protocols E IPv4 Protocols
50k 3
k ~ 0k
\ F
20k g 40k
2 a0k b g a0k i
5 | il ¥ 1
i ,' ] 8 i 1 t
& 20k { k 1 T 2ok 4 +
b i | | L f d
¥, 1 I I-4) e 1 L
1.0k Nt 1 { ol 1 - 1.0k iap T f i
' ] P i Nt i e G ) b
o i Fa £ Y i 7 TAPF |
e . A A — i P
o S 0.0 S m— e
sun Man Tue wed Thu sun ron Tue wed Thu Fri
W cwe @ Tce B uce BIGRE [ OTHER B cwe O e Muoe EGRe [ oTHER
ICHP:  Average: 7.23 pkis Min: 0,00 pkts Max: 43,83 pts ICHP:  Auerage: 25,85 pts Min: 0,00 pkts Max: 82,78 pts
s Auerage: 887,87 pkts Min: 0,00 pkts Maxi 3537, 66 pkts TeR: huerage: TSB.68 pkts Min: 0,00 pkts Max: E138.83 pkts
UoE: Auerage: EOB. 77 pkts Min: 0,00 pkts Mazi E100, 96 pkts huerage: S51.57 pkts Min: 0,00 pkts Max: 1378.18 pkts
GRE: Auerage: 18,97 pkts min: 0,00 pkes Max: 10998 prs AuErage: 15,73 pRts win: 0.00 pkrs Max: 88,78 pRIS
OTHER:  Auerage: 53.27 pts min: 0.00 pkrs mMax: 231.00 pkts Auerage: 45,13 phts win: 0,00 pkrs Max: 205,25 phts
Fig. 3.8. IPv4 Incoming packets Fig. 3.10. IPv4 Outgoing packets
Throughput - ipvé_pkts E Throughput - ipv6_pkts
3 300
500 &
400 H
" " 200
b 200 B
w
220 ; 100 } 1
| I
! I ] ’ |
100 -t + I X
g ke B | |
0+ — —
sun Man Tue wed Fri sun ron Tue wed Thu Fri
B ipus_pkts Auerage: 30,82 pkis min: 0.00 pkis Max: 584,85 pkis B ipus_pkrs Auerage: 35.09 pkis min: 0,00 pkrs Max: 317.70 pkts
IPvE Protocols g IPvE Protocols
500 3 250
400 H 200
< 200 3 150
& A
200 100
100 I 50
I | 8 1 1
o Lol il e £ J_L,M N o= g ¥y mod S 5
sun Hon Tue wed Thu Fri sun Hon Tue Fri
B ocwe [ TP W UCP BIGRE [ OTHER W Icwr e Euoe BGRE O OTHER
cMP: Auerage: 7.22 pkis min: 0,00 pkrs Max: 46,30 pkts NPT Auerage: 1551 phts win: 0.00 pkrs Max: 61,07 pkis
TP Average: 22,23 pkis min: 0,00 pkrs Max: 560,30 pkts Tcp: huerage: 13,69 pkts win: 0,00 pkrs Mmax: 296,43 phts
UDE: Average: 0.5 pkis Min: 0,00 pkts Maxi 4,50 pkts huerage: 0,58 pts Min: 0,00 pkts Maxi 5.04 pkts
CRE: Average; 0,00 pkis Min: 0,00 pkts Maxi 0,00 pkts GRE: huerage: 0,00 pkts Min: 0,00 pkts Maxi 0,00 pkts
OTHER:  Auerage: 0.43 pkts Min: 0,00 pkes Maxi 13,26 pkts OTHER!  Auerage: 0.31 pkis Min: 0,00 pkts Maxi 5,48 pkts

Fig. 3.9. IPv6 Incoming packets

Fig. 3.11. IPv6 Outgoing packets
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3.5.2 Individual flow behaviors

For the analysis, we follow the definition of the
flow in RFC2722. Further, we select flows with
more than 100 packets. The time interval to iden-
tify flow end was set to 3 seconds. The result data
contains 30,043 flows in total.

Table 3.2 shows the 10 mostly used port and the

Table 3.2. 10 mostly used port
Port # of flows
http 7793
ssh 6276
9875 1768
1214 957
pop3 813
10000 636
1031 452
639 404
microsoft-ds 382
6346 368
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Fig. 3.12. Example flow of HTTP
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Fig. 3.13. Example flow of SSH
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number of flows of that port. Figure 3.12-3.15
show the examples of individual flow behaviors.
Figure 3.12 is an example of HT'TP flow which
is mostly used during the experience. SSH (Fig-
ure 3.12) and POP3 (Figure 3.12) are commonly
used also.

As shown in the data, the HTTP flow contains
the request from the client in the beginning, and
the succeeding HTML data from the server. POP3
client sends multiple requests in a single flow, i.e.,
in a single connection, and receives corresponding
mail bodies. Since SSH is used to transfer data
through tunnel, their independent behavior is dif-
ferent. Example shown in Figure 3.13 contains
data from both end nodes.

Though we have found many unknown UDP

flows, most of them seem to do one-way bulk

transfer data (See Figure 3.12 for an example).
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Fig. 3.14. Example flow of POP
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Fig. 3.15. Example flow of unknown UDP ap-

plication
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3.5.3 Aggregated flow behaviors

Figure 3.16-3.19 are the results of aggregated
flow analysis. These figures show the average
packet interval and interval jitter of TCP and
UDP flows.

Figure 3.16 and 3.17 is the result of TCP flow
analysis. Figure 3.18 and 3.19 is the result of UDP
flow. Figure 3.16 and 3.18 show the average of
interval time between two packets in the flow. X-
axis is the average of time interval between two
packets in flow. Y-axis is the percentage of flows.
Dot marks shows the percentage of packets with
the corresponding interval of 1 mill. second unit.
Lines shows the accumulated numbers.

+ mark and upper line show the results for in-
coming data from the internet. * mark and lower
line show the results for outgoing data to the in-
ternet.

Figure 3.18 and 3.19 show the corresponding re-
sults for UDP data.
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Fig. 3.19. Jitter of UDP

3.5.4 Characteristics of High speed back-

bone Network

Each application has its own transfer behavior.
Although we can use HiM to analyze such behav-
iors, we could not find any general rule except fol-
lowing two phenomena

e Both average packet interval and interval jit-

ter of TCP flows are longer than those of UDP
flows.

This seems to indicate the characteristics of
TCP flow control. Since TCP flow is con-
trolled to avoid internet congestion, their

burstness is weaker than UDP flows.

As for the UDP packets, the average packet
interval and interval jitter of the incoming
packets from the internet is shorter than those
outgoing packets to the internet.

As shown in Figure 3.18 and 3.19, UDP
flows are burst data transfer in general. But

burstness is stronger in the incoming packets
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from the internet, i.e., 73% of UDP incoming
packet intervals are less than 1 msec and 58%
of UDP outgoing packet intervals are less than
1 msec.
The reason of the second phenomenon still re-
quires further studies. But we suspect the ex-
istence of backbone routers which treat multiple
packets transfer in bulk. If there exists a router or
switch which transfer multiple packets in bulk, the
average packet interval and interval jitter of TCP

flows becomes shorter because such bulk transfer

has shorter packet interval.

3.6 Conclusion

HIM, a high-speed and accurate measurement
equipment for IP data packets, was developed to
examine the network and its service qualities. The
characteristics of this hardware-based IP meter
HIM include:

e High-speed data capturing function up to 1

gigabit per second of data stream.

e Accurate time stamp function with 20-u sec-
ond accuracy.

e Hardware-based filtering function, which can
select target IP packets without decreasing
the above 2 performances.

The experimental results with HIM showed:
In high speed backbone Network, both average
packet interval and interval jitter of TCP flows
are longer than those of UDP flows. And as for
the UDP packets, the average packet interval and
interval jitter of the incoming packets from the in-
ternet is shorter than those outgoing packets to
the internet.

Although, we need further studies, TCP flow
controll seems to weaken their burstness than
UDP flows, and the burstness of UDP flow is made
stronger by the characteristics of routers in wide

area network.
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