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0 30 AYAME: A design and implementation
of the CoS capable MPLS layer for BSD
Network stacks

3.1 Introduction

With the growth of the Internet, many animated
discussions have been appearing about to addition
of Service Classes to traffic. The Differentiated
Services (Diffserv) architecture [16] is one of the
most common technologies to append these func-
tions to the today’s Internet.

Furthermore, since the Internet will become a
more high-performance network in the near future,
some improvements on the following area are be-

ing required:

e on the network layer routing performance
e on the scalability of the network layer
e on the variety and functionality of routing ser-

vices

When ISPs wish to provide the differentiated
services, they need additional functions that sup-
port more efficiently and well-operated traffic en-
gineering, well-controlled QoS management and
VPN services in their networks. There is the

“label switching forwarding paradigm with net-
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work layer routing” that satisfies these require-
The Multi Protocol Label Switching
(MPLS) [140] is one of technologies, which are
studied in IETF MPLS working group now, to

ments.

actualize that paradigm. This technology is at-
tracting a great deal of public attention in order
to add these functions to the network that want
to get Differentiated Service capabilities.

The MPLS is a technology for flexible transfer
of Layer 3 packets using the fixed short-length La-
bel information created from the Layer 3 address
information or other information to constrain the
route to a specific path. In an MPLS domain,
when a data stream traverses a common path, a
Label Switched Path (LSP) can be established us-
ing MPLS signaling protocols. The ingress Label
Switch Router (LSR) assigns a label to each packet
and transmits it to downstream. Each LSR along
the LSP decides the next hop according to the la-
bel in each packet.

Since using label approach of the MPLS allows
flexible control to routing, each node can decide
the next hop by only the label(s) rather than the
network layer information. In result, new routing
services can be introduced easily, being indepen-
dent of the existing routing mechanism, nor with
change in the forwarding paradigm [11].

If the LSRs have the capabilities to define a
QoS/CoS characteristic, and to map Diffserv Per
Hop Behaviors (PHBs) to each LSP on it, the Diff-

serv enabled MPLS networks can be constructed
[45].

Because the MPLS related researches are devel-
oping, we need platforms as research environment
for it. In other word, we need implementation that
can be changed and extended freely for the pur-
pose of researches, verifications and experimental
operations.

To address this situation, we designed the archi-
tecture of MPLS Router system that well suited
to the CoS functions, and implemented it to the
BSD UNIX Network stack (The NetBSD, one of
the derive of BSD system.). This system is named
“AYAME.”

This paper discusses the AYAME architecture
mainly, and how to match the MPLS functions to
the BSD network stack.

3.2 AYAME: A new-generation network
layer on BSD network stack
This

section describes the architecture of
AYAME, its basic characteristics, design issues,
and some advance feature such as its design struc-
ture modularity, hierarchical Label Switching En-

gine support, and exception processing.

3.2.1 Overview of AYAME
AYAME is the implementation of Multi Proto-

col Label Switching (MPLS) based Label Switch-
ing Router (LSR) on NetBSD system, with CoS
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related functions to support Diffserv capabili-
ties. We implemented AYAME faithfulness to
the policy of original BSD Network code. Be-
cause the purpose that the “packet forwarding”
never changes itself before and after the insertion
of MPLS functions into the system.

Most of the MPLS essential functions, such as
the label swapping engine (LSE), Label informa-
tion structures and any other mechanisms that
would be needed when each packet is processed,
are located in the kernel (details are below). But
some entities, for example, a label distribution
protocol(s), a mechanism for the interaction with
layer 3 routing modules, and configuration util-
ities, are located in userland rather then kernel.
3.1 shows the brief architecture of AYAME.

Followings are main features and characteristics

of AYAME:

e Characteristics:

— Easily be able to support multiple Datalink
layers and network layers according to a
module structure.

— Will be distributed under AS-IS license as
same as BSD license.

e Basic features:

— Basic MPLS label swapping, across differ-
ent type interfaces

— IPv4 support (IPv6 have not supported yet,
but it will be support soon.)

— Point-to-Point type link (LC-ATM [139],
PPP (not yet)) and Broadcast type link
(Ethernet [139]) support

— A kernel API to support multiple label dis-
tribution protocol entities

— Implementation of label distribution proto-
cols, such as LDP [8], CR-LDP, and BGP
piggyback label distribution

— Hierarchical LSPs support

e Advance features:

— CoS related functions (for Diffserv) using
by ALTQ

— Hierarchical Label Switch Engine (LSE)

mechanism to support an ATM switch(es)

W I D E

as AYAME’s LSE

3.3 Inside of AYAME kernel
This section describes AYAME kernel design

policy and some remarkable characteristics of the

implementation issue.

3.3.1 Design policy

The functions provided by MPLS is located be-
tween Layer 2 and Layer 3 in a network. There-
fore, there are some requirements of changes in
both layers to add the MPLS extensions to the
existing network stack.

We must give much attention to introduce
MPLS, which was not involved in the design of
the existing network stack, without any viola-
tion of the current semantics. Because the total
consistency might be destroyed if the thoughtless
changes for the existing network cords affect some
parts that have used those cords. In such cases,
besides, it would be difficult to ensure the current
semantics of network processing.

AYAME kernel implementation is using the
“complete modularization” according to functions
to minimize those impacts. We classified all func-

tion blocks that construct MPLS as follows:

e MPLS specific module (MPLS-CORE,MPLS-
LDPs):
Core module of MPLS label processing

e Layer 3 related module(s) (MPLS-
NETWORK):
Interface(s) between a particular Layer 3 and
MPLS-CORE module, (e.g. MPLS-IPv4,
MPLS-IPv6) to process the Layer 3 specific
functions

e Layer 2 related module(s) (MPLS-
DATALINK):
Interface(s) between a particular Layer 2 and
MPLS-CORE module, (e.g. MPLS-Ethernet,
MPLS-ATM) to process the Layer 2 specific

functions
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Because this approach can separate the MPLS
functions from the existing network cords as far as
possible, it needs the minimum alteration to the
existing network cords. Furthermore, the layering
adapted to a current BSD UNIX Network stack
layering. We inserted the MPLS layer between
the Datalink layer (Layer 2) and the Network layer
(Layer 3). Most MPLS related functions are inte-
grated into this layer.

In this layering architecture, the Network layer
can treat the MPLS layer as a kind of “intelli-
gent” network interface. While the MPLS layer
introduces some new functions, it does not destroy
the current network semantics. We extended some
APIs to manipulate the MPLS specific configura-
tions and data structures (the routing table, and
so forth) as well. Such design policies are familiar
with the current network applications, and make
effortless to handle new functions offered by the
MPLS layer from the upper layers.

This modularization makes division and rela-
tion between the functions clearer, in result, the
extendability is improved very much as well. As
MPLS is the developing technique in the standard-
ization process, it is supposed that more specifica-
tions will be suggested henceforth. The AYAME
design policy will make it easy to expand these

new specifications.

3.3.2 Module structure

This section describes the module structure of

AYAME.

| 1Pv4 J | IPvg J

3.2 is the illustration of data flow in the ex-
tended network stack with AYAME. In the rest
of this section, summaries of each module will be

described.

3.3.3 MPLS-CORE/MPLS-LDPs

Only MPLS specific functions are provided
by the MPLS-CORE and MPLS-LDPs modules,
while all functions that need interaction with any
other layer are located in other modules rather
than here.

The MPLS-CORE mainly provides MPLS style
packet forwarding, “Label swapping.” Be-
cause this module is designed symmetrical for
input to and output from other modules, it
treats both MPLS-NETWORKS(s) and MPLS-
DATALINK(s) with a same manner. This module
consists of two sub-modules, the Label Swapping
Engine (LSE) that manipulates the label swap-
ping and the label stack processing for each la-
beled packet, and the Label Information Database
(LID) that maintains the system-wide information
related to MPLS label swap processing such as the
Label-FEC binding.

The MPLS-LDPs provide some support func-
tions to support Label Distribution Protocols,
such as the functions to allocate labels and to
preserve the label space consistency. Because the
MPLS-LDPs would be marshaling the information
from LDPs, the LID at MPLS-CORE keeps sum-
marized information, which is enough to process a

received packet. 3.3 shows detail of MPLS-CORE.
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Fig. 3.2. Data flow of AYAME kernel
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Fig. 3.3. MPLS-CORE and MPLS-LDPs
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Qutput to any
PLS-NETWCRK (s)
or MPLS-DATALINK (5)

Tnput from ey :
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Detail of MPLS-LSPs’ module internal structure

is described below.

3.3.4 MPLS-NETWORK
AYAME provides one module per Network

Layer contained in the system. The modules are
generically called MPLS-NETWORK. (e.g. The
MPLS-IPv4 manipulates IPv4 specific operations,
and the MPLS-IPv6 performs IPv6 specific ones.)
It provides a kind of buffer function that canoni-
calize a data structure between any network layer
and MPLS-CORE, moreover it also provides the
network layer specific functions to process MPLS

label swapping, such as FEC analysis of each

packet.
Transmitting a packet
|__Tcpuop |__TcpuoP
IPv4 MPLS-1Pvd IPv4 | MPLS-1Pv4
do sornething remove alabel stack’ do som%ﬂmg Packet dispatcher
from the packet Hook to” Funstion cail (1Pyd or MPLS)
DEQUEUE) MPLE-]Pyd |
IPw4 specific label % IPw4 specific label
‘ Tueue for P | processing do something processing
T v
From Datalink From MPLS-CORE To Datalink To MPLS-CORE

Fig. 3.4. MPLS-IPv4 (an example of MPLS-
NETWORK)

3.4 shows the detail of MPLS-IPv4, which is
one of MPLS-NETWORK modules to support the
IPv4 network layer.

As an example, consider an operation that a
packet, transmitted by any datagram from an up-
per layer or by the IP forwarding, and forwarded
to a Next Hop node. In this operation, the IP
packet is outputted from an interface connect with
the Next hop node, by the ip_output() function. If
the MPLS ingress node manipulates this process,
to decide which it is needed to put the transferred
packet as a labeled one in the MPLS domain, it
can hook in the middle of the ip_output() function

and perform the following sequence:

W I D E

1. Analyze the network layer information of the
packet and decide a FEC corresponding with
it.

2. Lookup a FEC-to-NHLFE (Next Hop Label
Forwarding Entry) mapping in the LID. If
a corresponding entry is found, the packet
should be passed to the MPLS module, or it
should be sent back to the original IP stack.

3. Return the result.

If it does not have to deal with the packet as
a labeled one, it can continue the process with-
out any change of the existing semantics. The
processing units that actually execute functions
related to MPLS are located in the MPLS-IPv4.
For this reason, the alternation of the existing IP
structure can be minimized because this function
requires no change of the codes but addition of a

single hook.

3.3.5 MPLS-DATALINK
AYAME also provides one module per Datalink

Layer contained in the system, as same as ones
for the Network Layers. The modules are generi-
cally called MPLS-DATALINK. (e.g. The MPLS-
Ethernet manipulates Ethernet specific opera-
tions, and the MPLS-ATM performs ATM specific
ones.) Each module provides a kind of buffer func-
tion that canonicalizes a data structure between
any network layers and MPLS-CORE, moreover
it provides also the Datalink layer specific func-
tions to process the MPLS label swapping, such
as one to compose a packet from a packet payload

and a MPLS label stack.

[Receiving a packet ] [Transmitting a packet |

MPLS- CORE MPLS- CORE
sl Pv6 ] \ | [_iPvanpvsiete.. | | R |
i ¥
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[[Queue for IPv4] [ queve for MPLS ] MPLS—Ethernet | | | function(for Ethernet}

,—J ke Ethohaet frame.
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Ehternet device driver

Fig. 3.5. MPLS-Ethernet (an example of
MPLS-k DATALINK)

Packet classifier for
queueing manager

b
Queueing Frngtion
Manager(ALTQ) ﬂ

e

Enhternet device driver

93

PR OIJECT

ODOoOoooooooooooooooooong daoge




e [150 OOO0OOOOOLOODOODOOOODLDOODOO

3.5 shows the detail of MPLS-Ethernet, which
is one of MPLS-DATALINK modules to support
Ethernet interfaces. This module provides some
Ethernet specific label processing such as a label
stack encoding and decoding for the Ethernet type
media defined in [139] and queue control of out-
put interfaces. This module also provides some

of queue management support functions described

below.
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