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X509 Version 30 0000000 ASN1IDODODDODOODOOODOO

Certificate ::= SIGNED { SEQUENCE {
version [0] INTEGER { v1(0), v2(1), v3(2) } DEFAULT vi,
serialNumber INTEGER,
signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo,

issuerUniqueID [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniquelID [2] IMPLICIT UniqueIdentifier OPTIONAL,
extensions [3] Extensions OPTIONAL } }

version [ serial number[ signaturel] issuer validity [ subject [0 subject public key info [
000 version 100000000000 Oversion 20version 300000000 O ICAT
000obObOooooooooooooooon
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2.2 unique identifier

version 200000 CAOOOODOOODOODOOO BIT STRINGOPKIX OO OOO
(000000000000 DO0000000D000ooocADODODDODUOUOOOO
gbobogoobbbboooboboooobbobuobobobbbbbooboboboba
0000 (CO)0o00o0000oooooooooo

2.3 issuer / subject alternative name

AltNames ::= SEQUENCE OF GenerallName
GeneralName ::= CHOICE A
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IA5String,
dNSName [2] IA5String,

x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] IA5String,
url [6] IAGString }

gooolpOobbobobooooobobbooooooboobooboooobon
gbobbbdoboboobdobobubbobodooubboboboobbbooobo
gbobobogooobodd

2.4 certificate policy

PKIXOOOOOOOOOOOOOOOOOOOooIsooooooOoo [rojoooooo
gbbooggdad

PolicyInformation ::= SEQUNCE OF SEQUENCE {

certPolicyIld CERTIFICATE-POLICY.&id,

qualifier CERTIFICATE-POLICY.&Qualifier { QcertPolicyId } OPTIONAL }
CERTIFICATE-POLICY ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Qualifier OPTIONAL
} WITH SYNTAX {
POLICY-IDENTIFIER &id
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[QUALIFIER-TYPE &Qualifier] }
O00OVeriSignO0OOODOODOODOOOOOOOO [Mjooo00ooooooooo

odbbobuggoobboooobooooobabbuoooooboooonbbo
goubdbuobdobooobbbboooboouoduobboooouoooobn

2.5 key attributes

000000000 (privatekey) 0000000000000

KeyAttributes ::= SEQUENCE {
keyIdentifier KeyIdentifier OPTIONAL,
intendedKeyUsage KeyUsage OPTIONAL,

privateKeyUsagePeriod PrivateKeyValidity OPTIONAL }
Keyldentifier ::= OCTET STRING

PrivateKeyValidity ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }

KeyUsage ::= BIT STRING {
digitalSignature (0), nonRepudiation (1), keyEncipherment (2),
dataEncipherment (3), keyAgreement (4), keyCertSign (5), offLineCRLSign (6) }

2.6 key usage restriction

gbobobooobobboooobn

keyUsageRestriction ::= SEQUENCE {
certPolicySet SEQUENCE OF CertPolicyId OPTIONAL, -- 0ID
restrictedKeyUsage KeyUsage OPTIONAL }

2.7 basic constraints

cert pathU D OO DO OODOOODOOODLOODODO
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basicConstraints ::= SEQUENCE {
subjectType BIT STRING { cA (0), endEntity (1) },
pathLenConstraint INTEGER OPTIONAL,
permittedSubtrees SEQUENCE OF GeneralName OPTIONAL,
excludedSubtrees SEQUENCE OF GeneralName OPTIONAL }

O0000000000000O00000ISO000D0OO0ODDOO (policy constraints
O00000)00000000000000000000000OO0000O0OO

2.8 information access

[sogbgoooboboobogoocAbbooboobooboboboobooooooobnbo
godooboooooogd

2.9 authority key identifier

gboguooobboboobobn

AuthorityKeyId ::= SEQUENCE {
keyIdentifier [0] KeyIdentifier OPTIONAL,
certIssuer [1] Name OPTIONAL,

certSerialNumber [2] CertificateSerialNumber OPTIONAL }

KeyIdentifier ::= OCTET STRING

cAldbooobobuobbooooboboobuooboooboboobboobobo
obbooobooboooboobuooboooboobbopPKIXODOODOODOD
gbobboobodobbooooooboad

2.10 subject directory name

gbobotudbobodooooboobobobbbuoboooobboobboooon
gbogbooboobobbobbuooobobooobbbooboobooobbobboba
gbuobooogboouabbbobobbboobobboboboboooobboboboboo
gbbooogbobobodago

AttributesSyntax ::= SEQUENCE OF Attribute
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2.11 CRL distribution point

Certificate Revocation List (CRL)0 D00 0000000000000 O0DOOOOOO
ooooboooobooboobobo cAOooooboobonoo
goobooobbobooobobocrRLObOOoboobDOoOoOo

CRLDistPointsSyntax ::= SEQUENCE OF DistributionPoint

DistributionPoint ::= SEQUENCE {
distributionPoint Name,
reasons ReasonFlags OPTIONAL }

ReasonFlags ::= BIT STRING {
unused (0), keyCompromise (1), caCompromise (2), affiliationChanged (3),
superseded (4), cessationOfOperation (5), certificateHold (6) }
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3.2 UO0O0O0OO0OO0OO0

VARequest ::= [APPLICATION 1] OPTIONALLY SIGNED SET {
version [0] INTEGER default O,
issuer [1] Name,
CHOICE { [2] SEQUENCE {
subject Name,

issuerUniqueldentifier [0] BIT STRING OPTIONAL
subjectUniqueIdentifier [1] BIT STRING OPTIONAL },
serialNumber [3] INTEGER },
requestVerificationDateAndTime

[4] UTCTime OPTIONAL,
requestOriginator [5] Name OPTIONAL,
requestIdentifier [6] OCTET STRING OPTIONAL

gbooooobbboooooogo

1. version: 00000000 OO0OOOO

2. issuerlsubjectUissuerUniqueldentifierlJsubjectUniqueldentifierllserialNumber:
00/000000000o0oooon

3. requestVerificationDateAndTime: 00000000000 /0000000000
4. requestOriginator:J 00000 (DO0O)0O00ODO

5. requestldentifier:0 DO 0ODOOOOOU

3.3 Uobooooonon

CVSReply ::= [APPLICATION 2] SEQUENCE { SIGNED SET {
version [0] INTEGER default O,
issuer [1] Name,

CHOICE { [2] SEQUENCE {
subject Name,
issuerUniqueldentifier [0] BIT STRING OPTIONAL
subjectUniqueIldentifier [1] BIT STRING OPTIONAL },
serialNumber [3] INTEGER },

requestIdentifier [4] OCTET STRING OPTIONAL,
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verificationResult [5] VerificationResult,
revokedReason [6] RevokedReason OPTIONAL,
revokedOrHoldDateAndTime [7] UTCTime OPTIONAL,
holdExpirationDateAndTime [8] UTCTime OPTIONAL,
holdInstructionCode [9] OBJECT IDENTIFIER OPTIONAL,
invalidityDateAndTime [10] UTCTime OPTIONAL,
requestedDateAndTime [11] UTCTime OPTIONAL,
verificationDateAndTime [12] UTCTime,
verificationIdentifier [13] OCTET STRING OPTIONAL },

CertificationPath OPTIONAL }

VerificationResult ::= ENUMERATE {
valid (0), notYetValid (1), finished (2), revoked (3), hold (4) }

RevokedReason ::= ENUMERATE {
unspecified (0), keyCompromise (1), caCompromise (2),

affiliationChanged (3), superseded (4), cessationOfOperation (5) }
ooopooooooooooond

1. version: 0O O0QOOD0OOOOOO

2. issuerlsubjectUissuerUniqueIdentifier subjectUniquelIdentifierlserialNumber:
gbooooboooboboboobog

3. requestldentifier:0 0O 0OOOOOOU

4. VerificationResult: U0 OO0OOOOOheld0OOOODO0OOO0OOOUOOOOO
d0bddbboboobboobobbobobboobbobbU0UdUholdExpirationDate
000000000000 000000DO00O OholdInstructionCoded OO OONO
ooooooooo

5. revokedReasonFlags: UUU DO OUOUOODODONO
6. revokedOrHoldDateAndTime: UL U U OO0 DOOOUDODOODOODODOOOOODOOO

7. invalidityDateAndTime: DU DU OO 0OOOOO0ODODOOO0ODOOOODOOODODO
googan

8. requestedDateAndTime: U U UUOUDOOOOOOOOMO

9. verificationDateAndTime: 00 /00 /0000000000 00O00O
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10. verificationldentifier: DO O QO QOQOQOQOOO

11. CertificationPath: OO OO0 UOOOLDOOOOOOO0OOODLOOOOOOOO

3.4 0UOUUO

X509 Version 30 U U000 OUOOO0O0OO0OO0OO0OOOOOOOOOOOO0nbOOgd
ooooobobobooboo cAiodooobobooooocAoDboobDboobooo
gbboudoboooboooboboobbin
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0 54 PETOON

goo
oo
goo

p,q(256bit O O 0O ), d(512bit 0 O )
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gbooooao
goobobodo
gbobobodo
gooo
goooo
gooooag
gbooooog

srandam(8) + 0 O 00O

DES in Cipher Feed Back mode (CFB)
RSA

Quisquarter(0 0000 O0O0O0O)
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% pet namachu
Trying 133.160.39.17...
Connected to namachu.
Escape character is ’7]’.
You don’t set your security level.
Now, I set your security level to remote server’s
security level 5.
Remote server is requesting security level 5.
We are going to talk on level 5.
Now, exchanging a data encryption key. Please wait.
Your name is
C=JP
0=Fujitsu Laboratories Ltd.
OU=Information Processing Network Center
CN=Yasutsugu Kuroda
emailAddress=kuroda@flab.fujitsu.co.jp
Your certificate is valid.
Your authentication is valid.
Remote server name is
C=JP
0=Fujitsu Laboratories Ltd.
0U=IPNC
CN=namachu.center.flab.fujitsu.co.jp
emailAddress=kuroda@namachu.center.flab.fuj
itsu.co.jp
Server’s certificate is valid

Server’s authentication is Valid

Sun0S UNIX 4.1 (namachu) (ttypb)

login:

J

pUbbO0oooboobbobobobboboobuoobobboooobogagn
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% pet -p 3 namachu
Trying 133.160.39.17...
Connected to namachu.
Escape character is ’7]’.
You are requesting security level 3.
Remote server is requesting security level 5.
We are going to do security level 5.
Exchanging data encryption key.....
Remote server name is
C=JP
0=Fujitsu Laboratories Ltd.
0U=IPNC
CN=namachu.center.flab.fujitsu.co.jp
emailAddress=kuroda@namachu.center.flab.fuji
tsu.co.jp
Server’s certificate is valid
Server’s authentication is Valid
Your name is
C=JP
0=Fujitsu Laboratories Ltd.
OU=Information Processing Network Center
CN=Yasutsugu Kuroda
emailAddress=kuroda@flab.fujitsu.co.jp
Your certificate is valid.

Your authentication is valid.

Sun0S UNIX 4.1 (namachu) (ttyp8)

login:
-

J

gogbogdgbdogbooobooobbbobobbbuobbbboobooooaobn

gbobbogoooo
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% pet -p 4 namachu

Trying 133.160.39.17...

Connected to namachu.

Escape character is ’7]’.

You are requesting security level 4.

Remote server is requesting security level 5.

Security level negotiation is fault.

J

O00OtelmetD OO0 DOOOOOO0OOODOOPETOOOOOODOOOODOOODO

gbooguooobbbooobbbododo

% pet -p 4 namachu

Trying 133.160.39.17...

Connected to namachu.

Escape character is el R

You are requesting security level 4.

Remote server is requesting security level 5.

Security level negotiation is fault.

J

OO0 telnet D000 0O0OO0O0O0O0OOOOPETOOOOOODOOOODODOOODO

gbdgdooobbbooobbboooo

% telnet namachu

Trying 133.160.39.17 ...

Connected to namachu.

Escape character is el R

This server is a Privacy Enhanced Telnet.

It is requesting security level 5 communication.
Please access it using Privacy Enhanced Telnet at

the next time. Bye.

Connection closed by foreign host.

-

petUUODODO telnetd O OO ODOOOO
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% pet flab
Trying 133.160.32.1...
Connected to flab.

Escape character is ’7]’.

Sun0S UNIX (azalea)

2. 00000000000000

PET3O0OU0O00LDOODOUOOLODODOOUOUDODbLOOLOOObLbDObDObLbObObOObbO
0000000 (petdd Makefile.genericO 0 00 O SERVERMANAGEMENTFILE)
goodboobbooooooooogoobouoobbooooo

U000ooobbooboboobuobuobdpeek0 OO0 oonogog

[ % peek -s < CERTFILE >> petuser }

O00OOpetuser U0 000 CERTFILEODODOOOOOOODOOOODOOOO
O000000000O0peek D000 0D0O0O0O0O0ODODODODOOOOODOODODOO
Opetuser 0 00O O0OOOO0O
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% peek -c < .cert
Serial No = 36F <---- U 0O0O00O0O0O0OO0OOOOOOOO
Validity from 9503170252407
to 9703170252407
issuer:
C=JP
0=WIDE
OU=Certification Authority
subject:
C=JP
0=Fujitsu Laboratories Ltd.
OU=Information Processing Network Center
CN=Yasutsugu Kuroda
emailAddress=kuroda@flab.fujitsu.co.jp
signature:
md2WithRSAEncryption
publickey:

alg = rsaEncryption

N J

3. 000040ag

telnetx O OO OO OO0O0OOOODOOzmodem, xmodem, bplus OO0 00000 OO
0000000000000 000000OTELNETXDOODOODOOOODOOoOooO

UboooobobboobbooboonobobibOlOzmodem O text filed 6150byte
gbobobggbobbbooobuobobooo

binaryU OO OOOOOOOOO

5.10 OO0

gbbodgbboogdgbobooogodooboooboouoboboboooobobn
gbooobtbogooubooobbbooobboooobooooobobobob pETOO
gobobbooogbobooodgobbd

e UUOOOOOO
gbodgoodoooboobobboobbuooooooboobobbooboobobo

gogubobobooobobobuooooobooboobon
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e LUUOUOODOOOO
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gboobobooobboboboooobobboon
ggdbboooooboobbobboboboboobdobboobbooobdo
gbbobooobobooooooou IETFOogooobobogboon
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